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In BMC Patrol before 9.13.10.02, the binary "listguests64" is configured with the setuid bit. However, when executing t, it wil look for

bme - patrol abinary "irsh" using The listguests64" program will then run "virsh” using root privileges. 02/12/2016 CVE-2016-9638
Thi to elevate their
vl monttorng Stackcbased buffer overflow i the axShared Librries i the Agent n 8M Tioll Monitoring (TM) 6.2.2 before P79, 6.2 3 before FP5, | 1o 2 |cvesoiaes
and 6.3.0 before FP2 on Linux and UNIX allows local users to eain orivileges via unsoecified vectors 22 |cEense
om
1BM QRadar SIEM 7.1 before MR2 Patch 13 and 7.2 before 7.2.7 executes unspecified processes at an incorrect privilege level, which
qradar_security_information_and_event_m pectied p priviee 30/11/2016 85 |cvE20162876
makes it easier o remote authenticated users to obtain root access by leveraging a command-njection issue.
anager
i [ n in Bash shell access through a st
el saraer e Dell DRACT and IDRACS devices with 2 users to gain S0 | o 0rs 20 |cveoomsess
- iniection. —
in KContoler o1 of Exponent S 2.0 conent_dinput s pased nio
ponent_cms howComments. The method showCommens is defined in the ith the parameter ‘Sthis- 29/11/2016 75 |cve2oi60a81
>paramslcontent id'' used directiv in SQL. Impactis a SQL iniection.
Th 16. Debian jessie and the before 1.4.6-1ubuntu3.§ on Ubuntu 14.04LTS,
nginx - nginx before 1.10.0-0ubuntu0.16.04.3 on Ubuntu 16.04 LTS, and before 1.10.1-Oubuntul. 1 on Ubuntu 16.10 allow local users with access to | 29/11/2016 72 |cve2oi612a7
the web server user account to gain root privileges via a symiink attack on the error log.
The overlayfs implementation in the inux (aka Linux kernel) package before 3.19.0-21.21 in Ubuntu through 15.04 does not properly
canonical - ubuntu_linux check permissions for file creation in the pp: y, which 10 0btain root access by leveraging a 27/11/2016 12 |cvE20151328
in is permitted
The tipc_msg_build function in net/tipc/msg.c in the Linux kernel through 4.8.11 does not validate the relationship between the
linux - linux_kernel minimum fragment length and the maximum packet size, which allows local users to gain privileges or cause a denial of service (heap- | 27/11/2016 72 |cve20168632
based buffer overflow) by CAP NET
_pei.cin the Linux h 4.8.11 allows local users to b and d
linux - linux_kernel of service have impact, to 2 vfio PCl device file for a 27/11/2016 CVE-2016-9083
VFIO DEVICE SET IROS iocti call. aka a"state machine confusion bue.”
key.cin 87 mishandles in conjunction with successful key-
linux - linux_kernel type registration, which allows local users to cause a denial of service (NULL pointer dereference and panic) or possibly have 27/11/2016 93 |cve20169313
unspecified other impact via  crafted application that uses the big_key data type.
The sctp_sf_ooth function in net/sctp/sm_statefuns.c in the Linux kernel before 4.8.8 acks chunk-length checking for the first chunk,
finux - linux_kernel which attackers t denial of service (out-of-bounds slab access) or possibly impactvia | 27/11/2016 100 |cVE-2016.9555

crafted SCTP data.

he __get_user_asm_ex macro in arch/x86/include/asm/uaccess.h in the Linux kernel 4.4.22 through 4.4.28 contains extended asm
linux —~ linux_kernel compatible with table, which allows local users to obtain root access on non-SMEP platforms viaa |  27/11/2016 93 |cve-2016:9644
crafted application. NOTE: this vulnerability exists because of incorrect backporting of the CVE-2016-9178 patch to older kernels.

An elevation of privilege vulnerability in libzipfile in Android 4.x before 4.4.4, 5.0.x before 5.0.2, and 5.1.x before 5.1.1 could enable a
local malicious application to execute arbitrary code within the context of a privileged process. This issue is rated as Critical due to the

google —endrold possibity of alocal permanent device compromise, which may require reflashing to repair the d /)06 93 |QUE0166700
1D: A-30916186.
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oo~ android process. Tisssue i ated s High because t could be used o gin local access o clevated capabities whichare not ormally /e e
accessible to a third-party application. Android ID: A-30229821.
i of pr Inedisersrn Androd 50w befare 502, 51X befre 5.1 6 xbeore 2061101, d 70
before 2016-11.01 could enabl  ocal mal o the context of 2 privileged process. This
goole —androld s i ate s igh because ft could b used to gl local acces o elevate capabiie, which e not normaly accessbl o a hird- | 25/1/2016 93 |QuE016610
party d 1D: A-30907212.
An elevation of privilege vulnerabiliy in System Server in Android 6.x before 2016-11-01 and 7.0 before 2016-11-01 could enable a
oosle - androtd local malicious application to execute arbitrary code within the context of a privileged process. This issue i rated as High because it a0 03 |oveaomseror
could be used to gain local access to elevated capabilties, which are not normaly accessible to a thrd-party application. Android ID: A- CLEZ01EI00
31350622,
A remote denial of service vulnerabilty in Mediaserver in Android 6.x before 2016-11-01 and 7.0 before 2016-11-01 could enable an
google - android attacker to fle to or reboot. Thi ted as High due to the possibilty of remote. 25/11/2016 71 |ove20166713
denial of droid ID: A-30822755.
A remote denial o service vulnerabilty in Mediaserver in Android 6.x before 2016-11-01 and 7.0 before 2016-11-01 could enable an
google - android attacker to use a specially crafted file to cause a device hang or reboot, Thisissue i rated as High due to the possibity of remote 25/11/2016 71 |cve20i66714
denial of service, Android ID: A-31092462.
in Android 4.xbefore 4.4.4, 5.0 before 5.0.2, 5.1 before 5.1.1, 6.x before 2016
google - android 11,01, and 7.0 before 2016-11.01 local mal i aprivileged | 25/11/2016 76 |cve20166717

process. This issue i rated as Moderate because it first requires exp\mlalmn of a separate uinerabilty. Ancroid 1D: 3135023

A denial of service vulnerability in the Input Manager Service in Android 4.x before 4.4.4, 5.0.x before 5.0.2, 5.1.x before 5.1.1, 6.x
google - android before 2016-11-01, and 7.0 before 2016-11-01 local mali to cause the device reboot. 25/11/2016 71 |cve20166724
This issue s rated as Moderate because it is a temporary denial o service that requires a factory reset to fx. Android ID: A-30568284.

A remote code execution vulnerability in the Qualcomm crypto driver in Android before 2016-11-05 could enable a remote attacker to
google -~ android execute arbitrary code within the context of the kernel. This issue is rated as Critical due to the possibility of remote code execution in | 25/11/2016 100 |cve2016.6725
the context of the kernel. Android ID: A-30515053. References: Qualcomm QC-CR#1050970.

An elevation of privilege vulnerabilty in the kernel ION subsystem in Android before 2016-11-05 could enable a local malicious

google -~ android application to execute arbitrary code within the context of the kernel. This issue is rated as Critical due to the possibility of a local 25/11/2016 93 [CVE2016:6728
, which may require e to repair the d droid 1D: A-30400942.
i of privilegs in bootloader in Android before 2016-11-05 could enable a local malicious

application to execute arbitrary code within the context of the kernel. This issue is rated as Critical due to the possibility of a local
permanent device compromise, wmch may require reflashing the operating system to repair the device. Android ID: A-30977990.
References: Qualcomm QC-CRi9776:

google -~ android 25/11/2016 93 |cve-20166729

An elevation of privilege vulnevahm(v in the NVIDIA GPU driver in Android before 2016-11-05 could enable a local malicious application
o execute arbitrary code within the context of the kernel. This issue is rated as Critical due to the possibilty of  local permanent
device compromise, which may require reflashing the operating system to repair the device. Android ID: A-30904789. References:
NVIDIA N-CVE-2016-6730.

google - android 25/11/2016 93 |cve-2016:6730

An elevation of privilege vulnerability in the NVIDIA GPU driver in Android before 2016-11-05 could enable a local malicious application
o execute arbitrary code within the context of the kernel. This issue is rated as Critical due to the possibilty of  local permanent
device compromise, which may require reflashing the operating system to repair the device. Android ID: A-30906023. References:
NVIDIA N-CVE-2016-6731.

google - android 25/11/2016 93 |cve2016:6731

An elevation of privilege vulnerability in the NVIDIA GPU driver in Android before 2016-11-05 could enable a local malicious application
ndroid o execute arbitrary code within the context of the kernel. This issue is rated as Critical due to the possibilty of  local permanent 25112016 03 |cvezowsers
device compromise, which may require reflashing the operating system to repair the device. Android ID: A-30906599. References: —

NVIDIA N-CVE-2016-6732.

google

An elevation of privilege vulnerability in the NVIDIA GPU driver in Android before 2016-11-05 could enable a local malicious application
o execute arbitrary code within the context of the kernel. This issue is rated as Critical due to the possibilty of  local permanent
device compromise, which may require reflashing the operating system to repair the device. Android ID: A-30906694. References:
NVIDIA N-CVE-2016-6733,

google - android 25/11/2016 93 |cve-2016:6733

An elevation of privilege vulnerability in the NVIDIA GPU driver in Android before 2016-11-05 could enable a local malicious application
o execute arbitrary code within the context of the kernel. This issue is rated as Critical due to the possibilty of  local permanent
device compromise, which may require reflashing the operating system to repair the device. Android ID: A-30907120. References:
NVIDIA N-CVE-2016-6734.

google - android 25/11/2016 93 |cve-2016:673

An elevation of privilege vulnerability in the NVIDIA GPU driver in Android before 2016-11-05 could enable a local malicious application
o execute arbitrary code within the context of the kernel. This issue is rated as Critical due to the possibilty of  local permanent
device compromise, which may require reflashing the operating system to repair the device. Android ID: A-30907701. References:
NVIDIA N-CVE-2016-6735.

google - android 25/11/2016 93 |cvE-2016:6735

An elevation of privilege vulnerability in the NVIDIA GPU driver in Android before 2016-11-05 could enable a local malicious application
ndroid o execute arbitrary code within the context of the kernel. This issue is rated as Critical due to the possibilty of a local permanent 25112016 03 |cvezomserss
device compromise, which may require reflashing the operating system to repair the device. Android ID: A-30953284. References: —

NVIDIA N-CVE-2016-6736.

google

An elevation of privilege vulnerabilty in the kernel ION subsystem in Android before 2016-11-05 could enable a local malicious

google -~ android application to execute arbitrary code within the context of the kernel. This issue is rated as Critical due to the possibility of a local 25/11/2016 93 |CVE2016:6737
. which may require & to repair the d droid ID: A-30928456.
of privilegs in p in Android before 2016-11-05 could enable a local
google -~ android ! licat the kernel. This issue is rated as High because it fist requires 25/11/2016 93 |cve20166738

compromising a privileged process. Android ID: A-30034511. References: Qualcomm QC-CR#1050538,

of pr in camera driver in Android before 2016-11-05 could enable a local malicious.
google -~ android applicaion o execute arbiray code within the context o the kernel Thisssue s raed as High because i fis requires compromising | 25/11/2016 93 [CVE2016:6739
aprivileged droid 1D: A-30074605. -CR#1049826.
i of pr in camera driver in Android before 2016-11-05 could enable a local malicious
google - android application t execute arbitrry ode wihi thecontextof th kernel.Tisssue s rated a Highbecause t frst requires compromising | 25/11/2016 93 |CVE20166740

a privileged process. Android ID: A-30143904. References: Qualcomm QC-CRH1056307.

I of p in camera driver in Android before 2016-11.05 could enable a local malicious
google -- android application to execute arbl(rary ‘code within the context of the kernel. This issue is rated as High because it first requires compromising 25/11/2016 93 CVE-2016-6741
a privileged process. Android ID: A-30559423. References: Qualcomm QC-CR#1060554.
I of pr in the Synap! in Android before 2016-11-05 could enable a local malcious
google  android application t execute arbitrary ode wihi the contextof th kernel.Tisssue s rated a High because t frstrequires compromising | 25/11/2016 93 |cve20166742
aprivileged droid 1D: A-30799828.
le of 8¢ in the Synaptics in Android before 2016-11-05 could enable a local malicious
google -- android application to execute arbitrary code within the context of the kernel. This issue is rated as High because it first requires compromising 25/11/2016 93 CVE-2016-6743
aorivileged droid ID: A-30937462.
of pr B¢ in the Synapt in Android before 2016-11-05 could enable a local malicious
google  android application to execute arbitrary code within the context of the kernel. This issue is rated as High because it first requires compromising | 25/11/2016 93 |cve2oie67aa
a orivileged droid 1D: A-30970485
of pr 8¢ in the Synaptics in Android before 2016-11-05 could enable a local malicious
google -- android application to execute arbitrary code within the context of the kernel. This issue is rated as High because it first requires compromising 25/11/2016 93 CVE-2016-6745
aorivileged droid 1D: A-31252388.
A denial of service vulnerability in Mediaserver in Android before 2016-11-05 could enable an attacker to use a specially crafted file to
google  android cause a device hang or reboot, This issue s rated as High due to the possibility of remote denial o service. Android ID: A-31244612. 25/11/2016 CVE-2016-6747

References: NVIDIA N-CVE-2016-6747.
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of pr in th driver in Android before 2016-11-05 could enable a local malicious application
10 exccute aritarycode withn the context of the kernel.This sue s ated s Cicaldue t th possbityof alocal permanent

google - android device compromise, which may require reflashing the operating system to repair the device. Android ID: A-30904789. References: 25/11/2016 23 CVE-2016:6730

NVIDIA N-CVE-2016-6730.
in in Android before 2016-11-05 could enable a local malicious application
to execute arhmaw code within the context of the kernel. This issue is rated as Critical due to the possibility of a local permanent

google - android device compromise, which may require reflashing the operating system to repair the device. Android ID: A-30906023. References: 25/11/2016 e
NVIDIA N-CVE-2016-6731.

in in Android before 2016-11-05 could enable a local malicious application
to execute arhmaw code within the context of the kernel. This issue is rated as Critical due to the possibility of a local permanent

google - android device compromise, which may require reflashing the operating system to repair the device. Android ID: A-30906599. References: 25/11/2016 e
NVIDIA N-CVE-2016-6732.

in in Android before 2016-11-05 could enable a local malicious application
to execute arhmaw code within the context of the kernel. This issue is rated as Critical due to the possibility of a local permanent

google - android device compromise, which may require reflashing the operating system to repair the device. Android ID: A- 30905594 References: 25/11/2016 22 e
NVIDIA N-CVE-2016-6733.

in in Android before 2016-11-05 could enable a local malicious application
to execute arhmaw code within the context of the kernel. This issue is rated as Critical due to the possibility of a local permanent

google - android device compromise, which may require reflashing the operating system to repair the device. Android ID: A-30907120. References: 25/11/2016 22 e
NVIDIA N-CVE-2016-6734.

in in Android before 2016-11-05 could enable a local malicious application
to execute arhmaw code within the context of the kernel. This issue is rated as Critical due to the possibility of a local permanent

google - android device compromise, which may require reflashing the operating system to repair the device. Android ID: A-30907701. References: 25/11/2016 e
NVIDIA N-CVE-2016-6735.

in in Android before 2016-11-05 could enable a local malicious application
to execute arhmaw code within the context of the kernel. This issue is rated as Critical due to the possibility of a local permanent

google - android device compromise, which may require reflashing the operating system to repair the device. Android ID: A-30953284. References: 25/11/2016 e
NVIDIA N-CVE-2016-6736.

e General Electric (GE) Bently Nevada 3500/22M USB with firmware before 5.0 and Bently Nevada 3500/22M Serial have open ports, 212016 100 |cvesotesrss

bently_nevada_3500/22m_serial_firmware |which makes it easier for remote attackers to obtain privileged access via unspecified vectors. - I
IBM Rational Collaborative Lifecycle Management 3.0.1.6 before iFix8, 4.0 before 4.0.7 iFix11, 5.0 before 5.0.2 iFix18, and 6.0 before
6.0.2 iFix5; Rational Quality Manager 3.0.1.6 before iFix8, 4.0 before 4.0.7 iFix11, 5.0 before 5.0.2 iFix18, and 6.0 before 6.0.2 iFix5;

Rational Team Concert 3.0.1.6 before iFix8, 4.0 before 4.0.7 iFix11, 5.0 before 5.0.2 iFix18, and 6.0 before 6.0.2 iFix5; Rational DOORS

ibm - rational_team_concert Next Generation 4.0 before 4.0.7 ifix11, 5.0 before 5.0.2 ifix18, and 6.0 before 6.0.2 iFix5; Rational Engineering Lifecycle Manager 4.x 24/11/2016 15 CVE-2016-0325
before 4.0.7 ifix11, 5.0 before 5.0.2 ifix18, and 6.0 before 6.0.2 iFix5; Rational Rhapsody Design Manager 4.0 before 4.0.7 iFix11, 5.0
before 5.0.2 ifix18, and 6.0 before 6.0.2 iFix5; and Rational Software Architect Des\gr\ Manager 4.0 before 4.0.7 iFix11, 5.0 before 5.0.2
iFix18, and 2iFixS allow remots users acrafted request,

o~ securiy_aceess_manager 1BM Security Access Manager for Web 7.0 before IF2 and 8.0 before 8.0.1.4 1F3 and Security Access Manager 9.0 before 9.0.10 IFS 2a/11/2016 90 |ovesoreans
alo users commands b leverasing LI admin access. —

[ if_pixarlog. n lbtiff 4.0.6 has out-of-bounds write vuinerabiltes in heap allocated buffers. Reported as MSVR 35094, aka "Piarlog | 1. 101 CVE-2016.9533

ean-buffer-overflow."

[P f_write.c n IbHfF 4.0.6 has an issue in the error code path of 0 f_rawee and t_s e 5 |0
Renorted as MSVR 35095, aka "TIFEF] -buffer-overfiow.” Le  |cEaoiesd
tif_predict.h and tif_predict.c in libtiff 4.0.6 have assertions that can lead to assertion failures in debug mode, or buffer overflows in

libtiff - libtiff release mode, when dealing with unusual tile size like YCbCr with subsampling. Reported as MSVR 35105, aka "Predictor heap-buffer- 22/11/2016 75 CVE-2016-9535
overflow."

[ < in libtiff 4. heap allocated buffers in t2p_process_jpeg_strip(). Reported J2/11/2016 75 CVE-2016.9536

MSVR 35098, aka"120 process ivee strip heao-buffer-overfiow." —
ibtiff - libtiff o i libtiff 4.0.6 has write buffers. Reported as MSVR 35093, MSVR 35096, and MSVR 22/11/2016 75 CVE-2016-9537

[P tools/tffcrop.c n tiff 4.0.6 reads an undefined buffer in readContigstripsintoBuffer() because of a uint16 integer overflow. e 75 |oveoomess
Reported as MSVR 35100, CUE2016:9538

libtiff -- libtiff libtiff 4.0.6 has an out-of-bounds read in readCe Reported as MSVR 35092. 22/11/2016 75 CVE-2016-9539

[ toolsiffcp. in btiff 4.0.6 has an out-of-bounds write on tled images with odd tle width versus image width. Reported 35 MSVR 208 75 |cve-2015.9500
35103. aka "coStripToTile hean-buffer-overflow."

interface n Pak PAN-0S before 5.0.20, 5. Lx before 5.1.13, 6.0.x before

paloaltonetworks -- pan-os 6.0.15, 6.1 before 6.1.15, 7.0 before 7.0, 11, and 7.1.x before 7.1.6 allows remote attackers to execute arbitrary code via 19/11/2016 100 |CVE-2016-9150

unsoecifed vectors
Semana 14/11/2016

k- nue_kernel The _extd_journal_stop function infs/extd/extd_jbd2.c i the Linux kernel before 4.3.3 allowslocal users to gai privieges or causea [ 11101 03 V20158961
denial of a certain error field —

k- nue_kernel Double free vuinerabily in the sg_common_write function in drivers/scsi/sg.c nthe Linux kernel before 4.4 allows local users to gain | ¢,y /1. 03 |cvesorsase
privileges or cause a denial of service (memory corruption and system crash) by detaching a device during an SG_IO ioctl call
Race condition in kernel/events/core.c in the Linux kernel before 4.4 allows local users to gain privileges or cause a denial of service

linux - linux_kernel by handiing of during a CPU 16/11/2016 16 CVE-2015-8963

i~ linux_kernel The tty_set_termios_ldisc function in drivers/tty/tty_Idisc.c in the Linux kernel before 4.5 allows local users to obtain sensitive 161102018 71 |eveaonsoes
information ading a ttv data structure.

Use-after-free vulnerability in the disk_seqf_stop function in block/genhd.c in the Linux kernel before 4.7.1 allows local users to gain

finux - linux_kernel privileges by leveraging the execution of a certain stop operation even if the corresponding start operation had failed. 16/11/2016 23 CVE2016:7919

block Tlows local

i~ linux_kernel Race condition in the get_task_ioprio function in the Linux 6. togain priviegesor | o0 93 |ovesoerent
cause a denial of service (use-after-free) via a crafted ioorio_get svstem call.

in the ffs_user_copy. function in fecin before
linux - linux_kernel -user_copy.. - 16/11/2016 £-2016-7912
- 4.5.3 gain privileges by accessing an 1/0 data structy after a certain callback call. ek 2 R ——
The xc2028_set_config function cin the Linux e local users to gain
linux - linux_kernel privileges or cause a denial of service the firmware name fi 16/11/2016 93 CVE-2016-7913
structure.
The assoc_array_insert_into_terminal_node function in lib/assoc_array.c in the Linux kernel before 4.5.3 does not check whether a
s e kernel slotis  leaf, which allows localusers to obtain sensitve nformation from kernel memory or cause a denial of service (ivalid pointer | 4,1/ 21 |cvezot6701a
- dereference and out-of-bounds read) via an application that by the keyutils - 7
test suite
Race condition in the environ_read function in fs/proc/base.c in the Linux kernel before 4.5.4 allows local users to obtain sensitive

linux -- linux_kernel information y g a/p during a pr p time interval in which environment-variable [  16/11/2016 71 CVE-2016-7916
copving s incomplete

emc - avamar. data_store EMC Avamar Data Virtual Edition 7.3and older contain a vulnerability that may expose the 15/1/2018 72 |ovezote000
| Avamar servers to pof bv mali
in troller.php of Exponent CMS 2.4.0 patch1, untrusted inputis passed into

cms The method is defined in the search model with the parameter 'Sterm’ used directly in SQL. Impact | 15/11/2016 5 CVE-2016-9287
is 3 SQL iniecti
Little Snitch version 3.0 through 3.6.1 suffer from a buffer overflow vulnerability that could be locally exploited which could lead to an

objective_development escalation of privileges (EoP) and unauthorised ring0 access to the operating system. The buffer overflow is related to insufficient 15/11/2016 72 CVE-2016-8661
checking of parameters to the "OSMalloc” and "coovin" kernel API calls.

ot ot SQL injection vulnerabilty in the categoriesServiet servlet in dotCMS before 3.3.1 allows remote not authenticated attackers to oons 75 |oveoem
execute arbitrary 5Q CVE-2016:8902
In troller.php in Exponent CMS v2.4.0 or older, the parameter "target" of

exponentcms -- exponent_cms function "DragnDropReRank" is directly used without any filtration which caused SQL injection. The payload can be used like this: 11/11/2016 5 CVE-2016-9288
Integer overflow in SystemUI in KK(4.4) and L(5.0/5.1) on Samsung Note devices allows attackers to cause a denial of service (Ul

samsung - samsung_mobile & ” (44)and L5.0/5.1) s ( /117206 78 |cve2oiee277
restart) via vectors involving APIs and an activity

Semana 07/11/2016
The Common Log File System (CLFS) driver in Microsoft Windows Vista SP2, Windows Server 2008 SP2 and R2 SP1, Windows 7 SP1,
| Windows 8.1, Windows Server 2012 Gold and R2, Windows RT 8.1, Windows 10 Gold, 1511, and 1607, and Windows Server 2016
microsoft - windows_10 Il local to gain privileges fted appli ka "Windows Common Log File System Driver Elevation of Privilege 10/11/2016 93 CVE-2016-0026
" a different o 0 0 , , CVE-

2016-3340, CVE-2016-3342, CVE-2016-3343, and CVE-2016- 7184

The Common Log File System (CLFS) driver in Microsoft Windows Vista SP2, Windows Server 2008 $P2 and R2 SP1, Windows 7 SP1,

Windows 8.1, Windows Server 2012 Gold and R2, Windows RT 8.1, Windows 10 Gold, 1511, and 1607, and Windows Server 2016

microsoft - windows_10 o gain privieges ka "Windows Common Log File System Driver Elevation of Privilege 10/11/2016 93 |cve2o16333

Vulnerability," , C) , 3 3 , CVE-

20163340, CVE-2016-3342, CVE-2016-3343, and CVE-2016-7184.

The Common Log File System (CLFS) driver in Microsoft Windows Vista SP2, Windows Server 2008 SP2 and R2 SP1, Windows 7 SP1,

Windows 8.1, Windows Server 2012 Gold and R2, Windows RT 8. Wmdows 10 Gold, 1511, and 1607, and Windows Server 2016

microsoft — windows_10 i local to gain privileges fted appli ,zkz A Log File System Driver Elevation of Privilege 10/11/2016 93 CVE-2016-3333

" a differ a ), , O , C\ , C\ , CVE-

2016-3340, CVE-2016-3342, CVE-2016-3343, and CVE-2016-7184.

The Common Log File System (CLFS) driver in Microsoft Windows Vista SP2, Windows Server 2008 $P2 and R2 SP1, Windows 7 SP1,

Windows 8.1, Windows Server 2012 Gold and R2, Windows RT 8.1, Windows 10 Gold, 1511, and 1607, and Windows Server 2016

microsoft - windows_10 o gain privieges ka "Windows Common Log File System Driver Elevation of Priviege 10/11/2016 93 |cve2ot6333

Vulnerability,” , C) ., , 3 , CVE-
20163340, CVE-2016-3342, CVE-2016-3343, and CVE-2016-7184.
The Common Log File System (CLFS) driver in Microsoft Windows Vista SP2, Windows Server 2008 SP2 and R2 SP1, Windows 7 SP1,
Windows 8.1, Windows Server 2012 Gold and R2, Windows RT 8. Wmdows 10 Gold, 1511, and 1607, and Windows Server 2016
microsoft — windows_10 i local to gain privileges fted ,zkz A Log File System Driver Elevation of Privilege 10/11/2016 93 CVE-2016-3335
" a differ a ), , O , C\ , C\ , CVE-
2016-3340, CVE-2016-3342, CVE-2016-3343, and CVE-2016-7184.
The Common Log File System (CLFS) driver in Microsoft Windows Vista SP2, Windows Server 2008 5P2 and R2 SP1, Windows 7 SP1,
Windows 8.1, Windows Server 2012 Gold and R2, Windows RT 8.1, Windows 10 Gold, 1511, and 1607, and Windows Server 2016
microsoft - windows_10 o gain privieges ka "Windows Common Log File System Driver Elevation of Priviege 10/11/2016 93 |cveot63338
ity," , C) , ), , , CVE-
20163340, CVE-2016-3342, CVE-2016-3343, and CVE-2016-7184.
The Common Log File System (CLFS) driver in Microsoft Windows Vista SP2, Windows Server 2008 SP2 and R2 SP1, Windows 7 SP1,
Windows 8.1, Windows Server 2012 Gold and R2, Windows RT 8 1 Wmdows 10 Gold, 1511, and 1607, and Windows Server 2016
microsoft — windows_10 i local to gain privileges fted appli Log File System Driver Elevation of Privilege 10/11/2016 93 CVE-2016-3340

“a differs

, € € e , CVE-

[« )
2016-3338, CVE-2016-3342, CVE-2016-3343, and CVE-2016-7184.
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Historico de vulnerabilidades de Novembro do 2016

The Common Log File System (CLFS) driver in Microsoft Windows Vista P2, Windows Server 2008 P2 and R2 SP1, Windows 7 P1,
Windows 8.1, Windows Server 2012 Gold and R2, Windows RT 8.1, Windows 10 Gold, 1511, and 1607, and Windows Server 2016

microsoft - windows_10 o gain privieges fred application, aka "Windows Common Lo File System Driver Elevation of Privilege 10/11/2016 93 |cve20163302
y than O , 0 0 x , Cve-
20163338, CVE-2016-3340, CVE-2016-3343, and CVE-2016-7184.
The Common Log File System (CLFS) driver in Microsoft Windows Vista SP2, Windows Server 2008 SP2 and R2 SP1, Windows 7 SPL,
Windows 8.1, Windows Server 2012 Gold and R2, Windows RT 8.1, Windows 10 Gold, 1511, and 1607, and Windows Server 2016
10 0 gain privieges 4 , aka "Wind Log File System Driver Elevation of Privilege 10/11/2016 93 |cve2oi633a3
o X X X ) , CvE-
2016-3338, CVE-2016-3340, CVE-2016-3342, and CVE-2016-7184,
The Common Log File System (CLES) driver in Microsoft Windows Vista SP2, Windows Server 2008 5P2 and R2 SP1, Windows 7 5P1,
Windows 8.1, Windows Server 2012 Gold and R2, Windows RT 8.1, Windows 10 Gold, 1511, and 1607, and Windows Server 2016
microsoft - windows_10 to gan privileges fred application, aka "Windows Common Lo File System Driver Elevation of Privilege 10/11/2016 93 |cve20167180
" a different 2 , 0 0 0 , CvE-
2016-3338, CVE-2016-3340, CVE-2016-3342, and CVE-2016-3343,
Microsoft Internet Explorer 8 through 11.and Microsoft Edge allow tackers o execute denial of
microsoft — edge service (memory corruption) via a cafted web site, aka "Microsoft Browser Memory Corruption Vulnerabilty,"a different 10/11/2016 76 |cve20167105
vulnerability than CVE-2016-719
Microsoft Internet Explorer 10 and 11and o execute v senvice
icrosoft - edge (memory corruption) viaa crafted web site, aka “Microsoft Browser Memory Corruption Vulnerabiity." 1071172016 18 |CVEXI6TISE
Microsoft Internet Explorer 8 through 11.and Microsoft Edge alow tackers o execute denial of
microsoft — edge service (memory corruption) via a crafted web site, aka "Microsoft Browser Memory Corruption Vulnerabilty,"a different 10/11/2016 76 |cve20167108
vulnerability than CVE-2016-719
The Chak denialof service
microsoft — edge (memory corruption) via a crafted web site, aka "Scripting Engine Memory Corruption Vulnerabiity," adifferent vulnerabilty than CVE-|  10/11/2016 76 |cve20167200
20167201, C X 0 X , and O
The Chak denialof service
microsoft — edge (memory corruption) via a crafted web site, aka "Scripting Engine Memory Corruption Vulnerabiity," adifferent vulnerabilty than CVE-|  10/11/2016 76 |cve20167201
20167200, X 0 X , and O
The Chak denialof service
microsoft — edge (memory corruption) via a crafted web site, aka "Scripting Engine Memory Corruption Vulnerabiity," a different vulnerabilty than CVE-|  10/11/2016 76 |cve20167200
20167200, X 0 X X , and O
The Chak denialof service
microsoft — edge (memory corruption) via a crafted web site, aka "Scripting Engine Memory Corruption Vulnerabiity," a different vulnerabilty than CVE-|  10/11/2016 76 |cve20167203
20167200, X 0 X , and O
The Chak denialof service
microsoft — edge (memory corruption) via a crafted web site, aka "Scripting Engine Memory Corruption Vulnerabiity," a different vulnerabilty than CVE-|  10/11/2016 76 |cve2016-7208
20167200, 0 0 X , and
Microsoft Excel 2007 5P3, Excel 2010 P2, Excel 2013 SPL, Excel 2013 RT SP1, Excel 2016, Excelfor Mac 201, Excel 2016 for Mac, and
microsoft - excel Office Compatibiity Pack SP3 allow remote attackers to execut acrafted o 10/11/2016 93 |ove20167213
Memory Corruotion Vulnerabilty."
The kernel-mode drivers in Microsoft Windows Vista SP2, Windows Server 2008 5P2 and R2 SPL, Windows 7 %1, Windows 8.1,
microsoft - windows_10 Windows Server 2012 Gold and R2, Windows RT 8.1, Windows 10 Gold, 1511, and 1607, and Windows Server 2016 allow local users to | 10/11/2016 72 |cve20167215
gain privieges via a crafted application, aka "Win32k Elevation of Privilege Vulnerabilty."
Input Method Editor (IE)in Microsoft Windows Vista SP2, Windows Server 2008 5P2 and R2 SP1, Windows 7 5P1, Windows 8.1,
microsoft - windows_10 Windows Server 2012 Gold and R2, Windows RT 8.1, Windows 10 Gold, 1511, and 1607, and Windows Server 2016 mishandles DLL 10/11/2016 72 |cve20167221
loading, which alows localusers to gain privileges via unspecifed vectors, aka "Windows IME Elevation of Privlege Vulnerabilty."
erosoft - windows 10 Task Scheduler in Microsoft Windows 10 Gold, 511, and 1607 and Windows Server 2016 alows loca users o gin privieges viaa o0 72 |cvesoieran
crafted UNC pathname in a task. aka " Elevation of Priviege Vulnerabilty.” —
Microsoft Excel 2007 5P3, Excel 2010 P2, Excel 2013 SP1, Excel 2013 RT 591, Excel 2016, Excelfor Mac 201, Excel 2016 for Mac, and
microsoft - excel Office Compatiblity Pack SP3 allow remote attackers to execut acrafted , ak 10/11/2016 93 |cvesoie7as
Memory Corruotion Vulnerabilty."
Microsoft Excel 2007 5P3, Excel 2010 SP2, Excel 2013 SPL, Excel 2013 RT 591, Excel 2016, Excel for Mac 201, Excel 2016 for Mac,
microsoft — excel Office Compatibilty Pack 573, and Excel Viewer allow remote attackers to execute arbitrary code via  crafted Office document,aka |~ 10/11/2016 93 |cve20167220
"Microsolft Office Memorv Corruption Vulnerabilty.”
icrosoft PowerPoint owerPoint Viewer, and Office Web Apps 2010 5P2 allow
microsoft - office_web_apps Microsoft PowerPoint 2010 572, Powerpoint Viewer, and Of sp2al 10/11/2016 93 |cve20167230
via a rafted Office a Memory Corruption Vulnerabilty."
oot —excel Microsoft Excel 2007 5P3, Excel for Mac 2011, Office Compatibiiy Pack 5P3, and Excel Viewer allow remote attackers to exectte o0 03 |cvezoreran
arbitrary code via a crafted Office document. aka "Microsoft Office Memory Corruotion Vulnerabilty." —
Microsoft Word 2007, Office 2010 SP2, Word 2010 SP2, Word for Mac 2011, and Office Compatibilty Pack 53 alow remote attackers
microsoft - office 10/11/2016 93 |cve20167232
o execute v . aka" Memory Corruption Vulnerabilty."
Microsoft Word 2007, Office 2010 $P2, Word 2010 5P2, Word 2013 5P1, Word 2013 RT $P1, Word for Mac 2011, Excel for Mac 2011,
roseft —excel for mac Word 2016 for Mac, Office Compatibilty Pack SP3, Word Automation Services on SharePoint Server 2010 S2, Word Automation o0 R -
o Services on SharePoint Server 2013 SP1, Office Web Apps 2010 5P2, and Office Web Apps Server 2013 SP1 allow remote attackers to a3 |cEe
execute anbitrary code viaa crafted Office document, aka "Microsoft Office Memory Corruption Vulnerabily."
Microsoft Word 2007, Office 2010 SP2, Word 2010 5P2, Word for Mac 2011, Excel for Mac 2011, and Office Compatibilty Pack SP3
microsoft — excel_for_mac attackers to execute v document, aka "Microsoft Office Memory Corruption 10/11/2016 93 |cve2oie7238
Vunerabily."
Microsoft Excel 2010'5P2, Excel for Mac 2011, Excel 2016 for Mac, and Excel Services on SharePoint Server 2010 5P2 allow remote.
microsoft - excel 10/11/2016 93 |cve20167236
attackers to execute v , aka" Memory Corruption Vulnerabilty."
Microsoft Windows Vista $P2, Windows Server 2008 5P2 and R2 SP1, Windows 7 5P, Windows 8.1, Windows Server 2012 Gold and
microsoft — windows_10 R2, Windows R 8.1, Windows 10 Gold, 1511, and 1607, and Windk for NTLM 10/11/2016 72 |cve20167238
requests, which allows local users to gain privieges fred appli Kka "Windows NTLM Elevation of Priviege Vulnerabilty."
The Chakra JavaScript scripting engine in Microsoft Edge allows remote attackers to execute arbitrary code or cause a denial o service
microsoft — edge (memory corruption) viaa crafted web site, aka "Scripting Engine Memory Corruption Vulnerabilty," a different vulnerability than CVE-| ~ 10/11/2016 76 |cve201672a0
20167200, X 0 0 oV ,and
erosoft —ede Microsoft Internet Explorer 11 and Microsoft Edge allow remote attackers to execute arbitrary code or cause a denialof service oo I
(memorv corruption via a crafted web site, aka "Microsoft Browser Memory Corrubtion Vulnerabilty.” —
The Chak p ” denial of service
microsoft - edge (memory corruption) viaa crafted web site, aka "Scripting Engine Memory Corruption Vulnerabilty," a different vulnerability than CVE-|  10/11/2016 26 |cve2oi672a2
20167200, C X 3 © 3 , and €
The Chak p ” denial of service
microsoft - edge (memory corruption) viaa crafted web site, aka "Scripting Engine Memory Corruption Vulnerabilty," a different vulnerability than CVE-|  10/11/2016 26 |cve2oie72a3
20167200, C X 3 © 3 , and €
2007 593, Office 2010 5P2, Office 2013 SP1, Office 2013 RT $P1, and Office 2016 alow remote attackers to execute.
microsoft - office . 10/11/2016 93 |cve2016725
v , aka " Memory Corruption Vulnerabilty."
The kernel-mode drivers in Microsoft Windows Server 2008 R2 SP1, Windows 7 SP1, Windows 8.1, Windows Server 2012 Gold and R2,
microsoft - windows_10 Windows RT 8.1, Windows 10 Gold, 1511, and 1607, and Windows Server 2016 allow local users to gain privileges via a crafted 10/11/2016 22 |cve20i672a6
aoblication. aka "Win32k Elevation of Privilege Vulnerabilty.”
driversin Vista $P2, 2008 5P2 and R2 SP1, Windows 7 $P1, Windows 8.1,
10 2012 Gold and R2, Windows RT 8.1, Windows 10 Gold, 1511, and 1607, and Windows Server 2016 allow local usersto | 10/11/2016 22 |cve20te72s8
lication, aka "Win32k Elevation of Privilege Vulnerabilty."
(Adobe Flash Plays 23.00. 112,202,643 and earler h fal
adobe - flash_player 08/11/2016 ft £-2016-7857
Pl explotation could lead to arbitrary code execution ks el e
n " Tl
e — aeh player (Adobe Flash Player versions 23.0.0.205 and earlier, 11.2.202.643 and earlier [ 100 |cvezorsss
exoloitation could lead to arbitrary code execution. —
(Adobe Flash Plays 23.00. 112,202,643 and earler h fal
adobe - flash_player 08/11/2016 ft £-2016.7
Pl explotation could lead to arbitrary code execution ks el e
e — aeh player (Adobe Flash Player versions 23.0.0.205 and earier, 11.2.202.643 and earlier have an exploitable type confusion vulnerabiity. [ 100 |cvezoiersmo
Successful exoloitation could lead to arbitrary code execution. —
‘Adobe Flash 11.2.202.643 and earler h Vnerabilty.
adobe - flash_player 08/11/2016 ft £-2016-7861
Pl Successful exploitation could lead to arbitrary code execution ks el e
n " Tl
©dobe —aeh player (Adobe Flash Player versions 23.0.0.205 and earlier, 11.2.202.643 and earlier [ 00 |cvtsotegse
exoloitation could lead to arbitrary code execution 100 |SEoterer
Player versions 2 , 11.2.202.643 and earler h i ol
adobe - flash_player Adabe lash lay 300 o 08/11/2016 100 |cve20t6786
exploitation could lead to arbitrary code execution
d 43 and earlier " Tl
adobe - flash_player dobe lash Play 2300 1220 08/11/2016 100 |cve20167860
exoloitation could lead to arbitrary code execution 100 |SEoleret
Player versions 2. 112,202,643 and earler rabil
adobe - flash_player Adabe lash Play 200 o volnerabilty. 08/11/2016 100 |cve20167865
Successful exploitation could lead to arbitrary code execution.
For the NVIDIA Quadro, NVS, and GeForce products, GFE GameStream and NVTray Plugin unquoted 2
examples of 3  in Windows. avul
nvidia - geforce_experience 08/11/2016 CVE-2016:3161
geloree e malicious code to execute on the system at the system/user priviege level. The CVE-2016-31611D s for the GameStream unquoted s R
service path.
e gpu drver For the NVIDIA Quadro, NVS, and GeForce producs, thre s a Remote Desktop denil of service. A successful exploit of avulnerable | oo I
sustem will resultin blue screen crash. 8|S
For the NVIDIA Quadro, NVS, and GeForce products, GFE GameStream and NVTray Plugin unquoted service path vulnerabilties are
examples of service p Windows. of avulnerable service
i - gefors 11/201 2016
vidia - geforce_experience malicious code to execute on the system a the system/user priviege level, The CVE-2016-5852 1 s for the NVTray Plugin unquoted | */ 14/2018 12 |QUE01es8s
service path,
For the NVIDIA Quadro, NVS, and GeForce products, NVIDIA Windows GPU Display Driver R340 before 342.00 and R375 before 375.63
nvidia - gou_driver contains in de layer ) handler for here a user input to ind isnot | 08/11/2016 72 |cve2ot67381
bounds checked, leading to denial of service o potential escalation of privileges.
For the NVIDIA Quadro, NVS, GeForce, and Tesla products, NVIDIA GPU Display Driver contains a vulnerability in the kernel mode layer
nvidia - gou_driver (nviddmkm.sys for Windows or nvidia.ko for Linux) handler where a missing gain access to 08/11/2016 72 |cveoi6738
arbitrary ohysical leading to an escalation of privileges.
For the NVIDIA Quadro, NVS, and GeForce products, NVIDIA Windows GPU Display Driver R340 before 342.00 and R375 before 375.63
nvidia - gou_driver contains in de layer where unchecked input/output lengths in UVMLiteController Device | 08/11/2016 72 |cveoi67380
10 Control handiing may lead to denial of service or potential escalation of privileges.
For the NVIDIA Quadro, NVS, and GeForce products, NVIDIA Windows GPU Display Driver R340 before 342.00 and R375 before 375.63
contains in de layer ) handler for where avalue passed froma
nvidia - gpu_driver 08/11/2016 72 |cve-20167385
o userto the driver a5 the index to an internal aray, leading to denialof service or of et e
orivileges
For the NVIDIA Quadro, NVS, and GeForce products, NVIDIA Windows GPU Display Driver R340 before 342.00 and R375 before 375.63
contains in de layer ) handler for avalue passed froma
nvidia - gpu_driver 08/11/2016 72 |cve-20167387
o userto the driver a5 the index to an internal aray, leading to denialof service or of et 2
orivieges
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Historico de vulnerabilidades de Novembro do 2016

For the NVIDIA Quadro, NVS, and GeForce products, NVIDIA Windows GPU Display Driver R340 before 342.00 and R375 before 375.63
nvidia - gpu_driver contains in aNULL pointer deref by invalid user 08/11/2016 12 |c
inout mav lead to denial of service o orivileges

For the NVIDIA Quadro, NVS, GeForce, and Tesla products, NVIDIA GPU Display Driver on Linux R304 before 304.132, R340 before
340.98, R367 before 367.55, R361_93 before 361.93.03, and R370 before 370.28 contains a vulnerability in the kernel mode layer

nvidia - gou_driver (nvidia.ko) handler for mmap() where improper input validation may allow users to gain access to arbitrary physical memory, leading 08/11/2016 12 |CUE20167389
to an escalation of privileges.
For the NVIDIA Quadro, NVS, and GeForce products, NVIDIA Windows GPU Display Driver R340 before 342.00 and R375 before 375.63
contains in de layer ) handler for value passed from a

nvidia - gou_driver v s 08/11/2016 12 |cvE201673%0
user to the driver is as the index to an I array, leading to denial of service or potential escalation of
oriveses

For the NVIDIA Quadro, NV, and GeForce products, NVIDIA Windows GPU Display Driver R340 before 342.00 and R375 before 375.63
nvidia -+ gou_driver contains in ) handler for amissing array 08/11/2016 72 |cve-2016-7301
bounds check can allow a user to write to kernel memory, leading to denial of service or potential escalation of privileges.

For the NVIDIA Quadro, NVS, and GeForce products, NVIDIA Windows GPU Display Driver R340 before 342.00 and R375 before 375.63

contains in de layer ) handler for value passed from
nvidia - gpu_driver an user to the driver is as the index to an | leading to denial of service or of 08/11/2016 = 20165903
orivieges

For the NVIDIA Quadro, NV, and GeForce products, NVIDIA Windows GPU Display Driver R340 before 342.00 and R375 before 375.63
nvidia -+ gou_driver contains in ) handler for 1D 0x5000027 where a pointer passed from | 08/11/2016 12 |cvE-2016:8806
an user to the driver is used without validation, leading to denial of service or potential escalation of privileges

For the NVIDIA Quadro, NVS, and GeForce products, NVIDIA Windows GPU Display Driver R340 before 342.00 and R375 before 375.63

contains in de layer ) handler for avalue s passed from
nvidia - gou_driver v > 08/11/2016 12 |cvE20168807
an user to the driver is as the size input to a stack buffer overflow, leading to denial of
service or of orivileges.
For the NVIDIA Quadro, NVS, and GeForce products, NVIDIA Windows GPU Display Driver R340 before 342.00 and R375 before 375.63
contains in de layer ) handler for where avalue passed from
nvidia - gou_driver v P 08/11/2016 12 |cvE20168808
an user to the driveris as the index to an internal array, leading to denial of service or of
oriveses

For the NVIDIA Quadro, NV, and GeForce products, NVIDIA Windows GPU Display Driver R340 before 342.00 and R375 before 375.63
nvidia -+ gou_driver contains in ) handler for where the size of an input 08/11/2016 12 |CVE-2016-8809
buffer is not validated, leading to denial of service or potential escalation of privileges,

For the NVIDIA Quadro, NVS, and GeForce products, NVIDIA Windows GPU Display Driver R340 before 342.00 and R375 before 375.63

contains in de layer ) handler for avalue passed from
nvidia - gpu_driver an user to the driver is as the index to an | leading to denial of service or of 08/11/2016 = 20165310
orivieges

For the NVIDIA Quadro, NV, and GeForce products, NVIDIA Windows GPU Display Driver R340 before 342.00 and R375 before 375.63
nvidia -+ gou_driver contains in ) handler for 1D 0x7000170 where the size of an input 08/11/2016 12 |cve-2016-8811
buffer is not validated, leading to denial of service or potential escalation of privileges,

For the NVIDIA Quadro, NV, and GeForce products, NVIDIA GeForce Experience R340 before GFE 2.11.4.125 and R375 before GFE
nvidia - geforce_experience 3.1.0.52 contains a vulnerability in the kernel mode layer (nvstreamkms.sys) allowing a user to cause a stack buffer overflow with 08/11/2016 12 |Cve-2016-8812
specially crafted executable paths, leading to a denial of service or escalation of privileges.

The register method in classin hp in the U in Joomlal before 3.6.4
allows remote attackers to gain privileges by leveraging incorrect use of unfiltered data when registering on a site.
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https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-8809&vector=(AV:L/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-8809
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https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-8811
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