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- Stackbased buffer overflow in decoder/impeg2d < in mediaservr n Android 6. before 2016-04-01allows femote stackersto | 0 o 00 |ovesoteone
execute arbitrary code or cause a denial of service (memory corruption) via a crafted media file aka internal bug 25812590. 100 |CUE2016080

P Heap-based buffer overflow in Cisco Unified Computing System (UCS) Platform Emulator 2.5(21TS4, 3.0(2c)A, and 3.002¢)TS9 allows P S P
local users to eain orivileses vi crafted libcimeta.so filename a Bue ID CSCux6883: 22 |Eoienn

i e m (UCS) Platform 5S4,  and 3. i

R isco Unifed ComputingSystem (UCS) latform Emulator 2.52)754,3.0(2¢18, and 3.0(26S9 allows local users o gan priviegesvia | oo, eaieams
crafted 2 ucsoe-copy command ine. aka Bug 1D CSCux6883: e

[ The administrative web services interface in Juniper ScreenOS before 6.3.0r21 allows remote attackers to cause a denial of service P 5 |0
(reboot) via a crafted SSL packet. T

ntity e mponer 4l e "

I XML external yin the UDDI comp AVARS . attackers o cause 2 oo 50 |cvezomaon
denial of service via a crafted XML reauest. aka SAP Securitv Note 2254389, CVE-2016-4014
Integer overflow in util. in mod_dav_sun in Apache Subversion 1.7.x, 1.8.x before 1.8.15, and 1.9.x before 193 alows remote

Apache-subersion users crash or memory b v 14/04/2016 80 |cvedoissaes
via request body, which triggers an read and heap-based bufer overflow,
Heap-based buffer overflow in the bmp_read_rows function in pngarbmp.c in OpIPNG before 0.7.6 allows remote attackers to cause

Debian-inux > preadt prexbmp.ein Op 13/04/2016 93 |cve20163981
a denial of service (out-of-bounds read or write access and crash) or possibly execute arbitrary code via a crafted image file.
Integer overflow in the graphics drivers in a before CRR-TL00CO1B1605P01, CRR-

Huawei-mate UL00 before CRR-ULODCO0B160, and CRR-CLOD before CRR-CLOOCS28161 al i« adenial of 13/04/2016 93 |cve2016-1495
gain privileges via a crafted application, which triggers a heap-based buffer overflow.

' 1 - i ivirus, P [

vt frecantivrus Heap-based buffer overflow i the Avast vitualization driver (aswSr.sys) n Avast nternet Securiy, Pro Antiirus,Premier, and Free | o, 100 |cvesotsssn

Antivirus before 11.1.2253 allows localusers to gain privieges via a Unicode file path in an I0CTL request. e
w in Huaw i 100R001C ” oy i

omeir Integer overflow in Huawei P7 phones with software ogan prlegesvaa | oo s |ovtoomseme
crafted aoblication with the svstem or camera permission T
The kernel-mode driver in Microsoft Windows Vista $P2, Windows Server 2008 SP2 and R2 SP1, Windows 7 5?1, Windows 8.1,

Microsoft--windows Windows Server 2012 Gold and R2, Windows RT 8.1, and Windows 10 Gold and 1511 allows local users to gain privileges viaa crafted | 12/04/2016 CVE-2016.0167
application, aka "Win32k Elevation of Privilege Vulnerabilty," a different vulnerabilty than CVE-2016-0143 and CVE-2016-0165.

" " . i v

Microsoft--intenetexplorer MicrosoftInternet Exglorer 11 g cause s denialof 12/04/2016 76 |cvE20160166
acrafted web site. aka "nternet Explorer Memory Corrution Vulnerabilty."
The kernel-mode driver in Microsoft Windows Vista SP2, Windows Server 2008 SP2 and R2 SP1, Windows 7 SP1, Windows 8.1,

Microsoft--windows Windows Server 2012 Gold and R2, Windows RT 8.1, and Windows 10 Gold and 1511 allows local users to gain privileges viaacrafted | 12/04/2016 22 |cve20160165
application, sk "Win32k Elevation of Privilege Vulnerabilty," a than 1
Microsoft Internet Explorer 10 and 11 allows remote attackers to execute arbitrary code or cause a denialof service (memory P P F——

a crafted web site. aka "Internet Exolorer Memorv Corruntion Vulnerabilit."

Microsoft Internet Explorer 11 mishandles DLL loading, which allows local users to gain privileges via a crafted application, aka "DLL

Microsoft--intenetexplorer N 12/04/2016 CVE-2016-0160
Loading Remote Code Execution Vulnerabilitv.”
plorer 9 u
Microsoft--intenetexplorer Microsoft nternet Explorer cause 2 denialof v | 1270872016 76 |cve20160159
crafted web site. aka " Memory Corruotion Vulnerabilty." il
Microsoft-cdge Microsoft Edge allows remote attackers to execute arbirary code or cause 3 denial of serice (memory corruption) viaacrafted web | 1, ¢ 76 |ovesoeorss
site, aka "Microsoft Edge Memory Corruption Vulnerability," a different vulnerability than CVE-2016-0155 and CVE-2016-0156.
Microsoft Edge allows remote attackers to execute arbitrary code or cause a denial of service (memory corruption) via a crafted web
Microsoft--edge site, aka "Microsoft Edge Memory Corruption Vulnerability," 12/04/2016 15| CUE2015:0156
Microsoft-cdge Microsoft Edge allows remote atackers to execute arbitary code or cause a denial of serice (memory corruption) viaacrafted web | 1 0. 0. 26 |cvezosonss
site, aka "Microsoft Edge Memory Corruption Vulnerability," a different vulnerability than CVE-2016-0156 and CVE-2016-0157.
Microsoft nternet Explorer  through 11 and Microsoft Edge allow K denial of
Microsoft--edge P © & 12/04/2016 16  |CVE2016:0154

service (memory corruption) via a crafted web site, aka “Microsoft Browser Memory Corruption Vulnerabilty."

OLE in Microsoft Windows Vista SP2, Windows Server 2008 SP2 and R2 SP1, Windows 7 SP1, Windows 8.1, Windows Server 2012 Gold
Microsoft-windows and R2, and Windows T 8.1 allows remote attackers to execute arbitrary code via a crafted file, aka "Windows OLE Remote Code 12/04/2016 93 |cve-2016.0153
Execution Vulnerability."

The Client-Server Run-time Subsystem (CSRSS) in Microsoft Windows 8.1, Windows Server 2012 Gold and R2, Windows RT 8.1, and
Microsoft--windows Windows 10 Gold and 1511 mismanages process tokens, which allows local users to gain privileges via a crafted application, aka 12/04/2016 72 |cvE-20160151
“Windows CSR Feature Bvoass Vulnerabilty."

HTTP.sys in Microsoft Windows 10 Gold and 1511 allows remote attackers to cause a denial of service (system hang) via crafted HTTP

Microsoft--windows . 12/04/2016 18 |CvE20160150
2.0 requests. aka "HTTP.svs Denial of Service Vulnerabilty.”
Microsoftnetframenork Microsoft NET Framework 4.6 and 4.6.1 mishandles library loading, which allows local users to gain privileges via a crafted /02016 22 |cvezor0ms
aolication. aka *.NET F k Remote Code Execution Vulnerabilitv." el et
< 304l B
icrosoftoxm Microsoft XML v acrafted web site, aka "MSXML 3.0 Remote 1/042018 93 |ovesoteomar

Code Execution Vulnerabilty."

The font library in Microsoft Windows Vista SP2; Windows Server 2008 P2 and R2 SP1; Windows 7 SP1; Windows 8.1; Windows
[— Server 2012 Gold and R2; Windows RT 8.1; Windows 10 Gold and 1511, Office 2007 SP3 and 2010 592; Word Viewer; NET Framework | 1 oo 03 |oesowsons
erosoft-lve 3.05P2, 3.5, and 3.5.1; Skype for Business 2016; Lync 2010; Lync 2010 Attendee; Lync 2013 SP1; and Live Meeting 2007 Console allows. e

remote attackers to execute arbitrary code via a crafted embedded font, aka "Graphics Memory Corruption Vulnerability."

The kernel-mode driver in Microsoft Windows Vista SP2, Windows Server 2008 P2 and R2 SP1, Windows 7 SP1, Windows 8.1,
Microsoft-windows Windows Server 2012 Gold and R2, Windows RT 8.1, and Windows 10 Gold and 1511 allows local users to gain privileges viaa crafted | 12/04/2016 72 |cve-20160143
application, aka "Win32k Elevation of Privilege Vulnerabilty," a c

Mierosoftexcel Microsoft Excel 2010 5P2, 2011, 2nd ewer allow to execute v office |1 ao16 03 |cvezo160139
document. aka " Memorv Corrustion Vulnerability." i —
Microsoft Excel 2007 SP3, Excel 2010 5P2, Office Compatibilty Pack 73, Excel Services on SharePoint Server 2007 573, and Excel

Microsoft--sharepoint Services on SharePoint Server 2010 5P2 allow remote attackers to execute arbitrary code via a crafted Office document, aka 12/04/2016 93 |cve20160136
"Microsolft Office Memorv Corruption Vulnerabiltv."
The Secondary Logon Service in Microsoft Windows 10 Gold and 1511 allows local users to gain privileges via  crafted application, aka

Microsoft-windows 12/04/2016 12 2016-01:
"Secondary Logon Elevation of Privilege Vulnerability." /o 12 |oeoeoss
Microsoft Word 2007 SP3, Office 2010 SP2, Word 2010 SP2, Word 2013 SP1, Word 2013 RT SP1, Office Compatibity Pack SP3, Word

Microsoft-office Viewer, Word Automation Services on SharePoint Server 2010 5P2, Word Automation Services on SharePoint Server 2013 $P1, Office | )00 03 |cvezor0127
Web Apps 2010 5P2, and Office Web Apps Server 2013 SP1 allow remote attackers to execute arbitrary code via a crafted Office Sl
document, aka "Microsoft Office Memory Corruption Vulnerabilty."
Microsoft Excel 2007 SP3, Excel 2010 SP2, Excel 2013 SP1, Excel 2013 RT SP1, Excel 2016, Word 2016 for Mac, Office Compatibilty Pack

Microsoft--excel 5P3, and Excel Viewer acrafted Of , aka "Microsoft O 12/04/2016 93 |cve20160122
Corrution Vulnerability."
Huawel Policy Center with V100R003C105PC020 al users to gain causea

Huawei-polic 12/04/2016 €:2016-24

oy denial of via a crafted URL. /o 20 |UE20162005
I e tag attrbute, ak
Apache-struts 2 before 23 21l seauenceina foreed 1 170872015 100 |cve20160785

double OGNL evaluati

ierosoftaind The Escape interface in er in the NVIDIA GPU R340 before 34195 and R352 before 35474 | )00 o 72 |cve20152556
icrosoft-windows on Windows improperly allows access to restricted functionality, which allows local users to gain privileges via unspecified vectors, N —

i denial of a
ot Avast attackers service possibly execute v PE J— 53 |cvEzeisasss
file. related E——

Use-after-free vulnerability in hw/ide/aci.c in QEMU, when buit with IDE AHCI Emulation support, allows guest OS users to cause a

Qemu denial o service(intance crash) or possibly execute arbtrary code viaan invalid AHCI Native Command Queuing (NCQ) AIO command. | +/04/2018 23 |CUE20161568
Stack-based buffer overflow in the conv_euctojis function in codeconv.c in Claws Mail 3.13.1 allows remote attackers to have

Claws--mail unspecified impact via d email, involvin set conversion. NOTE: y exists because of an 11/04/2016 75 |cve2015-8708
incomolete fix for CVE-2015-8614.
The C5V export in Apache LDAP Studio and Apache before 2. pe feld values, which

Apache-directory might allow attackers to execute arbitrary commands by leveraging a crafted LDAP entry that i interpreted as a formula when 11/04/2016 93 |CVE2015-539
imported int dsheet.
The TripleO Heat templates (tripleo-heat-templates), s used in Red Hat Enterprise Linux Openstack Platform 7.0, do not properly use

Redhat--openstacks the configured RabbithQ credentials, which makes it easier for remote attackers to obtain access to services in deployed overclouds | 11/04/2016 75 |cve2015:5329
b the default credential
Lenovo 801,57 and Touch 1 Acts pecified (1) services and (2)

Lenov: 11/04/2016 72 £:2016-2
files, which allows local users to gain privileges by invalidating local checks. o 12 |62

Semana 04/04/2016

Stack-based buffer overflow in Adobe Flash Player before 18.0.0.343 and 19.x through 21.x before 21.0.0.213 on Windows and 05 X

Adobe-flash player 08/04/2016 CVE-2016-1018
Pl and before 11.2.202.616 o Linux allows attackers to execute arbitrary code via crafted JPEG-XR data. /o e
Use-after-free vulnerability in the LoadVars.decode function in Adobe Flash Player before 18.0.0.343 and 19.x through 21.x before
Adobe-flash player 21.0.0.213 0n Windows and 05 X and before 11.2.202.616 on Linux all I bitrary code via unspecified vectors, |  08/04/2016 CVE2016-1017
a different CVE-2016-1011,C , 0 , and CV
in the in Adobe Flash Player before 18.0.0.343 and 19.x through 21.x
Microsoft-windows10 before 21.0.0.213 on Windows and O X and before 11.2.202.616 on Linux allows attackers to execute arbitrary code via a 08/04/2016 93 |cve20161016

flash.geom.Matrix callback, a different vulnerability than CVE-2016-1011, CVE-2016-1013, CVE-2016-1017, and CVE-2016-1031.

Untrusted search path vulnerability in Adobe Flash Player before 18.0.0.343 and 19.x through 21.x before 21.0.0.213 on Windows and
mi --win 1 201
ferosoft-windowss, 05 X and before 11.2.202.616 on Linux allows local users to gain privileges via a Trojan horse resource in an unspecified directory. os/o1/2016 12 |atoedos

Action Pack in Ruby on Rails before 3.2.22.2, 4.x before 4.1.14.2, and 4.2.x before 4.2.5.2 allows remote attackers to execute arbitrary.

Rubyonrails--ruby 07/04/2016 75 |cve-2016-2098
whvonrale ey Ruby code by leveraging an apolication's unrestricted use of the render method /o =
APl endpoints in CloudBees lenkins before 1.650 and LTS before 1.642.2 allow remote authenticated users to
: 201 2016
cloudbees-jetiins execute arbitrary code via serialized data in an XML file, related to Xstream and groovy.util.Expando. 07/04/2016 20 |QuE2016072
with before GRA-TL00C018230, GRA-CLOD before GRA-CLOOC928230,
GRA-CL10 before GRA-CL10C928230, d GRA-UL 100008230, and Mate S
Huawei--mate with software i RR-TL 01, CRR-ULOO before CRR-ULOOCO0B160, and CRR-CLOO before CRR- | 07/04/2016 93 |CVE2015-8681
€L00C928161 allows attack d h) or gain privileges via a crafted application with the camera
permission. aka an "interf; "
The Graphics driver in with before GRA-TL00C018230, GRA-CLOO before GRA-
€L00C928230, GRA-CL -CL10C928230, d GRA-UL 100008230,
Huawei-p8 and Mate software C RR-TL 01, CRR-ULOO before CRR-ULOOCO0B160, and CRR-CLOO | 07/04/2016 93 |cve-2015-8680
before CRR-CLOOC928161 all kers to denial of service gain privileges via a crafted application with
the graph akaan " " a different y than ©
Heap-based buffer overflow in the HIF! driver in Huawei P 018230, GRA-
L0 before GRA-CLOOCI2B230, GRA-CLIO before GRA-CL10C928230, GRA-ULOO before GRA-ULOOC00B230, and GRA-UL10 before
Huawei-mate GRA-UL10C00B230, and Mate § smartphones with software CRR-TLOO before CRR-TLOOCO1B1605P01, CRR-UL0O before CRR- 07/04/2016 93 [CvE2015-8319

UL00C00B160, and CRR-CLOO before CRR-CLOOCI2B161 allows attackers to cause a denial of service (system crash) or gain privileges
via a crafted application, a different vulnerability than CVE-2015-8318.
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Historico de vulnerabilidades de Abril do 2016

Heap-based buffer overflow in the HIF! driver in Huawei P8 smartphones with software GRA-TLOO before GRA-TLOOC018230, GRA-
CL00 before GRA-CLOOCI28230, GRA-CL10 before GRA-CL10C92B230, GRA-ULOO before GRA-UL0OC00B230, and GRA-UL10 before
Huawei--mate GRA-UL10C00B230, and Mate S smartphones with software CRR-TLOO before CRR-TL0OCO1B1605PO1, CRR-UL0O before CRR- 07/04/2016 93 |Ccve-2015-8318
UL00C00B160, and CRR-CLOO before CRR-CLOOCI2B161 allows attackers to cause a denial of service (system crash) or gain privileges
via a crafted application, a different vulnerability than CVE-2015-8319.

The hics di in with before GRA-TLOOC01B230, GRA-CLOO before GRA-
€L00C928230, GRA-CL. -CL10C928230, 008230, and GRA-UL 100008230,
Huawei-mate and M ftware Ci RRTL 01, CRR-ULOO before CRR-ULOOCO0B160, and CRR-CLOD | 07/04/2016 93 |cvE20158307
before CRR-CLOOC928161 to denial of service gain privileges via a crafted application with
the n i L [

XML external entity (XXE) vulnerabiliy in the Configuration Wizard in SAP NetWeaver Java AS 7.4 allows remote attackers to cause a
sap-netweaver denial of service, conduct SMB Relay attacks, or access arbitrary files via a crafted XML request, related to the cteprotocol serviet, aka | 07/04/2016 75 |cve-2016-3974
SAP Security Note 2235994,

Heap-based buffer overflow in the lcmp6::Recv function in icmp/lcmp6.cc in the pinger in Squid before 3.5.16 and 4.x before 4.0.8

allows remote servers to cause a denial of service (performance degradation or transition failures) or write sensitive information tolog | ~ 07/04/2016 75 |cve-2016-397
files via an ICMPV6 packet.
dobe-lashplayer Adobe Flash Player 21.0.0.197 and earlier denialof crash) or p /02016 100 |cvez0m6.1019
arbi tor loited in the wild in Aol 2016, il ws—
re 4.6 lacks intended ACLs for modi
Emc--documentum E:c 2 ':ZZ;:E oblects, which userstomodify | o7/00/2016 20 |cvez016-0888

The kernel in Cisco TelePresence Server 3.0 through 4.2(4.18) on Mobility Services Engine (MSE) 8710 devices allows remote attackers

Cisco--telepresence to cause a denial of service (panic and reboot) via a crafted sequence of IPv6 packets, aka Bug ID CSCUu46673 06/04/2016 e
Cisco UCS Invicta C31245A Appliance 4.3.1 through 5.0.1, UCS Invicta Scaling System and Appliance, and Whiptail Racerunner

Cisco--ucs improperly store a default SSH private key, which allows remote attackers to obtain root access via unspecified vectors, aka Bug ID 06/04/2016 100 CVE-2016-1313
cstun7120
Cisco Prime Infrastructure 1.2.0 through 2.2(2) and Cisco Evolved Network 12

Gico-evolved eh2202) ) 06/04/2016 93 |ovezot0

to execute arbitrary code via crafted deserialized data in an HTTP POST request, aka Bug ID CSCUw03192.

Cisco TelePresence Server 4.1(2.29) through 4.2(4.17) on 7010; Mobility Services Engine (MSE) 8710; Muttiparty Media 310, 320, and
Cisco--telepresence 820;and Virtual Il a denial of ption or device reload) via|  06/04/2016 78 |CVE-2015-6313
crafted HTTP requests that are not followed by an unspecified negotiation, aka Bug ID CSCuv47565.

Ciseo-telepresence Cisco 3.10n7010, y i 10, Mulparty Media 310 and 320, and Virtal Machine (VW) | oo 0. 28 |cvesoises
devices allows remote attackers to cause a denial of service (device reload) via malformed STUN packets, aka Bug ID CSCuv01348. T
The mod_tis module in ProFTPD before 1.3.5b and 1.3.6 before 1.3.6rc2 does not properly handle the TLSDHParamFile directive,
Fedora--project which might cause a weaker than intended Diffie-Hellman (DH) key to be used and consequently allow attackers to have unspecified | 05/04/2016 100 |cve-2016:3125
imact via unknown vectors.
Hpasset HPE Asset Manager .40, 9.41,and 9.50.and Asset Manager CloudSystem Chargeback 9.40 allow remate attackersto execute arbitrary | o, 25 |cve2016-2000
commands via a crafted serialized Java object, related to the Apache Commons Collections (ACC) ibrary. T
mtvol Buffer overflow nthe server in 18V Tvol Storage Manager FastBack 5.5.xand 6.xbefore 6.1:12.2 allows remote attackersto execute | o,/ 25 |cvezoisssa
el v X o o ), and CVE-2015-8521. e
mtivol Buffer overflow inthe server in 1BV Tivoli torage Manager FastBack 5.5.x and 6.x before 6.1.12.2 allows remote attackers to execute | o001 25 |cvesosesa
arbitrary code via a crafted command, a different vulnerability than CVE-2015-8519, CVE-2015-8520, and CVE-2015-8522. T
mtvol Buffer overflow in the server in 18 Tivol . d 6.x before 6.1.12.2all teatiackers toenecute | (oo [ P —
m-tivoli iy ) o o o & CVE-2015-8520
mtivol Buffer overflow inthe server in 1BV Tivoli torage Manager FastBack 5.5.x an 6.x before 6.1.12.2 llows remote attackers to execute | oo 01 15 |cve2oisesi
arbitrary code via a crafted command, a different vulnerability than CVE-2015-8520, CVE-2015-8521, and CVE-2015-8522. e
patterson—dental Patterson Dental Eaglesoft 17 has a hardcoded password of sq for the dba account, which allows remote atackers to obtainsensitive | o001 100 |cvesoteases

Dental. 0L statement:
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