Histérico de vulnerabilidades de Marzo del 2016

Semana 28/03/2016
primary Vendor ~ Product Descrption Publshed _ CSS Score _Source & Patch info
Useaferfre vilnerabty 1 WG 1 the WODK xtensan i PHP befoe 5,33 ad 6. before 5619 alows remate
Php ssibly impact by 31/03/2016 100 CVE-2016-3141
triggering a wldx L var element
uliple unspecif i u " re
oogle <hrome Moliple unspeifed winrablisn Googl V8 before .9.385.3, s used i Goole Chrome bfor 4902623106, aow oovams | s |cvezorssen
service or possblv have other imoac via unknown vectors i
Cogent-datahub Cogent DataHub before 7.3.10 allows local users o gain prvileges by leveraging the user or guest role to modify a fil. w0306 | 72 |cveaoi62288
The P in . capture/page_capture_api.cc
Google--chrome in Google Chrome be 0.2623.108 all denial of service or p unspecified pactby | 29/03/2016 93 |cvE-2016.1650
triggering an error increating an MHTML document.
The Program getUniforminternal function in Program.cpp in IBANGLE, as used In Google Chrome before 49.0.2623.10, does
Google—-chrome not properly handle a certain data-type mismatch, which allows remote attackers to cause a denial of service (buffer overflow) or |  29/03/2016 93 CVE-2016-1649
oossibly have unspecifed other impact via crafted shader stages
Use-after in function in —extension_bindings.cc n the Extensions
Google—-chrome in Google Ct 0.2623.108 allows remote attackers to cause a denial of service or possibly have 29/03/2016 23 CVE-2016-1648
imoact viaerated Javaseriot
Use-after inthe n
Google-chrome cnnlenl/bmwser/renﬂerer host/render_widget_host_impl.cc in the Navigation implementation in Google Chrome before 29/03/2016 93 CVE-2016-1647
49.02623.108 3l attackers denial of service or possibly mpact via unknown i
vectors.
et ot cont Iplmentaion i i Gool V5 e GongeGrome fore 190262105, docs
Google—-chrome not pr element data types, which allc read) or 29/03/2016 CVE-2016-1646
oossby have unspecedother mpact v crafed vt
Stack-based buffer overflow in manager.exe i Backburner Manager in Autodesk Backburner 2016 2016.0.0.2150 and earler
ial of st vi .
Autodesk--backburner cause a denfal of crash) viaa his 28/03/2016 18 CVE-2016-2344
which that outlines the security risks e
of onerating Backburner on untrusted networks,
pere_jit_comile.cin PCRE 8.35 does not properly use table nested alternatives, which al N
Pere I of service (stack P impact as | 28/03/2016 75 |cve2014.9769
by aregular Threats Open rueset.
Semana 21/03/2016
ary Vendor ~ Product Descrption Publshed _ CSS Score _Source & Patch Info
The Locator/ID Semmtmn Protocol kUSP) implementation in Cisco 105 15.1 and 15.2 and NX-0S 4.1 through 6.2 allows remote
Cisco-los e e 2503206 | 28 [QVE20161351
? 4, unicati "
P 50105 15330 154, Coco (05 XE 3.8 though 3.1, nd Coco Unied Communiations Managerallow femte 8ockers®® | oounns | 78 |cveaoinoss
senvce 1P messaves. aka Bug 1D 18 |ea0iedso
The Smart Installcient implementation in Cisco 105 12.2, 15.0, and 15.2 and 105 XE 3.2 through 3.7 allows remote atackers to
Cisco-ios I of service image lst parameters Install packet, aka Bug ID CSCuVAS410. 25/03/2016 L8 |OUEZ0LE1N
o Cisco 105 15,0 through 15.5 and 105 XE 3.3 through 316 allow service vias
“ crafted DHCPV6 Relav ka Bug 1D CSCus55821. 25/03/2016 18 |ovezoien3ss
The Wide icat Express in Cisco 105 15.1 through 15.5 allows remote attackers to
co-ios 2016-
cause a denial of service (device reload) via a crafted TCP . aka Bug ID CSCuas970: 24/03/2016 B n
Apple safar WebKitin Apple [0S before .3, Safri before 9.1, and 05 before 9.2 allows remote attackrs to execute arbirary codeorcause | oo T [
2 denial o servce (memory corruption) viaa crafted web site. e e
rplesafr WebKitin Apple 05 before 8.3 and Safar before 9.1 allows remote attackers o execute abitrary code or cause a demal of oy | s |cvezosazs
service (memory corruption) via a crafted web site. e e
PR TrueTypeScale in Apple (05 before .3, 05 X before 10,114, 0 before 5.2,and watchOS before 2.2 allows remote attackers ta | o oo R -
cause o denial o acrated font e 23 |oveoiears
handles file expansion, which
Apple-safari 2016-
PP service via a crafted web site. 23/03/2016 s VE2016-1771
libxmi2 n Apple 105 before 8.3, 05 X before 10.11.4, Safari before 9.1, 605 before 8.2, and watchS before 2.2 allows remate
Apple-safari 2016
ppe:s cause a denial of y corrupt a crafted XML document. 23/03/2016 e
roplemac A2 Apple 105 before 9.3, 05 X beore 10,114, and watchOS before 2.2 alows remote atackers o execute rbtarycode | oo T T P
ot caus a denaof senice memory coruption vaa crafted XL & 100 |oreroeizel
roplemac The kernel in Apple 05 X before 10.11. Gouseadenalol | oo | a3 |cvezoreass
service (memory corruption) viaa crafted aoo. e e
roplemac Race condition in the kernel In Apple 105 before 9.3 and 05 X before 10,14 allows attackers to execute arbitrry code ina vovaos | sa  |cvezosarss
orivilesed context viaa crafted aoo. 23 |Eaoieirr
roplemac The kernelin Apple [0S before .3 and 05 X before 10,114 allows attackrs o execute arbirary code i prvleged contestor | oo T [
cause a denial of service (NULL pointer dereferencel via a crafted aoo e e
The kernel in Apple 105 before 9.3, 05 X before 10.11.4, OS before 9.2, and watchOS before 2.2 allows attackers to execute
Apple-apple cause a denial of rafted app,a 2/032006 | 83 |cvedoierss
then CVE-2016-1754
The kernel in Apple 105 before 9.3, 05 X before 10.11.6, OS before 9.2, and watchOS before 2.2 allows attackers to execute
Apple-watchos cause a denial of rafted app, a 23/032016 93 CVE-2016-1754
than CVE-2016-1755
rople-ohone Multpl nteger overfows n th Kernel I Appe 05 before 83, 05X befor 10,118, W05 beore 2, ond atchOS Bfore 22 | oo | 03 | cypaonoarss
allow attackers to execute arbitrary code n. orviesed context 23 |ovezoiears
PR T ke Ao 0 o 6.5 05 X bfoe 10230 fors 3. nd werdhE bfos 2w ke o s oo | 93 |cuzoearm
denial of service viaa rafted a Creiearsy
rorleehos Thekemeln Appe (0 before 55 wosbeare 2, 22 d0es not prop | semaes | s3 |ovesoisars:
to bvoass a code-sizning orotection mechanism via  crfted avo ez
rorleehos Usfterfee wlnerailty nthe Kernel I Apple 05 before 8.3, 0 X before 10,114, WO beore 2, snd watchOSBeloe 22 | oovonc | 93 | cymaonoarsn
‘o execue atitors codens orsesed context 20170
P ‘Apple 05 X before 10.11 code i a privieged contestor cause ademalof | oo T | e
senice(memorscoruton iacafted oo. e
o 05X before 10.11 code ina privileged context or couse a denial of
Apple- vegoterde /03206 | 83 |cvezoterrar
o i e 05 X before 10.11.4 code ina prvileged context or couse a denial of
Apple- e goter /032016 | 93 |cve2oteas
The Intel drver in the Graphics Drivers subsystem in Apple 5 X before 10.1.4 allows attackers to execute arbitrry code ina
Apple--mac cause adenial of o acrafted app, Veots | 23032016 | 93 |cveote7as
1743
The Intel drver in the Graphics Drivers subsystem n Apple 05 X before 10,114 allows attackers to execute arbitrry code ina
Apple--mac cause adenial of o acrafted app, 2 Vet | 2303016 | 83 |cveote
P T WV e 0 Gapics D by o Agpe G5 X before 1014 lows stckers 0 secte oo 092 05 | 0ois | 109 | cveaonenzer
PR Famaner Ao 08 bl 55 55 X el 0130008 btrs &1 nd e GE bfors T v rets e oo | 23 |ceoms
cause adenialof acrafted 00
Apple--mac dyld in Apple 05 X before 10.11.4 allows attackers o bypass a code-signing protection mechanism via a modified app. w30 | 72 |cve2ote
. Bluetooth in Apple 05 X before 10.11.4 I i cause aderial of
Apple- Pt 303016 | 93 |cveote
o Bluetooth in Apple 05 X before 10.11.4 I i cause aderial of
Apple- e w0306 | 93 |cveaotearss
ApplUSNexworking in Appl 0 befor 9.3and OS X before 10,114 sllows hyscaly provimate takers o sxcuts arrry
Apple--iphone cause a denial of y corrupt a crafted USB device. 23/03/2016 e
P oPIeTA I Agple 3 Xbefore 0114 s tckrs 0 secte iy code 1 aprwlegd onest orase 0o | oions | 93 |cueaoms
service HPE Service Manager (SM) 9.3x before 9.35 P4 and 9.4x before 9.41.P2 all
Hp- ) el S e o 2/03016 | 100 |cve20te
HE 10xbefore 1051 content before 1.7 o
Ho-operations e et T /03206 | 100 |cve2ot6:
Semana 14/03/2016
primary Vendor — Product pu CVSS Score_Source & Patch Info
Hp-support H Suoport 152 1al i unsoecified vectors. 19/030016 | 100 |cve-20162085
‘The SysPlant.sys driver in the Application and Device Control (ADC) component in the client in Symantec Endpmm leemen
Symantec-endpoint (SE9) 12.1 before RUG P al code viaa crafted HML d "RWX ws03/2016 | 93 |cve20issIse
permissions.”
Symantec--endpoint sa \r‘\lenmn :ulni?hvlvlv m‘svmanle( Endpoint Vm:e::cn :\nanaser (SEPM) 12.1 before RU6-MP4 allows remote authenticated 18/03/2016 83 CvE2015.8153
Cross-site request forgery (CSRF) vulnerability in Symantec Endpoint Protection Manager (SEPM) 12.1 before RUG-MP4 allows
Symantec--endpoint remote authenticated users to hijack th i code by adding 18/03/2016 85 CVE-2015-8152
+* DISPUTED ** 1BV Tivli NetView Access Services (NVAS) allows remote authenticated users to gan prvileges by entering the
Tbm-—tibol ADM command and maifing a “page ID"feld to the EMSPG2 transaction code. NOTE: the vendor's perspecive s that 18032016 | 90 |cve20149768
in product mitigates th reported vulnerabilty.
Ho-system HPE System Management 7.5.4llows to v unspecifed vectors. 18/03/2016 V20161995
Thecompie_branch funcion i pre_compie ¢ n PCRE 6.1 befare 8.3 and pere_complecn PCRE before 1022 mistandis
patterns containing an (*ACCEPT) substring in conjunction with
Porepere 17/03/2015 cue20163191
P arbitrary code or cause a denial of service (stack-based buffer overflow) via a crafted vegu\av expression, as demonstrated by a /031 I—
Javaseriot by K ko 7DI-CAN-354;
r wres.exe in in SolarWin ol 12,
ameware Stack-based dwresexe SolarWinds Remate Contral 120 allows o | 100 |ovezosams
remote atackers 200 |E0625
he bgp_nii_parse_vpn4 function in bgp_mplsvpn. in the VPNvé NLRI paser n bgpd in Quagga before 1.0.20160309,when a
Quagga-quagga certain VP! is used, relies on a field  which allows 17/03/2016 76 |cve20162382
remote attackersto execut pacet.
HPE Network Automation 9.22 through §.22.02 and 10.x before 10.00.02 allows remote attackers to execute arbirary code or
Ho-network
v inspecified vectt different vulnerability than CVE-201 14/03/2016 CVE-2016-1989
HPE Networl 22 through 9.22.02 and 10.xbefore 10.00.02 3l - it v
Hp-network letwork Automation 9.22 through 9.22.02 and 10.x before 10.00.02 allows remote aua:ke o vecie bitrary code or 1ao3/a016 100 |ovesosisss
obtain unspecified vectors. a different vulnerablty than CVE: o |oezoietsss
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https://nvd.nist.gov/cvss/v2-calculator?name=CVE-2016-3141&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)&version=2.0
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2016-3141
https://nvd.nist.gov/cvss/v2-calculator?name=CVE-2016-3679&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)&version=2.0
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2016-3679
https://nvd.nist.gov/cvss/v2-calculator?name=CVE-2016-2288&vector=(AV:L/AC:L/Au:N/C:C/I:C/A:C)&version=2.0
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2016-2288
https://nvd.nist.gov/cvss/v2-calculator?name=CVE-2016-1650&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)&version=2.0
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2016-1650
https://nvd.nist.gov/cvss/v2-calculator?name=CVE-2016-1649&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)&version=2.0
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2016-1649
https://nvd.nist.gov/cvss/v2-calculator?name=CVE-2016-1648&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)&version=2.0
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2016-1648
https://nvd.nist.gov/cvss/v2-calculator?name=CVE-2016-1647&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)&version=2.0
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2016-1647
https://nvd.nist.gov/cvss/v2-calculator?name=CVE-2016-1646&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)&version=2.0
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2016-1646
https://nvd.nist.gov/cvss/v2-calculator?name=CVE-2016-2344&vector=(AV:N/AC:L/Au:N/C:N/I:N/A:C)&version=2.0
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2016-2344
https://nvd.nist.gov/cvss/v2-calculator?name=CVE-2014-9769&vector=(AV:N/AC:L/Au:N/C:P/I:P/A:P)&version=2.0
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2014-9769
https://nvd.nist.gov/cvss/v2-calculator?name=CVE-2016-1351&vector=(AV:N/AC:L/Au:N/C:N/I:N/A:C)&version=2.0
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2016-1351
https://nvd.nist.gov/cvss/v2-calculator?name=CVE-2016-1350&vector=(AV:N/AC:L/Au:N/C:N/I:N/A:C)&version=2.0
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2016-1350
https://nvd.nist.gov/cvss/v2-calculator?name=CVE-2016-1349&vector=(AV:N/AC:L/Au:N/C:N/I:N/A:C)&version=2.0
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2016-1349
https://nvd.nist.gov/cvss/v2-calculator?name=CVE-2016-1348&vector=(AV:N/AC:L/Au:N/C:N/I:N/A:C)&version=2.0
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2016-1348
https://nvd.nist.gov/cvss/v2-calculator?name=CVE-2016-1347&vector=(AV:N/AC:L/Au:N/C:N/I:N/A:C)&version=2.0
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2016-1347
https://nvd.nist.gov/cvss/v2-calculator?name=CVE-2016-1783&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)&version=2.0
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2016-1783
https://nvd.nist.gov/cvss/v2-calculator?name=CVE-2016-1778&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)&version=2.0
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2016-1778
https://nvd.nist.gov/cvss/v2-calculator?name=CVE-2016-1775&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)&version=2.0
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2016-1775
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-1771&vector=%28AV:N/AC:M/Au:N/C:N/I:N/A:C%29
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-1771
https://nvd.nist.gov/cvss/v2-calculator?name=CVE-2016-1762&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)&version=2.0
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2016-1762
https://nvd.nist.gov/cvss/v2-calculator?name=CVE-2016-1761&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)&version=2.0
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2016-1761
https://nvd.nist.gov/cvss/v2-calculator?name=CVE-2016-1759&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)&version=2.0
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2016-1759
https://nvd.nist.gov/cvss/v2-calculator?name=CVE-2016-1757&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)&version=2.0
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2016-1757
https://nvd.nist.gov/cvss/v2-calculator?name=CVE-2016-1756&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)&version=2.0
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2016-1756
https://nvd.nist.gov/cvss/v2-calculator?name=CVE-2016-1755&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)&version=2.0
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2016-1755
https://nvd.nist.gov/cvss/v2-calculator?name=CVE-2016-1754&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)&version=2.0
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2016-1754
https://nvd.nist.gov/cvss/v2-calculator?name=CVE-2016-1753&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)&version=2.0
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2016-1753
https://nvd.nist.gov/cvss/v2-calculator?name=CVE-2016-1752&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)&version=2.0
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2016-1752
https://nvd.nist.gov/cvss/v2-calculator?name=CVE-2016-1751&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)&version=2.0
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2016-1751
https://nvd.nist.gov/cvss/v2-calculator?name=CVE-2016-1750&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)&version=2.0
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2016-1750
https://nvd.nist.gov/cvss/v2-calculator?name=CVE-2016-1749&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)&version=2.0
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2016-1749
https://nvd.nist.gov/cvss/v2-calculator?name=CVE-2016-1747&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)&version=2.0
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2016-1747
https://nvd.nist.gov/cvss/v2-calculator?name=CVE-2016-1746&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)&version=2.0
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2016-1746
https://nvd.nist.gov/cvss/v2-calculator?name=CVE-2016-1744&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)&version=2.0
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2016-1744
https://nvd.nist.gov/cvss/v2-calculator?name=CVE-2016-1743&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)&version=2.0
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2016-1743
https://nvd.nist.gov/cvss/v2-calculator?name=CVE-2016-1741&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)&version=2.0
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2016-1741
https://nvd.nist.gov/cvss/v2-calculator?name=CVE-2016-1740&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)&version=2.0
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2016-1740
https://nvd.nist.gov/cvss/v2-calculator?name=CVE-2016-1738&vector=(AV:L/AC:L/Au:N/C:C/I:C/A:C)&version=2.0
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2016-1738
https://nvd.nist.gov/cvss/v2-calculator?name=CVE-2016-1736&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)&version=2.0
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2016-1736
https://nvd.nist.gov/cvss/v2-calculator?name=CVE-2016-1735&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)&version=2.0
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2016-1735
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-1734&vector=%28AV:L/AC:L/Au:N/C:C/I:C/A:C%29
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-1734
https://nvd.nist.gov/cvss/v2-calculator?name=CVE-2016-1733&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)&version=2.0
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2016-1733
https://nvd.nist.gov/cvss/v2-calculator?name=CVE-2016-1998&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)&version=2.0
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2016-1998
https://nvd.nist.gov/cvss/v2-calculator?name=CVE-2016-1997&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)&version=2.0
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2016-1997
https://nvd.nist.gov/cvss/v2-calculator?name=CVE-2016-2245&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)&version=2.0
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2016-2245
https://nvd.nist.gov/cvss/v2-calculator?name=CVE-2015-8154&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)&version=2.0
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2015-8154
https://nvd.nist.gov/cvss/v2-calculator?name=CVE-2015-8153&vector=(AV:N/AC:L/Au:M/C:C/I:C/A:C)&version=2.0
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2015-8153
https://nvd.nist.gov/cvss/v2-calculator?name=CVE-2015-8152&vector=(AV:N/AC:M/Au:S/C:C/I:C/A:C)&version=2.0
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2015-8152
https://nvd.nist.gov/cvss/v2-calculator?name=CVE-2014-9768&vector=(AV:N/AC:L/Au:S/C:C/I:C/A:C)&version=2.0
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2014-9768
https://nvd.nist.gov/cvss/v2-calculator?name=CVE-2016-1995&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)&version=2.0
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2016-1995
https://nvd.nist.gov/cvss/v2-calculator?name=CVE-2016-3191&vector=(AV:N/AC:L/Au:N/C:P/I:P/A:P)&version=2.0
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2016-3191
https://nvd.nist.gov/cvss/v2-calculator?name=CVE-2016-2345&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)&version=2.0
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2016-2345
https://nvd.nist.gov/cvss/v2-calculator?name=CVE-2016-2342&vector=(AV:N/AC:H/Au:N/C:C/I:C/A:C)&version=2.0
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2016-2342
https://nvd.nist.gov/cvss/v2-calculator?name=CVE-2016-1989&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)&version=2.0
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2016-1989
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2016-1988
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2016-1988

Primary Vendor

Product

Histérico de vulnerabilidades de Marzo del 2016

Semana 07/03/2016
Description

cyss Score

Source & Patch Info.

Google—chrome

Multiple integer signedness errors in the opj_j2k_update_image_data function in j2kc in OpeanEG as used in PDFium mGoog\e
Chrome before 49.0.2623.87, allow ite) or
oossibly have unspecified other impact via crafted IPEG 2000 dat:

13/03/2016

CVE2016-1645

Google-chrome

WebKi/Sourceoreayout/ youtObect op nBink,asused in Google Crome befoe 43.0.7623.87,doesnot proper estric
relayout scheduling, which all denal of service P
impact via a crafted HTML d .

13/03/2016

CVE2016-1644

Google-chrome

The in Blink, as used
in Google Chrome b 0.2623.87, does not props g , which all
to cause a denial of service or p e

13/03/2016

CVE-2016-1643

Mozilla-

refox

overflow in It Graphite 2 before 1.3 8 ved n Mozl Frefosbefre
ESR 38.x before 38.7, al K I of service or possibly have unspecified other

impact viaa font.

13/03/2016

CVE2016-2799

Mozilla-

refox

Race condition in the GetStaticlnstance function in the WebRTC implementation in Mozilla Firefox before 45.0 might allow
remote attackers to

13/03/2016

CVE2016-1973

Mozilla-

refox

Integer underflow in the srtp_unprotect function in the WebRT in .0.0n Windows
might allow P P
unknown vectors.

13/03/2016

CVE2016-1970

Mozilla-

refox

Use-after- i the mozillazDataCh tion-Close function in Mozila i 0and Firefox ESR
38.x before 38.7 all K bitrary code by WebRTC data-channel
connections.

13/03/2016

CVE2016-1962

Integer overflow in Adobe Flash Player before 18.0.0.333 and 19.x through 21.x before 21.0.0.182 on Windows and 05 X and

before 11.2.202.577 on Linux, Adobe AIR before 21.0.0.176, Adobe AIR SDK before 21.0.0.176, and Adobe AIR SOK & Compller

before 21.0.0. different vulnerability than CVE-2016-0963
\d CVE-2016-0993

12/03/2016

CvE-2016-1010

‘Adobe Flash Player before 18.0.0.333 and 19.x through 21.x before 21.0.0.182 on Windows and 05 X and before 11.2.202.577 on
Linu, Adoe AR bfore 210.0.176, Adoe AR SDK befors 10,0176, and Adobe AIR SDK & Compiler before 21.0.0.176 allow

cause a den
rafed MPEG-4 date,  iferent winerabity than ch 2016-0960, CVE- zomzm 20160988, CVE 20160986, CVE.2016-
989, CVE-2016-000;

12/03/2016

CVE2016-1005

‘Adobe Flash Player before 18.0.0.333 and 19.x through 21.x before 21.0.0.182 on Windows and 05 X and before 11.2202.577 on
Linux, Adobe AIR before 21.0.0.176, Adobe AIR SDK before 21.0.0.176, and Adobe AIR SDK & Compiler before 21.0.0.176 allow

cause a denal of inspecified vectors, a different
inerabity than CVE-2016.0960, CVE.2016.0961,CVE.2016,0362, CVE- 20160986, CVE-2016.0985, CVE-2016-0992,and CVE-
20161005,

12/03/2016

CVE2016-1002

Adobe-flash player

Heap-based buffer overflow in Adobe Flash Player before 18.0.0.333 and 19.x through 21.x before 21.0.0.182 on Windows and
05 X and before 11.2.202.577 on Linux, Adobe AIR before 21.0.0.176, Adobe AIR SDK before 21.0.0.176, and Adobe AIR SOK &
Compiler 10,0176 al "

12/03/2016

CVE2016-1001

Adobe-flash player

Use-after-free vulnerabilty in Adobe Flash Player before 18.0.0.333 and 19.x through 21.x before 21.0.0.182 on Windows and 05
Xand before 11.2 202577 on Lnu, Adobe AR before 210176, Adobe AIRSOK befor 21.0.0.176, and Adobe AR SDK &
Compller before 21.0.0.176 all VE-
20160987, CVE-2016-098, VE- 20160950, CVE-2016-099, CVE-20160994, CVE-2016.09%5, Ve 20150956, CVE 20160997,

12/03/2016

CVE-2016-1000

Adobe- flash player

et fes vulnevahlluy Iy Player before 18.0.0.333 and 19.x through 21.x before 21.0.0.182 on Windows and 05
X befoe £1.2.202.577an inix, Adobe AR befors 210.0:176, Adobe AR SOK befors 2100176, and Adcbe AR SOK &
Compiler 1.0.0.176 all

2016.0987, CVE-2016-0988, CVE-2016-0990, CVE-2016.0991, CVE-2016-0994, CVE-2016-0995, CVE-2016-0996, CVE-2016-0997,
CVE-2016.0998. and CVE-2016-1000

12/03/2016

CVE2016:0999

Adobe-flash player

Use-after-free vulnerability in Adobe Flash Player before 18.0.0.333 and 19.x through 21.x before 21.0.0.182 on Windows and 05
Xand before 11.2.202.577 on Linux, Adobe AIR before 21.0.0.176, Adobe AIR SDK before 21.0.0.176, and Adobe AIR SDK &
Compiler before 21.0.0.176 all Ve-
20160987, CVE-2016-0988, CVE-2016-0990, CVE-2016-0991, CVE-2016-0994, CVE-2016-0995, Ve 20150956, CVE 20160997,
CVE-2016:0999. and CVE-2016-1000

12/03/2016

CVE-2016.0998

Adobe- flash player

Use-after-free vulnerability in Adobe Flash Player before 18.0.0.333 and 19.x through 21x before 21.0.0.162 on Windows and 05
X befoe £1.2.202.577an inix, Adobe AR befors 210.0:176, Adobe AR SOK befors 2100176, and Adobe AR SOK &
Compiler 1.0.0.176 all

2016.0987, CVE-2016-0988, CVE-2016-0990, CVE-2016.0991, CVE-2016-0994, CVE-2016-0995, CVE-2016-0996, CVE-2016-0998,
CVE-2016.0999. and CVE-2016-1000

12/03/2016

CVE2016:0997

Adobe-flash player

Use-after-free vulnerability in the setinterval method in Adobe Flash Player before 18.0,0.333 and 19.x through 21.x before
21.0.0.182 on Windows and O X and before 11.2, znz 577 on Linux, Adobe AIR before 21.0.0.176, Adobe AIR SDK before
210,076, and Adobe AIR SOK & Compi guments,a
different vulnerability than CVE-2016-0987, CVE- zme ms CVEA015.0950, CVE-S16.0581, CVE 20160994, CVE 2016.099,
CVE-2016.0997. CVE-2016-0998. CVE-2016-0999. and CVE-2016-1000.

12/03/2016

CVE-2016.0936

Adobe- flash player

Use-after-free vulnerabilty in Adobe Flash Player before 18.0.0.333 and 19.x through 21x before 21.0.0.182 on Windows and 05
X befoe £1.2.202.577an nix, Adobe AR before 210.0-176, Adobe AR SOK befor 2100176 and Adobe AR SOK &
Compiler 1.0.0.176 all N

2016-0987, CVE-2016-0988, CVE-2016.0990, CVE-2016-0991, CVE-2016-0994, CVE-2016-0996, CVE-2016-0987, CVE-2016-0998,
CVE-2016.0999. and CVE-2016-1000

12/03/2016

CVE2016:0995

Adobe- flash player

Use-after-free vulnerabilty in Adobe Flash Player before 18.0.0.333 and 19.x through 21.x before 21.0.0.182 on Windows and 05
Xand before 11.2.202.577 on Linux, Adobe AIR before 21.0.0.176, Adebe A\RSDK before 210.0.176,and Adobe AR SOK &
Compiler before 21.0.0.176 all code with crafted
arguments, a different vulnerability than CVE-2016-0987, CVE- ote mx e zmsmso VE-T016.090, CVE-2016.0995, VE-
20160996, CVE-2016-0997, CVE-2016-0998, CVE-2016-0999, and CVE-2016-1000.

12/03/2016

CVE2016:0994

Adobe- flash player

Integer overflow in Adobe Flash Player before 18.0.0.333 and 19.x through 2L.x before 21.0.0.182 on Windows and 05 X and

before 11.2.202.577 on Linux, Adobe AIR before 21.0.0.176, Adobe AIR SDK before 21.0.0.176, and Adobe AIR SDK & Compiler

before 21.0.0.176 all 3 Y than CVE-2016-0963
d CVE-2016-1010.

12/03/2016

CVE2016:0993

‘Adobe Flash Player before 18.0.0.333 and 19.x through 21.x before 21.0.0.182 on Windows and 05 X and before 11.2.202.577 on
Linux, Adobe AIR before 21.0.0.176, Adobe AIR SDK before 21.0.0.176, and Adobe AIR SDK & Compiler before 21.0.0.176 allow

cause a denial of nspecified vectors, a different
ulneralty han CVE-2016,0960, CVE 20160961, CVE.2016.0962, CVE2016.0985, CVE-2016 0369, CVE. 20161002, el CVE-
20161005,

12/03/2016

CVE2016:0992

Adobe-flash player

Use-after-free vulnerability in Adobe Flash Player before 18.0.0.333 and 19.x through 21.x before 21.0.0.182 on Windows and 05
Xand before 11.2.202.577 on Linux, Adobe AIR before 21.0.0.176, Adobe AIR SOK before 21.0.0.176, and Adobe AIR SDK &
Compiler before 21.0.0.176 all

20160987, Py 0988, CVE-2016-0950, CVE.2016-0994, VE-2016-0995, VE-2016-0956, CVE-2016-0997, VE-2016- msa
CVE-2016-0999. and CVE-20:

12/03/2016

CVE-2016.0991

Adobe- flash player

Use-after-free vulnerability in Adobe Flash Player before 18.0.0.333 and 19.x through 21.x before 21.0.0,182 on Windows and 05

Xand before 11.2.202.577 on Linux, Adobe AIR before 21.0.0.176, Adobe AIR SDK before 21.0.0.176, and Adobe AIR SDK &

Compiler 1.0.0.176 3l 2 Ve-

20160987, CVE-2016-0988, CVE-2016-0991, CVE-2016-0994, CVE-2016-0995, CVE-2016-0996, CVE-2016-0957, CVE-2016-0998,
1000,

£-2016-0999.

12/03/2016

CVE2016:0990

Adobe-flash player

‘Adobe Flash Player before 18.0.0.333 and 19.x through 21.x before 21.0.0.182 on Windows and 05 X and before 11.2.202.577 on
Linux, Adobe AIR before 21.0.0.176, Adobe AIR SDK before 21.0.0.176, and Adobe AIR SDK & Compiler before 21.0.0.176 allow

cause a denial of unspecified vectors, a diff
nerabity than CVE-2016.0960, CVE-2016.0961,CVE-2016.0962, CVE-2016-0086, CVE-2016.0992, CVE-2016-1002,an CVE-
0161005,

12/03/2016

CVE-2016.0989

Adobe- flash player

Use-after-free vulnerability in Adobe Flash Player before 18.0.0.333 and 19.x through 21.x before 21.0.0.182 on Windows and 05
Xand before 11.2.202.577 on Linux, Adobe AIR before 21.0.0.176, Adobe AIR SDK before 21.0.0.176, and Adobe AIR SDK &
Compiler 1.0.0.176 3l Ve-
2015.0987, CVE.2016.0990, CVE 20160551 CVE 2016099, CVE-2016:099, CVE-2016.095, CVE-2016.0987 CVE 20160908,
CVE-2016.0999. and CVE-2016-1000.

12/03/2016

CVE2016.0988

Adobe-flash player

Use-after-free vulnerability in Adobe Flash Player before 18.0.0.333 and 19.x through 21.x before 21.0.0.182 on Windows and 05
Xand before 11.2.202.577 on Linux, Adobe AIR before 21.0.0.176, Adobe AIR SOK before 21.0.0.176, and Adobe AIR SOK &
Compiler before 21.0.0.176 all Ve-
20160988, CVE.2016.0950, CVE-2016-0951, CVE2016-0994, VE-2016-0995, VE-2016-0956, CVE-2016-0997, VE-2016.0958,
CVE-2016-0999. and CVE-2016-1000.

12/03/2016

CVE-2016.0987

‘Adobe Flash Player before 18.0.0.333 and 19.x through 21.x before 21.0.0.182 on Windows and 05 X and before 11.2.202.577 on
Linux, Adobe AIR before 21.0,0.176, Adobe AIR SDK before 21.0.0.176, and Adobe AIR SDK & Compiler before 21.0.0.176 allow

cause a denial of inspecified vectors, a different
inerabity than CVE-2016.0960, CE.2016.0961, CVE.2016.0962, CVE.2016:0989, VE.2015.095, CVE-2016-1002, and CVE-
20161005,

12/03/2016

CVE2016:0986

Adobe-flash player

Integer overflow in Adobe Flash Player before 18.0.0.333 and 19.x through 21.x before 21.0.0.182 on Windows and 05 X and
before 11.2.202.577 on Linux, Adobe AIR before 21.0.0.176, Adobe AIR SDK before 21.0.0.176, and Adobe AIR SOK & Compiler
before 21.0.0. CVE-2016-0993
and CVE-2016-1010.

12/03/2016

CVE-2016-0963

Adobe-flash player

‘Adobe Flash Player before 18.0.0.333 and 19.x through 21.x before 21.0.0.182 on Windows and 05 X and before 11.2.202.577 on
K, Adobe AR bfore 21.0.0.176,Adobe AR SDK before 210,76, nd Adobe ARSDK & Comple befor 21.00.176 o

cause a denial of unspecified
nerabity than CVE-2016.0960, CVE-2016-0961,CVE-2016,0886, CVE-2016-0085, CVE-2016.0992, CVE-2016-1002,an CVE-
20161005,

12/03/2016

CVE-2016.0962

‘Adobe Flash Player before 18.0.0.333 and 19.x through 21.x before 21.0.0.182 on Windows and 05 X and before 11.2.202.577 on
Linux, Adobe AIR before 21.0,0.176, Adobe AIR SDK before 21.0.0.176, and Adobe AIR SDK & Compiler before 21.0.0.176 allow

cause a denial of inspecified vectors, a different
uinerabity than CVE-2016.0960, CE.2016.0962, CVE.2016.0985, CVE.2016.0989,CVE- 20160992, CVE2016-1002 and CVE-

2016-1005.

12/03/2016

CVE2016:0961

‘Adobe Flash Player before 18.0.0.333 and 19.x through 21.x before 21.0.0.182 on Windows and 05 X and before 11.2.202.577 on
Linux, Adobe AIR before 21.0.0.176, Adobe AIR SDK before 21.0.0.176, and Adobe AIR SDK & Compiler before 21.0.0.176 allow

denial of unspecified vectors, a different
ineraiity han CVE 20160961, CVE 2016.0962,CVE-2016.0986, CVE-2016-0969, CVE 20160952, CVE 2016100, and CVE-
20161005,

12/03/2016

CVE-2016.0960

Tbm-tivoli

The portl lent i [BM Tiol Maitaring(TW) 6.2. thraugh 9, 6.3 through P and 6.0 through PG alows remote

11/03/2016

CvE2015-7411

Microsoft-internet

The Ckumnavcmeu implementation in M\uoso!l mevnex Explorer 7 through 11 allows remote attackers to exectite arbitrary

ken
sequence in conjunction with modifications to NYML clements ka “Internet Explorer Memory Corruption Vulnerablty,"a
different vulnerability than £-2015-60

09/03/2016

CVE2015-6184

Cisco-dpc

Buffer overflow in the web server on Cisco, npczzczana EPC2203deices Wi frmwarer1_customer_inage allows remote
HITP reauest, aka Bug ID.

09/03/2016

CVE2016.1327

Cisco-dpq docsis

Th interface on G with f 1all Service
(device restart) via a crafted HTTP reauest, aka Bug 4810:

09/03/2016

CVE2016.1326

Cisco-dpc wireless

Thesdminisaton nfefaceon o OFC3939 s DPC3541

2 crafted HTTP reauest, aka Bug 1D

09/03/2016

CVE2016.1325

The HTTPS inspection engine in the and ‘Module (CSC. 11640 for
G device reload) via  flood

of HTTPS packets. aka Bug ID CSCue7614’

09/03/2016

CVE2016-1312

Adobe--acrobat reader

Adobe Reader and Acrobat before 11.0.15, Acrobat and Acrobat Reader DC Classic before 15.006.30121, and Acrobat and Acrobat
Reader D 15.010.20060 on Windows and cause a denial of

CVE-2016-1007.

09/03/2016

CVE2016-1009

Adobe- d

Untrusted search ‘Adobe Reader and 11.0.15, Acrobat and Classic before
15.006.30121, and Acrobat and Acrobat Reader DC C before 15.010.20060 on Windows and O X allows local users to

a Trojan horse DLL in an unsoecified directory.

09/03/2016

CVE-2016-1008
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https://nvd.nist.gov/cvss/v2-calculator?name=CVE-2016-1645&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)&version=2.0
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2016-1645
https://nvd.nist.gov/cvss/v2-calculator?name=CVE-2016-1644&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)&version=2.0
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2016-1644
https://nvd.nist.gov/cvss/v2-calculator?name=CVE-2016-1643&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)&version=2.0
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2016-1643
https://nvd.nist.gov/cvss/v2-calculator?name=CVE-2016-2799&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)&version=2.0
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2016-2799
https://nvd.nist.gov/cvss/v2-calculator?name=CVE-2016-1973&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)&version=2.0
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2016-1973
https://nvd.nist.gov/cvss/v2-calculator?name=CVE-2016-1970&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)&version=2.0
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2016-1970
https://nvd.nist.gov/cvss/v2-calculator?name=CVE-2016-1962&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)&version=2.0
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2016-1962
https://nvd.nist.gov/cvss/v2-calculator?name=CVE-2016-1010&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)&version=2.0
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2016-1010
https://nvd.nist.gov/cvss/v2-calculator?name=CVE-2016-1005&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)&version=2.0
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2016-1005
https://nvd.nist.gov/cvss/v2-calculator?name=CVE-2016-1002&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)&version=2.0
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2016-1002
https://nvd.nist.gov/cvss/v2-calculator?name=CVE-2016-1001&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)&version=2.0
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2016-1001
https://nvd.nist.gov/cvss/v2-calculator?name=CVE-2016-1000&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)&version=2.0
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2016-1000
https://nvd.nist.gov/cvss/v2-calculator?name=CVE-2016-0999&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)&version=2.0
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2016-0999
https://nvd.nist.gov/cvss/v2-calculator?name=CVE-2016-0998&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)&version=2.0
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2016-0998
https://nvd.nist.gov/cvss/v2-calculator?name=CVE-2016-0997&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)&version=2.0
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2016-0997
https://nvd.nist.gov/cvss/v2-calculator?name=CVE-2016-0996&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)&version=2.0
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2016-0996
https://nvd.nist.gov/cvss/v2-calculator?name=CVE-2016-0995&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)&version=2.0
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2016-0995
https://nvd.nist.gov/cvss/v2-calculator?name=CVE-2016-0994&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)&version=2.0
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2016-0994
https://nvd.nist.gov/cvss/v2-calculator?name=CVE-2016-0993&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)&version=2.0
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2016-0993
https://nvd.nist.gov/cvss/v2-calculator?name=CVE-2016-0992&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)&version=2.0
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2016-0992
https://nvd.nist.gov/cvss/v2-calculator?name=CVE-2016-0991&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)&version=2.0
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2016-0991
https://nvd.nist.gov/cvss/v2-calculator?name=CVE-2016-0990&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)&version=2.0
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2016-0990
https://nvd.nist.gov/cvss/v2-calculator?name=CVE-2016-0989&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)&version=2.0
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2016-0989
https://nvd.nist.gov/cvss/v2-calculator?name=CVE-2016-0988&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)&version=2.0
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2016-0988
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acrafted aka "OpenTvoe
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Microsoft--edge
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Microsoft-internet
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Wicrosoft Internet Explorer 8 through 11k o Cause 2 denial of
Microsoft-internet y
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Microsoft-intemet £-2016-0108
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Wicrosoft Windows Server 2008 R2 SP1, Windows 7 5P, Windows 8.1, Windows Server 2012 Gold and R2, Windows RT 8.1, and
Microsoft-windows Windows 10 Gold and 1511 allow remote attackers to execute arbitrary code via crafted media content, aka "Windows Media 09/03/2016 23 |cvezo160101
Parsing Remote Code Execution Vulnerability."
Wicrosoft Windows Vista SP2 and Server 2008 SP2 mishandle library loading, which allows local users to gain privileges via a
Microsoft-windows
ko "Library Loadine Inout Validation Remote Code Execution Vulnerability.” 09/03/2016 22 |cemeoin
The Secondary Logon Service in Microsoft Windows Vista SP2, Windows Server 2008 5P2 and R2 SP1, Windows 7 SP1, Windows
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Microsoft- .
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Vulnerabilty.”
Microsoft Windows Server 2008 R2 SP1, Windows 7 SP1, Windows 8.1, Windows Server 2012 Gold and R2, Windows RT 8.1, and
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The kernel-mode driver in Microsoft Windows Vista SP2, Windows Server 2008 SP2 and R2 SP1, Windows 7 SP1, Windows 8.1,
microsoft-windows Windows Server 2012 Gold and R2, Windows RT 8.1, and Windows 10 Gold and 1511 allows local users to gain privileges via a 09/03/2016 72 |cve2016.0006
Win32k Elevation of Privlege Vulnerabilty.
The kernel-mode driver in Microsoft Windows Vista SP2, Windows Server 2008 SP2 and R2 SP1, Windows 7 SP1, Windows 8.1,
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Win32k Elevation of Privlege Vulnerabilty.
The kernel-mode driver in Microsoft Windows Vista SP2, Windows Server 2008 SP2 and R2 SP1, Windows 7 SP1, Windows 8.1,
Microsoft-windows Windows Server 2012 Gold and R2, Windows RT 8.1, and Windows 10 Gold and 1511 allows local users to gain privileges via a 09/03/2016 72 |cvezo16000
Win32k Elevation of Privlege Vulnerabilty.
The kernel-mode driver in Microsoft Windows Vista SP2, Windows Server 2008 SP2 and R2 SP1, Windows 7 SP1, Windows 8.1,
Microsoft-windows Windows Server 2012 Gold and R2, Windows RT 8.1, and Windows 10 Gold and 1511 allows local users to gain privileges via a 09/03/2016 72 |cve2016.0003
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OLE in Microsoft Windows Vista SP2, Windows Server 2008 5°2 and R2 SP1, Windows 7 SP1, Windows 5.1, Windows Server 2012
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