idades de Febreiro do 2016

Semana 29/02/2016

-after-free vuln re 49.0.2623.75, al o -
Google-chrome Use-after-free vulnerabilty in Blink, as used in Google Chrome before attackers 05/03/2016 100 |ovesoie63
service or possiblv have impact via unknown vectors. = =
e in function in
Blink, as used in Google Chrome before 49.0.2623.75, al te attackers
Google—chrome in Blink, as used in Google Chrome before allows remote attackers | o0 o 01 |cvesoteren
o cause a denial of service or possibly have unspecified other impact via a crafted web site that triggers Cascading Style Sheets (CSS) B
during a certain
extensions/renderer/render_frame_observer_natives.cc in Google Chrome before 49.0.2623.75 does not properly consider object
Google--chrome re-entrancy ted handling, which all te attackers 05/03/2016 100 |cve-2016-1635
service possibly P vectors.
The ion in in Google Ct 0262375
Google--chrome relies on information about of hich allg 05/03/2016 15 |CVE2016-1636
attackers to bypas the Subresource Integrity (oka S protection mechanism by tiggerng two loads of the same resource.
in -_audio_j _audio_private_api.cc in the WebRTC Audio
Google--chrome Private APl implementation in Google Chrome before 49.0.2623.75 allows remote attackers to cause a denial of service or possibly 05/03/2016 100 |cvE-2016-1639
other impact by leveraging the
in X _contents_impl.cc in Google Chrome before 49.0.2623.75 allows
Google--chrome remote attackers service or possibly pecified other impact by triggering an image download after a certain |  05/03/2016 93 |CvE2016-1601
data structure s deleted. as
¥ i i
Google-chrome in Google C! 49.02623.75 cause adenialofservice o possibly have [0 eane 16
other impact via unknown vectors. —
Google-chrome Mulple unspecified vulnerabiltiesin Google V3 before 4.9.385.26, as used in Google Chrome before 49.0.2623.75, allow attackers 0 [ oo 100 |cvez0i608e3
cause a denial of service or bossiblv have other imoact via unknown vectors. - P
WebKit/Source/core/layout/LayoutBlock.cpp in Blink, as used in Google Chrome before 49.0.2623.75, does not Drover\v getermine
Google-chrome when anonymous exist, which adenial of d 05/03/2016 93 |cve20162804

failure) or possibly have unspecified other impact via crafted JavaScript code.

Adobe Flash Player before 18.0.0.268 and 19.x and 20.x before 20.0.0.228 on Windows and 05 X and before 11.2.202.554 on Linux,
Adobe--air sdk Adobe AIR before 20.0.0.204, Adobe AIR SDK before 20.0.0.204, and Adobe AIR SDK & Compiler before 20.0.0.204 allow attackersto | 04/03/2016 93 |CVE-2015-8652
execute arbitrary code or cause a denial of service (out-of-bounds read and memory corruption) via crafted MPEG-4 data.

Use-after-free vulnerability in Adobe Flash Player before 18.0.0.268 and 19.x and 20.x before 20.0.0.228 on Windows and O X and
Adobe--air sdk before 11.2.202.554 on Linux, Adobe AIR before 20.0.0.204, Adobe AIR SDK before 20.0.0.204, and Adobe AIR SDK & Compiler before | 04/03/2016 93 |CVE-2015-8653
0.0.0.204 allows attackers to execute arbitrarv code via crafted MPEG-4 data

Adobe Flash Player before 18.0.0.268 and 19.x and 20.x before 20.0.0.228 on Windows and OS X and before 11.2.202.554 on Linux,
Adobe--air sdk Adobe AIR before 20.0.0.204, Adobe AIR SDK before 20.0.0.204, and Adobe AIR SDK & Compiler before 20.0.0.204 allow attackersto | 04/03/2016 93 |cve-2015.8654
execute v and p crafted MPEG-4 data

Use-after-free vulnerability in Adobe Flash Player before 18.0.0.268 and 19.x and 20.x before 20.0.0.228 on Windows and 05 X and

Adobe--air sdk before 11.2.202.554 on Linux, Adobe AIR before 20.0.0.204, Adobe AIR SDK before 20.0.0.204, and Adobe AIR SOK & Compiler before | 04/03/2016 93 |CvE-2015-8655
0.0.0.204 allows att: to execute arbitrary code via crafted MPEG-4 data
Double in the dsa_priv_¢ _ameth.c in OpenssL 1.0.1 before 1.0.1s and 1.0.2 before

Openssl--openss! 1.0.2g allows remote attackers to cause a denial of possibly have fied other impact via a 03/03/2016 100 |CVE-2016:0705

malformed DSA brivate kev.

Memory leak in the SRP_VBASE_get_by_user implementation in OpenSSL 1.0.1 before 1.0.1s and 1.0.2 before 1.0.2g allows remote
Openssi-openss! attackers to cause a denial of service (memory consumption) by providing an invalid username in a connection attempt, related to 03/03/2016 78 |cve-20160798
aoos/s ive

The fmtstr function in crypto/bio/b_print.c in OpensSL 1.0.1 before 1.0.15 and 1.0.2 before 1.0.2g improperly calculates string lengths,
Openssi-openss! which to denial of service (overflow and possibly pecified other 03/03/2016 100 |cvE-2016:0799
impact via a long string, as demonstrated by a large amount of ASN.1 data,

‘The doapr_outch function in crypto/bio/b_ nvmlcmﬂvenssllulhefuwlols and 1.0.2 before 1.0.2g does not verify that a certain

Openssi--openss! memory allocation succeeds, which allows of service (out-of-bounds write or memory 03/03/2016 100 |cve-2016-2892
or possibly impact via along string, by alarge amount of ASN.1 data.
s neider tomati .
Schneider electric-struxureware building ~|schn Building Server AS 1.7 and earlier and AS-P 1.7 and earlier allows remote 0032016 00 |cvezore2278
server bit s by defeating an msh (aka Minimal Shell) protection mechanism. i

Stack-based buffer overflow in 1BM Tivoll Storage Manager FastBack 5.5 and 6.Lx through 6.1.11.1 allows remote attackers to cause a

1BM--tivoli storage manager 20/02/2016 100 |cve-2060216
e e denial of crash) via unsoecified vectors. ik — e ——
1M1t storage manager Stack-based buffer overflow in BV Tiol torage Manager FastBack 5.5 and 6.1.x through 6.1.11.1 allows remoteattackers to causea | o o1 100 |ovezoteons
denial of service (daemon crash) via unsecified vectors.
ot ol storage manoger Stackcbased buffer overflow i 1BM Tl Storage Manager FastBack 5.5 and 6.1 hrough 6.1 1L alows remote atackers to cause a | o oo 100 |oveoomen
denial of crash) via unsoecified vectors —
Semana 22/02/2016
Untrusted search path vulnerability in the. licat in Wireshark 1.12.x before
\Wireshark--wireshark 1.12.10 and 2.0.x before 2.0.2 on Windows allows local users to gain privileges via a Trojan horse riched20.dlLdll ile in the current 27/02/2016 72
workine Jated to use of OLibrary.
QNAP iArtist Lite before 1.4.54, before 2.0.1, all te users to gain
Inds-iartst 27/02/2016 CVE-2015-7262
privileges by registering an executable file, and then waiting for this file to be run in a privileged context after a reboot. 1o & VE-2015:1282
The FTP service in before 1454, with QAP before 201, credentils, | 00016 PV
which or tackers to obtain access via  session on TCP port 21 il
Unrestricted file upload vulnerability in 4 before 2.0.1 all te users to bitr
27/02/2016 90 |cvE2015-6022
code bv uoloading an executable file. and then accessing this file via an unsoecified URL. /021 —
publisher overflows n (1) Imgrd and (2) in Flexera FlexNet 111312 jpdate 1 allow
remote attackers to e v b or (b) Ox10a, 23/02/2016 CVE-2015-8277
Nettewprolectnettie The cc.256_mod funcion nece.256. n Nette before 3.2 does not propely handie carry propagtionandproduces ncrrect S3/022016 25 |cvesorsases
output in its implementation of the P-256 NIST elliptic curve, which all impact via
Semana 15/02/2016
Google chrome Goage Chrome before 180250 1 o bypass Policy and a sandbox protection oz 100 |oveoomaes
mechanism via unspecified vectors, ——
Cuoreeccube QL injection vulnerability in the Help plug:in 1.3.5 and earlier in Cuore EC-CUBE allows remote attackers to execue arbitrary SQL 19/02/2018 75 |ovezotenise
commands ctors.
 hwp fiter n Libreffice before 5.0.4 alk enialo ossbly have
Libreoffice-libreoffice The lwp fiter in LbreOff o denialof possilyh 18/02/2016 93 |CcvE-20160794
unspecified other fted L
b 0 1
Libreoffice—libreoffice LibreOffice N of service (memory o v 18/02/2016 23 CVE-2016-0795
impact via a crafted recordina sWordPro (lwo) document.
Microsoft igh 11all Same Origin Policy vectors, aka
Microsoft--internet_explorer 18/02/2016 £-2016.
e " ation of Privilege Vulnerabilitv.’ o] 16-0069. /02 2 UE-2016-0068
r 9 through e by he
Microsoft-internet_explorer Mierosoft o same Orign Policy vectors,ska 18/02/2016 93 |cve-2016-0069
" Elevation of Privileze Vulnerabilitv." a different vulnerabilitv than CVE-2016-0068.

R SQL injection vulnerabilty in the UDDI server in SAP NetWeaver J2EE Engine 7.40 allows remote attackers to execute arbitrary SQL e
Sap-net com Al ka SAP Securitv Note 2101079. 16/02/2016 15 e —
Sap-netweaver SQLinjection vulnerability in the UDDI server in SAP NetWeaver J2EE Engine 7.40 allows remote attackers to execute arbitrary SQL 16/02/2015 75 |cvezoteomss

commands e Securitv Note 2101079.
R SQU injection vulnerabilty in the UDDI server in SAP NetWeaver J2E Engine 7.40 allows remote attackers to execute arbitrary SQL e
Sap-net com Al ka SAP Securitv Note 2101079. 16/02/2016 15 e —
Semana 08/02/2016
e ¢ auest forgery " M1 s2g02/2016 75 |cve-2016.0863
5'“!5” Ilighthouse_sensor_management |, fore 5.1, and 4.1.0 Build 16, to hijack y 2 —
system
tollgrade—
Tollgrade SmartGrid L tem EMS before 5.1, and 4.1.0 Build 16, alows remote
smartgrid_lighthouse_sensor_management | |1¢ 12/02/2016 20 e
users to ch; 'y passwords via unspe
sustem
Microsoft Word 2007 $P3, Office 2010 5P2, Word 2010 5P2, Word 2013 SP1, Word 2013 RT SP1, Word 2016, Word for Mac 2011,
2016 for Mac, O it P fewer, Word Automation Services on SharePoint Server 2013 SP1, Offi
icrosoft-vword Word 2016 for Mac, Office Compatibiity Pack 5?3, Word Viewer, Word Automation Services on SharePoint Server 2013 51, Office 1om22018 03 |ove2016.0022

Web Apps Server 2013 51, and 2013 5P1 allow execute =
document, aka "Microsoft Office Memory Corruption Vulnerability," a different vulnerability than CVE- 20160052

The Remote Desktop Protocol (ROP]implementation in Microsoft Windows 75P1, Windows 8.1, Windows Server 2012 Gold and R2,

microsoft-word and Windows users data, aka "Remote » 10/02/2016 CVE-2016-0036
Elevation of Privilege Vulnerabilty.”
Windows Journal in Microsoft Windows Vista P2, Windows Server 2008 5P2 and R2 SP1, Windows 7 SP1, Windows 8.1, Windows

microsoft--windows Server 2012 Gold and R2, and Windows 10 Gold and 1511 al to execute v crafted Journalfile, | 10/02/2016 93 |CvE2016.0038
aka "Windows Journal Memorv Corruotion Vulnerabilty.”

icrosoft-windows The kernel in Microsoft Windows Vista SP2, Windows Server 2008 SP2 and R2 SP1, and Windows 7 SP1 allows local users to gain - 12 |oveaosoomo

orivileges via a crafted apolication. aka "Windows Elevation of Privilege Vulnerability."

Microsoft Windows Vista SP2, Windows Server 2008 5P2 and R2 SP1, Windows 7 SP1, Windows 8.1, Windows Server 2012 Gold and
microsoft--windows R2, Windows T 8.1, Windows 10 Gold and 1511, and Internet Explorer 10 and 11 mishandle DLL loading, which allows local users to 10/02/2016 72 |CvE-2016-001
gain privileges via a crafted application, aka "DLL Loading Remote Code Execution Vulnerability.”

Microsoft Windows Vista SP2, Windows Server 2008 5P2 and R2 SP1, Windows 7 SP1, Windows 8.1, Windows Server 2012 Gold and
microsoft--windows R2, Windows T 8.1, and Windows 10 Gold and 1511 mishandle DLL loading, which allows local users to gain privileges via a crafted 10/02/2016 72 |CcvE-2016-002
application, aka "Windows DLL Loading Remote Code Execution Vulnerability."

Windows Reader in Microsoft Windows 8.1, Windows Server 2012 Gold and R2, and Windows 10 allows remote attackers to execute

fewind 10/02/2016 93 |cve-2016-006

microseftmwindons arbitrary code via a crafted Reader file. aka "Microsoft Windows Reader Vulnerabilty.” /o2 23 |l
drivers in Micr indows Vista $P2, 2008 5P2 and R2 SP1, Windows 7 SP1, Windows 6.1,

microsoft-windows Windows Server 2012 Gold and R2, Windows RT 8.1, and Windows 10 Gold and 1511 allow local users to gain privleges viaa crafted | 10/02/2016 72 |cve01600a8

application, aka "Win32k Elevation of Privilege Vulnerability.”

The WebDAV client in Microsoft Windows Vista SP2, Windows Server 2008 SP2 and R2 SP1, Windows 7 SP1, Windows 8.1, Windows
microsoft--windows Server 2012 Gold and R2, Windows RT 8.1, and Windows 10 Gold and 1511 allows local users to gain privileges via a crafted 10/02/2016 12 |cve-2016.0051
aoplication. aka "WebDAV Elevation of Privilege Vulnerabilty."

Microsoft Word 2007 $P3, Office 2010 SP2, Word 2010 5P2, Word 2013 SP1, Word 2013 RT SP1, Word 2016, Word for Mac 2011,
Word 2016 for Mac, Office Compatibility Pack $P3, Word Viewer, Word Automation 5w:es on SharePoint Server 2013 SP1, Office.
Web Apps Server 2013 5P1, and 2013 5P1 allow

document, aka "Microsoft Office Memory Corruption Vulnerability," a uwferemw\neramhw man Ve 20160022

microsoft--office 10/02/2016 93 |cve2016.0052
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Microsoft Word 2007 5P3, Office 2010 5P2, Word 2010 5P2, Word 2013 SP1, Word 2013 RT SPL, Word 2016, Office Compatibilty Pack
ewer, n Ser in . . P1, an in
eroseftofiice 593, Word Viewer, Word Automation Srvices on SharePoint Server 2013 51, Ofice Web Apps Server 2013 5P1, and SharePoint - 03 |cvesoi600s
Server 2013 5P allow remote attackers viaa crafted aka e
Corruption Vulnerabilty.”
Microsoft Excel 2007 5P3, Excel 2010 P2, Excel 2013 SP1, Excel 2013 RT 591, Excel 2016, Excelfor Mac 2011, Excel 2016 for Mac,
Office Compatibilty Pack 593, Excel Viewer, Excel Services on SharePoint Server 2007 5P3, Excel Services on SharePoint Server 2010
of . 2016
microsoft-office 5P2, ExcelServices on SharePoint Server 2013 SP1, and Ofice Web Apps 2010 SP2 allow remote attackers to execute arbitrary codevia | 22/%%/2016 23 |QUE20160050
acrafted Office document, aka "Microsoft Office Memory Corruption Vulnerabilty."
e atack i K
roseftofice 2007 5P3 allows code via a crafted Office document, aka "Microsoft Office Ry 03 |cvesot00s
Memor Corruotion Vulnerabilt." e e
Microsoft Word 2007 5P3, Office 2010 5P2, Word 2010 5P2, Word 2013 SP1, Word 2013 RT SP1, Word 2016, and Office Compatibilty
microsoft-office Pack 5P3 allow remate attackers to execute viaa crafted Ka "Microsoft Of yCorruption | 10/02/2016 93 |cve20160056
Vulnerabilt."”
Bufer overflow In the PDF Library In Microsoft Windows 8.1, Windows Server 2012 Gold and R2, and Windows 10 allows remote.
microsoft-windows attackers to execute y P cals aka " Buffer Overflow 10/02/2016 93 |cve20160058
Vulnerabilty."
Microsoft Internet Explorer 8 through 11.and Microsoft Edge alow tackers to execute denialof
ternet_explorer service (memory corruption) via a crafted web sie, aka "Microsoft Browser Memory Corruption Vulnerabilty,"a different 10/02/2016 93 |cve2016:0060
vuinerabilty than C dc
Microsoft Iternet Explorer 9 through 11 and Microsoft Edge allow ” denialof
microsoft-internet_explorer service (memory corruption) viaa crafted web site, aka "Microsoft Browser Memory Corruption Vulnerabilty,"a different 10/02/2016 93 |cve2016.0061
o e e
I cr tack denialof
irosoftinternet explorer Microsoft Internet Explorer 11 and Microsoft Edge allow toexecute : service - 03 |cvesote00
- (memory corruption) viaa cafted web site, aka "Microsoft Browser Memory Corruption Vulnerabilty." e
Microsoft Internet gh 11 all y v
microsoft-internet_explorer corruption) via a crafted web site, aka "Internet Explorer Memory Corruption Vulnerabilty," different vlnerabilty than CVE-2016- | 10/02/2016 93 |cve2016:0063
0060, CVE-2016:0061. CVE-2016-0067. and CVE-2016-0072.
Jorer 10al v
microsoft-internet_explorer Mierosoft Internet Explorer codeor cause a denialof 10/02/2016 93 |cve20160060
a crafted web ste. aka "nternet Explorer Memory Corruntion Vulnerabilt.”
Adobe Flash Player before 18.0.0.329 and 19.xand 20.x before 20.0.0.306 on Windows and 05 X and before 11.2.202.569 on Linux,
Adobe AIR before 20.0.0.260, Adobe AIR SDK before 20.0.0.260, and Adobe AIR SDK & Compiler before 20.0.0.260 allow attackers to
adobe-flash_player execute arbitrary code or cause a denal of service (memory corruption) via unspecified vectors, a different vulnerabilty than CVE- 10/02/2016 100 |cvE2016:0965
20160964, X 0 0 0 oV oV , CVE-
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Adobe Flash Player before 18.0.0.329 and 19.x and 20.x before 20.0.0.306 on Windows and 05 X and before 11.2.202.569 on Linux,
Adobe AIR before 20.0.0.260, Adobe AIR SDK before 20.0.0.260, and Adobe AIR SDK & Compiler before 20.0.0.260 allow attackers to
adobe-flash_player execute v o P Ve 10/02/2016 100 |cvE2016:0966
20160964, 0 X 0 .\ V-
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Adobe Flash Player before 18.0.0.329 and 19.xand 20.x before 20.0.0.306 on Windows and 05 X and before 11.2.202.569 on Linux,
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dobe s o before 20.0.0.306 on Windows and 05 X and before 11.2.202.569 on Linux, Adobe AIR before 20.0.0.260, Adobe AIR SOK before Looms 01 |oesowen
sdoberfiashplaver 20.0,0.260, and Adobe AIR SOK & Compiler before 20.0.0.260 allows attackers to execute arbitrary code via a URLLoader.Joad call, a e
c 0 3 ) , and
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sdobefash_plaver before 11.2.202.569 on Linux, Adobe AR before 20.0.0260, Adobe AIRSDK before 20.0.0.60, and Adobe AIR SDK & Comler before | 100 |cvezosonms
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0975, CVE-2016-0982. CVE-2016-0983. and CVE2016-0984.
inthe i in Adobe Flash Player before 18,0.0.329 and 19.xand 20.x before 20.0.0.306 on
dobetiash o1 Windows and O X and before 11.2.202.569 on inus, Adobe A before 20..0.260, Adobe AIRSOK before 20,0260, and Adobe AR | /0. R -
sopersh per SOK & Compi 20.0.0.260 allows attackers to execute arbitrary code handiing,  different e
ity than CV X X o , and CV
Adobe Flash Player before 18.0.0.329 and 19.x and 20.x before 20.0.0.306 on Windows and 05 X and before 11.2.202.569 on Linux,
Adobe AIR before 20.0.0.260, Adobe AIR SDK before 20.0.0.260, and Adobe AIR SDK & Compiler before 20.0.0.260 allow attackers to
adobe-flash_player execute y code or ption) via unsp: , a different vulnerabilty than CVE- 10/02/2016 100 |cve2016.0976
20160964, X ) 0 a , Cv oV , CvE-
20160977, 0 0 , and
Adobe Flash Player before 18.0.0.329 and 19.x and 20.x before 20.0.0.306 on Windows and 05 X and before 11.2.202.569 on Linux,
Adobe AIR before 20.0.0.260, Adobe AIR SDK before 20.0.0.260, and Adobe AIR SDK & Compiler before 20.0.0.260 allow attackers to
adobe-flash_player execute v Y corrupt b 3 cve- 10/02/2016 100 |cve2016.0077
20160964, X 1 0 X X , CVe-
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Adobe Flash Player before 18.0.0.329 and 19.x and 20.x before 20.0.0.306 on Windows and 05 X and before 11.2.202.569 on Linux,
Adobe AIR before 20.0.0.260, Adobe AIR SDK before 20.0.0.260, and Adobe AIR SDK & Compiler before 20.0.0.260 allow attackers to
adobe-flash_player execute y code or ption) via unsp: , a different vulnerabilty than CVE- 10/02/2016 100 |cvE2016:0978
20160964, X ) 0 a , Cv oV , CvE-
20160976, 0 0 , and
Adobe Flash Player before 18.0.0.329 and 19.x and 20.x before 20.0.0.306 on Windows and 05 X and before 11.2.202.569 on Linux,
Adobe AIR before 20.0.0.260, Adobe AIR SDK before 20.0.0.260, and Adobe AIR SDK & Compiler before 20.0.0.260 allow attackers to
adobe-flash_player execute v y corrupt b Ve 10/02/2016 100 |cve2016.0979
20160964, X 1 0 X , CVe-
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Adobe Flash Player before 18.0.0.329 and 19.x and 20.x before 20.0.0.306 on Windows and 05 X and before 11.2.202.569 on Linux,
Adobe AIR before 20.0.0.260, Adobe AIR SDK before 20.0.0.260, and Adobe AIR SDK & Compiler before 20.0.0.260 allow attackers to
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Adobe Flash Player before 18.0.0.329 and 19.x and 20.x before 20.0.0.306 on Windows and 05 X and before 11.2.202.569 on Linux,
Adobe AIR before 20.0.0.260, Adobe AIR SDK before 20.0.0.260, and Adobe AIR SDK & Compiler before 20.0.0.260 allow attackers to
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Use-after-free vulnerabilty in Adobe Flash Player before 18.0,0,329 and 19.xand 20.x before 20.0.0.306 on Windows and 05 X and
before 11.2.202.569 on Linux, Adobe AIR before 20.0.0.260, Adobe AIR SDK before 20.0.0.260, and Adobe AIR SDK & Compiler before
flash_player 10/02/201 2016
adobe:flash.player 20.00.260 allows attackersto execute abitrary code via unspecifed vectors, a different vulnerabity than CVE-2016-0973, Cve-2016- | 0/0%/2016 100 | CVE2016.0982
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0974, CVE-2016:0975. CVE-2016-0982. and CVE-2016-0984.
Use-after-free vulnerabilty in Adobe Flash Player before 18.0,0,329 and 19.xand 20.x before 20.0.0.306 on Windows and 05 X and
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(Adobe Flash Player before 18.0.0.329 and 19.xand 20.x before 20.0.0.306 on Windows and 05 X and before 11.2.202.569 on Linux,
adobe-flash_player |Adobe AIR before 20.0.0.260, Adobe AIR SOK before 20.0.0.260, and Adobe AIR SDK & Compiler before 20.0.0.260 allow attackersto | 10/02/2016 93 |cve0160085
execute arbitrary code by leveraging an unspecified " .
IMATICS7- devices b K "
siemens-simatic_s7-1500_cpu_firmware 1o0cey Le3low of service (STOP mode ansitin) via 08/02/2016 78 |cve20162200
crafted packets on TCP oort 102.
Jtime Sm: T in Atlassian B nds. 1 10,0, llows rem;
s bambon The e Reline Smack FP AP, s i Al o beor 99 3 3101 before 5100, slows et confgnes 08/02/2016 75 |cvesorasrss
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code via seralized data to the IMS port. e e
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