Histérico de vulnerabilidades de Decembro do 2016

Semana 26/12/2016

tallerncphy through 2.0.5 s vulnerable to File Inclusion and a possible Code Execution attack
s9y - serendipity during a firsttime nstalation because it fal to sanitze the dbType POST parameter before adding it o an include() caln the bundled|  30/12/2016 CVE-2016-10082
cenerateFTPChecksums.oho file.

e 4P Tinpro 44 though 6.1 mshandles th keyboard ayout controlpaneland virtalkeyboard spplcaton, which lows loca usersto | o 2 | cvesotenas
buoass intended access restrictions and eain oriveees via unsoecified vectors. e
An issue was discovered in Pivotal RabbitMQ 3.x before 3.5.8 and 3.6.x before 3.6.6 and RabbitMIQ for PCF 1.5.x before 15.20, 1.6
before 16.12, and 1.7.x before 1.7.7. MQTT (MQ Telemetr with air

pivotal_software - rabbitma ariva v > 29/12/2016 75 |cve2o16877

succeeds if an existing username is provided but the password is omitted from the connection request. Connections that use TLS with
a client-orovided certificate are not affected.

Just/bin/shutter in Shutter through 0.93.1 allows user-assisted remote attackers to execute arbitrary commands via a crafted image

shutter-project - shutter § . 29/12/2016 CVE-2016-10081
name that during a "Run a olugin" action.
Untrusted search path vulnerability in the installer in VMware Workstation Pro 12.x before 12.5.0 and VMware Workstation Player

vmware - workstation_pro 29/12/2016 72 |cve-2016-7085
12.x before 12.5.0 on Windows allows local users to gain privileges via a Trojan horse DLLin an unspecified directory.

mware —workstation_pro The installer in VMware Workstation Pro 12.x before 12.5.0 and VMware Workstation Player 12.x before 12.5.0 on Windows allows R 72 |cvezotzoms
local users to gain privileges via a Troian file in the installation directorv. —
VMware vsphere Data Protection (VDP) 5.5.x though 6.1.x has an SSH private key with a publicly know! d, which makes it

rare —vsphere_data_protection are vSphere Data Protection (VDP) 5.5.x though 6.1.x has an SSH private key with a publicly known password, which makes - 100 |cvesoterese

e easier for remote attackers to obtain login access via an SSH session. bl —

mware — vrealize_operations VMware vRealize Operations (aka VROPps) 6.x before 6.4.0 allows remote authenticated users to gain privileges, or halt and remove /121206 80 |ovesote7ass
virtual machines. vectors. —
The drag-and-drop (aka DnD) function in VMware Workstation Pro 12.x before 12.5.2 and VMware Workstation Player 12.x before

vmware - fusion_pro 12.5.2 and VMware Fusion and Fusion Pro 8.x before 8.5.2 allows guest O users to execute arbitrary code on the host OS or causea | 29/12/2016 72 |CVE2016:7461
denial of memory access on o
The Suite REST APIin before 6.4.0 ll usersto

vmware -- vrealize_operations 29/12/2016 15 |cve20167a62
content toflesor rename e via acrafted DiskFlltern n 3 thatis
The sock_setsockopt function in net/core/sock.c in the Linux kernel before 3.5 mishandles negative values of sk_sndbuf and
sk_revbuf, which allows local users to denial of ption and possibly b

linux - linux_kernel - 28/12/2016 CVE-2012-6704

s linax ke o ging the CAP_NET_/ for a crafted setsockopt system call with the (1) SO_SNDBUF or (2) 2/ E—
SO_RCVBUF ootion
The blk_ra_map_user_iov function in block/blk-map.c in the Linux kernel before 4.8.14 does not properly restrict the type of terator,

finux —linux_kernel which allows local users to read or write to arbitrary kernel memory locations or cause a denial of service (use-after-free) by leveraging|  28/12/2016 12 |cvE2016.9576
access to a /dev/sg devi
The sock_setsockopt function in net/core/sock.céin the Linux kernel befomaS14mlshand\exneganveva\uesohk sndbuf and
K_rcvbuf, which allows local users t denial of d h) or possibly

linux - linux_kernel skrevbu, which allows locsl users o 28/12/2016 72 |cve-2016.9793

other impact by leveraging the CAP_NET_ADMIN capabilty or a crated stsockop system callwith memso SNDBUFFORCE or (2 =
SO RCVBUFFORCE ootion.

Race condition in the netlink_dump function in net/netlink/af_netlink.c in the Linux kernel before 4.6.3 allows local users to cause a
linux - linux_kernel denial of free) or possibly crafted application that makes sendmsg system calls, 28/12/2016 72 |cvE-20169806
leading to a free operation associated with a new dump that started arer than anticipated.

Avulnerability in the Docker Engine configuration of Cisco CloudCenter Orchestrator (CCO; formerly Cliar) could allow an

oo dloudeenter orchestrator remote attacker high privileges on the affected system. Affected Products: This - 00 |ovesowens
- Vulnerabilty affect all releases of Cisco CloudCenter Orchestrator (CCO) deployments where the Docker Engine TCP port 2375 s open e

on the svstem and bound to local add {any interface).
Directory traversal n /connectors/index.php in MODX Revolution before 2.5.2-pl allows remote attackers to perform local file

modx--modx_revolution inclusion/traversal/manipulation via a crafted id (aka dir) parameter, related to browser/directory/getlist. 24/12/206 Lo |QUE201610037

ot o revlution Directory traversal in /connectors/index.php in MODX Revolution before 2.5.2-pl allows remote attackers to perform local file S0 P -
inclusion)traversal/manipulation via a crafted dir parameter, related to browser/directory/remove. e
Directory traversal n /connectors/index.php in MODX Revolution before 2.5.2-pl allows remote attackers to perform local file

modx - mods_revolution v / /indercoho " P 20/12/2016 15 |cvE201610039

inclusion)traversal/manipulation via acrafted dir parameter, related to browser/directory/getfiles.

Through a malicious URL that contained a quote character it was possible to inject HTML code in KMail's plaintext viewer. Due to the
debian - debian_linux parser used on the URL it was not possible to include the equal sign (=) or a space into the injected HTML, which greatly reduces the 23/12/2016 75 |CVE-2016-7966
available HTML functionality. Although it is possible to include an HTML comment indicator to hide content.

KMail since version 5.3.0 used a QWebEngine based viewer that had JavaScript enabled. HTML Mail contents were not sanitized for

Kde - kmail 23/12/2016 75 |cve-2016-7968
Javascriot and included code was executed. e S —
array access in the xrow_header_decode function of Tarantool 1.7.2.0-g8692715. A
arantoo! - tarantoo! the function to the bounds of a g is used - Vea016.9037
arentooltarantoo! type of the specified key's value. This can lead to an out of bounds read within the context of the server. An attacker who exploits this I
y denial y on the server.
Semana 19/12/2016

bundler — bundler Bundler 1.x might allow remote attackers to inject arbitrary Ruby code into an application by leveraging a gem name colision on a [ I P
secondarv source. NOTE: this might overlap CVE-2013-0334, —
nkcrosoft edge Microsoft Ede allows remote atackers to execute arbitary code or cause a denial of service (memory corruption) viaa crafted web | 0 1o o1 76 |cvesotena
site. aka " Memorv Corruntion Vulnerabilitv." E—

The Graphics Component in the kernel-mode drivers in Microsoft Windows Vista SP2, Windows Server 2008 SP2 and R2 SP1, Windows
microsoft -- windows_server_2008 75P1, Windows 8.1, Windows Server 2012 Gold and R2, Windows RT 8.1, Windows 10 Gold, 1511, and 1607, and Windows Server 20/12/2016 12 |cvE20167259

to gain privileges fted application, aka "Win32k Elevation of Privilege Vulnerability."

The kernel-mode drivers in Microsoft Windows Vista SP2, Windows Server 2008 SP2 and R2 SP1, Windows 7 SP1, Windows 8.1,
microsoft - windows_server_2008 Windows Server 2012 Gold and R2, Windows RT 8.1, Windows 10 Gold, 1511, and 1607, and Windows Server 2016 allow local usersto | 20/12/2016 72 |CVE-2016-7260
gain privileges via a crafted application, aka "Win32k Elevation of Privilege Vulnerability."

Microsoft Excel for Mac 2011 and Excel 2016 for Mac allow remote attackers to execute arbitrary code or cause a denial of service

microsoft - excel_for_mac 20/12/2016 £-2016.72
- (memory corruption) via a crafted document, aka "Microsoft Office Memory Corruption Vulnerability." el 93 |QE0167263
Vista $P2, 2008 5P2 and R2 SP1, Windows 7 SP1, Windows 8.1,
:_server_2008 2012 Gold and R2, Windows RT 8.1, Windows 10 Gold, 1511, and 1607, and Windows Server 2016 allows remote 20/12/2016 93 |QvE2016:7272
attackers to execute v web site, aka "Wind hics Remote Code Execution Vulnerabilty.”
The Graphics component in Microsoft Windows 10 Gold, 1511, and 1607 and Windows Server 2016 allows remote attackers to
microsoft - windows_10 20/12/2016 CVE-2016-7273

execute y web site, aka "Wind Remote Code Execution Vulnerability.”

Uniscribe in Microsoft Windows Vista SP2, Windows Server 2008 SP2 and R2 SP1, Windows 7 SP1, Windows 8.1, Windows Server 2012
microsoft - windows_server_2008 Gold and R2, Windows RT 8.1, Windows 10 Gold, 1511, and 1607, and Windows Server 2016 allows remote attackers to execute 20/12/2016 93 |cvE-2016-7274
arbitrary code via a crafted web site, aka "Windows Uniscribe Remote Code Execution Vulnerability."

Microsoft Office 2010 SP2, 2013 SP1, 2013 RT SP1, and 2016 mishandles library loading, which allows local users to gain privileges viaa

microsoft  offee crafted aobiication. aka " OLE DL Side Loading Vulnerability." 2011272016 22 |ceoenn
cause a denialof service (memory corruption) via a crafted

microsoft office document, aka " Memory Corruption Vulnerabilty." remenycemeten 2011272016 R e

I e e ol [Pl R s

microsoft - nternet_explorer Microsoft e 113l cause a denialof v 20/12/2016 93 |cve20167283

corruption) via  crafte web site aka "nternet Exlorer Memory Corruption Vunerablty”

The scripting engines in Microsoft Edge allow remote attackers to execute arbitrary code or cause a denial of service (memory
microsoft - edge corruption) via a crafted web site, aka "Scripting Engine Memory Corruption Vulnerability," a different vulnerability than CVE-2016- 20/12/2016 16  |CvE-2016-7286
7288, CVE-2016-7296. and CVE-2016-7297.

The scripting engines in 11and allow remote attackers to execute arbitrary code or cause a

ft - ed
microsoft - edge denial of ot web site, aka "Scripting Engine Memary Corruption Vulnerabilty

20/12/2016

CVE-2016-7287

The scripting engines in Microsoft Edge allow remote attackers to execute arbitrary code or cause a denial of service (memory
microsoft - edge corruption) via a crafted web site, aka "Scripting Engine Memory Corruption Vulnerability," a different vulnerability than CVE-2016- 20/12/2016 76  |cvE-2016-7288
7286. CVE-2016-7296. and CVE-2016-7297.

Microsoft Publisher 2010 SP2 cause a denial of ¥ corrupti

microsoft - publisher
crafted document. aka " Memory Corruption Vulnerability."

20/12/2016 93 |cve-2016:7289

The Installer in Microsoft Windows Vista SP2, Windows Server 2008 SP2 and R2 SP1, Windows 7 SP1, Windows 8.1, Windows Server
microsoft - windows_server_2016 2012 Gold and R2, Windows RT 8.1, Windows 10 Gold, 1511, and 1607, and Windows Server 2016 mishandles library loading, which 20/12/2016 72 |CvE-2016-7292
llows local users to gain privileges fted appli ka "Windows Installer Elevation of Privilege Vulnerabilty."

The scripting engines in Microsoft Edge allow remote attackers to execute arbitrary code or cause a denial of service (memory
microsoft - edge corruption) via a crafted web site, aka "Scripting Engine Memory Corruption Vulnerability," a different vulnerabilty than CVE-2016- 20/12/2016 16 |cve-2016:7206
7286. CVE-2016-7288. and CVE-2016-7297.

The scripting engines in Microsoft Edge allow remote attackers t ite arbitrary code or denial of service (memory
microsoft - edge corruption) via a crafted web site, aka "Scripting Engine Memory Corruption Vulnerability," a different vulnerability than CVE-2016- 20/12/2016 76 |CvE-2016-7297
7286, CVE-2016-7288, and CVE-2016-7296.

Microsoft Office 2007573, Ofice 2010 572, Word Viewer, ffce for Mac 2011, and Office 201 or Mac allow remote attackers to
microsoft -- word_viewer execute ption) via a crafted document, aka "Microsoft Office Memory 20/12/2016 93 |cvE20167298
Cornuotion Vulnerabiy.”

dotcms - dotems SQLinjection vulnerabilty n the REST APl n dotCMS before 3.3.2 allows remote attackers to execute arbitrary SQL commands viathe | o/, 0. 25 o
stName parameter 1

backberry - Aremote shell the Enterprise of the Apache Karaf
command shellin GENS versons 215310 22.2.25 allows emote ataders o obtain ool adminitrator rghts on the GEMS sever | 16/12/2016 85 |CVE2016:3129

good_enterprise_mobility_server
via d on the Karaf command shell

canonica - ubunts i Anissue was discovered in Apport before 2.20.4. In apport/ui.py, Apport reads the CrashDB field and it then evaluates the field as 1611272018 03 |ove2016.9929
Python code i it begins with a'{". This allows Python code. R
An issue was discovered in Apport before 2.20.4. There s a path traversal issue in the Apport crash file "Package” and "SourcePackage”

canonical - ubuntu_linux fields. These fields are used to build a path files n the hooks/ directory. An | 16/12/2016 CVE-2016-9950
attacker can exploit this path traversal ython files from
Allversions of NVIDIA Windows GPU Display Driver contain the ) handler for

nvidia - gu_driver DxgDdiEscape where multiple pointers are used without checking for NULL, leading to denial of service or potential escalation of 16/12/2016 72 |CvE2016-8813
orivileges.
Allversions of NVIDIA Wi Display Driver contain inthe, ) handler for

nvidia - gou_driver ple px , leading to denal of service or potential escalation of 16/12/2016 72 |cvE20168814
orivileges
Allversions of NVIDIA Windows GPU Display Driver contain the ) handler for

nvidia - gou_driver DxgDdiEscape where a value passed from a user to the driver is used without validation as the index to an array, leading to denial of 16/12/2016 72 |CVE2016-8815
service or of orivileges.
Allversions of NVIDIA Wi Display the ) handler for

nvidia - gou_driver avale pased from user o thedrvr s as the indexto an array, leading to denial of | 16/12/2016 12 |CVE2016:8816
service or ion of orivileges
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Histérico de vulnerabilidades de Decembro do 2016

Allversions of NVIDIA Windows GPU Display Driver contain

the

) handler for

to elevated lities, which are not to 3 third-party appl Android ID: A-31385713.

nvidia - gou_driver DxgDdiEscape where a value passed from a user to the driveris used without validation as the size input to memcpy(), causing a buffer | 16/12/2016 12 |cvE20168817
rflow. leading to denial of service or of orivileges.
Allversions of NVIDIA Windows GPU Display contain a vulnerabilty in the kernel mode ayer (nviddmkm.sys) handler for DxgDdiEscape
nvidia - gu_driver where a pointer passed from a user to the driver i used without validation, leading to denial of service or potential escalation of 16/12/2016 72 |cve2o168818
orivileges.
Allversions of NVIDIA Windows GPU Display Driver contain the ) hander for
nvidia - gpu_driver ahandle returnedt to the user, leaing to possible denilof serice or escalation of 16/12/2016 CVE-2016-8819
orivileses
o gpu_driver Allversions of NVIDIA Windows GPU Display Driver contain rthe f - 22 |cvesoteasat
iproper acees controlsmay alowausr 0 3cessarrary physice memory lading 0 an escalton of privieges. e
Al versions of NVIDIA Windows GPU Display Driver contain the ) handler for
nvidia - gpu_driver DxgDiEscape ID OXGO000DE, 0x600000F, and 0x6000010 where a value passed from a user to the driver is used without validation as | 16/12/2016 72 |cve2oiessa
the index to an internal array, leading to denial o service or potential escalation of privileges.
" | Al versions of NVIDIA Windows GPU Display Driver contain the 016 2 e
noidia - gou_driver the size of an input buffer is not validated leading to a denial of service or possible escalation of privileges 2
Allversions of NVIDIA Windows GPU Display Driver contain a vulnerabilty in the kernel mode layer (nviddmkm.sys) handler for
nvidia - gu_driver roper llow a regular user to write a part of the registry intended for privileged users only, 16/12/2016 72 |cve2oessa
leading to escalation of privilezes
Al versions of NVIDIA Windows GPU Display Driver contain the ) handler for
kda ~ gpu_driver DxgDAiEscape where the size of an input buffer i not validated, leading to denial of service or potential escalation of privileges. 16/12/2016 2 |oEiesns
Lack of appropriate exception handing in some receivers of the Telecom application on Samsung Note devices with L(5.0/5.1), M(6.0),
samsung - samsung_mobile and N(7.0) software allows attackers to crash the system easily resulting in a possible DoS attack, or possibly gain privileges. The 16/12/2016 100 |cve2016.9065
Samsung 1D is SVE-2016-7119
Lack of appropriate exception handling in some receivers of the Telecom application on Samsung Note devices with L(5.0/5.1), M(6.0],
samsung - samsung_mobile and N(7.0) software allows attackers to crash the system easily resulting in a possible DoS attack, or possibly gain privileges. The 16/12/2016 100 |cvE2016-9966
Samsune IDis SVE-2016-7120.
Lack of appropriate exception handing in some receivers of the Telecom application on Samsung Note devices with L(5.0/5.1), M(6.0),
samsung - samsung_mobile and N(7.0) software allows attackers to crash the system easily resulting in a possible DoS attack, or possibly gain privileges. The 16/12/2016 100 |cve2016-997
Samsung 1D is SVE-2016-7121
y -300 PN CPUS all luding V3.2.12) and SIMATIC §7-400 PN CPUS (V6 and V7) could
siemens - simatic_s7-300_cpu_firmware ¢ y ! ) 16/12/2016 78 |cvE-2016:9158
o cause a Denal of packets to port 80/TCP.
icolor - icolor m § 92018+
technicolor CSRF vulnerability on Technicolor TC dpc3941T (formerly Cisco dpc39417) devices with firmware dpc3941-P20-18-v303r20421733 — o |cvesoterase
finity_gateway_router_dpc3941t_firmware | 160413a-CMCST allows an attacker to change the Wi-Fi password, open the remote management interface, or reset the router. 2 |cEens
Semana 12/12/2016
Lack of appropriate exception handling in some receivers of the Telecom application on Samsung Note devices with L(5.0/5.1), M(6.0),
samsung - samsung_moblle and N(7.0) software allows attackers to crash the system easiy resulting in a possible Do attack, or possibly gain privileges. The 16/12/2016 100 |cvE20169965
Samsune 1D is SVE-2016-711
Lack of appropriate exception handing in some receivers of the Telecom application on Samsung Note devices with L(5.0/5.1), M(6.0),
samsung - samsung_mobile and N(7.0) software allows attackers to crash the system easily resulting in a possible DoS attack, or possibly gain privileges. The 16/12/2016 100 |cvE2016-9966
Samsune ID is SVE-2016-7120.
Lack of appropriate exception handiing in some receivers of the Telecom application on Samsung Note devices with L(5.0/5.1), M(6.0),
samsung - samsung_moblle and N(7.0) software allows attackers to crash the system easiy resulting in a possible Do attack, or possibly gain privileges. The 16/12/2016 100 |cvE2016-9967
Samsune 1D is SVE-2016-7121
adobe - dng_converter roohe e 7 and earlier have y corrup! couldiead| 151212016 100 |cve20167856
[ ‘Adobe Animate versions 15.2.1.95 and earlier have an exploitable o e | o016 100 |cvezorasss
to arbitrary code execution. —
Adobe Flash Player versions 23.0.0.207 and earlier, 11.2.202.644 and earlier have an exploitable buffer overflow / underflow
adobe — flash_player Vulnerability in the RegExp class related to bookmarking in searches. Successful exploitation could lead to arbitrary code execution. 1o/12/206 100 | QUE2016:7867
sdobe —floh._plaver Adobe Flash Player versions 23.0.0.207 and earler, 11.2.202.644 and earlier have an exploitable buffer overflow / underflow - 100 |oveaoteess
Vulnerabilty in the RegExp class related it Id lead to I
(Adobe Flash Player versions 23.0.0.207 and earler, 11.2.202.644 and earlier have an exploitable buffer overflow / underflow
adobe - flash_player Vulnerability in the RegExp class related to backtrack search functionali lead 15/12/2016 100 |cvE2016.7869
execution
sdobe —floh._plaver Adobe Flash Player versions 23.0.0.207 and earler, 11.2.202.644 and earlier have an exploitable buffer overflow / underflow - PP —
y in the RegExp class for Successful exploitation could lead to arbitrary code execution. CUEZOIEIST0
jobe Flash Player versions and carle, 43 and earlier h corr
adobe - flash_player Adobe Flash Play 73.0.0.207and earlier, 11.2.202 P v 15/12/2016 100 |cve20167871
the Worker ci lead to
sdobe —floh._plaver Adobe Flash Player versions 23.0.0.207 and earler, 11.2.202.644 and earlier have an exploitable use after free vulnerabiliy in the - 100 |oveaoiensn
MovieClp class related to objects at multiple presentation levels. Successful exploitation could lead to arbitrary code execution. CUEZOIEIET2
Adobe Flash Player versions 23.0.0.207 and earlier, 11.2.202.644 and earlir h corrupt y
adobe — flash_player the PSDK class related to ad policy functionality could lead 1o/12/206 100 | QE0167873
b floh._plaver Adobe Flash Player versions 23.0.0.207 and earler, 11.2.202.644 and earlier have an exploitable memory corruption vulnerability in - 100 |oveootezsn
the NetConnection class when handiing the proxy types. Successful exploitation could lead to arbitrary code execution. CLEZOIEIETL
jobe Flash Player versions and carler, 44 and earlier inthe
adobe - flash_player Adobe Flash Play 73.0.0.207and earier, 11.2.202 # " 15/12/2016 100 |cve20167875
BitmaoData class could lead to arbitrary code execution.
sdobeflah._plaver Adobe Flash Player versions 23.0.0.207 and earler, 11.2.202.644 and earlier have an exploitable memory corruption vulnerability in - PP —
the Clipboard class related to data handling could lead B
Adobe Flash Player versions 23.0.0.207 and earlier, 11.2.202.644 and earlir h yin the
adobe - flash_player o Message o) P o 15/12/2016 100 |cve2016.7877
e — aeh player Adobe Flash Player versions 23.0.0.207 and earler, 11.2.202.644 and earlier have an exploitable use after free vulnerability in the - 100 |cvezoirss
PSDK's MediaPlaver ck could lead to arbitrary code execution. —
Adobe Flash Player versions 23.0.0.207 and earlier, 11.2.202.644 and earlir h yin the
adobe — flash_player NetConnection class when handling an attached script object. Successful exploitation could lead to arbitrary code execution. 1o/12/2016 100 | QUE2016787
sdobeflah._plaver Adobe Flash Player versions 23.0.0.207 and earler, 11.2.202.644 and earlier have an exploitable use after free vulnerability when - 100 |oveaotzase
setting the length property of an array object. could lead to I
Adobe Flash Player versions 23.0.0.207 and earlier, 11.2.202.644 and earlir h yin the
adobe - flash_player Noviecin chsewhen - s 15/12/2016 100 |cvE20167881
dobe — ndesn Adobe InDesgh verion L1.4.1 and earer, Adobe InDesign Sever 1100 and earer have anexploftabl mermorycoruption - 100 |cvezoresss
I could lead to arbitrary code execution. —
oot player ‘Adobe Flash Player versions 23.0.0.207 and earlier, 11.2.202. have security byp: - 75 |oveomzem
of the same origin policy. —
e — aeh player Adobe Flash Player versions 23.0.0.207 and earler, 11.2.202.644 and earlier have an exploitable use after free vulnerabiliy in the - 100 |cvezorassz
TextField class lead arv code execution —
MagpieRSS, as used in the front-end component in Nagios Core before 4.2.2 might allow remote attackers to read or write to arbitrary
nagios - nagios fles by spoofing a crafted response from the Nagios RSS feed server. NOTE: this vulnerability exists because of an incomplete fix for | 15/12/2016 15
CVE-2008-4796.
base/logging.c in Nagios Core before 4.2.4 allows local users with access to an account in the nagios group to gain root privileges viaa
nagios - nagios 15/12/2016 22 £-2016-
® € symlink attack on the log file. NOTE: this can be leveraged by remote attackers using CVE-2016-9565, /2 12 |CUE20160560
(An exploitable integer overflow exists in the Joyent SmartOS 20161110T013148Z Hyprlofs file system. The vulnerabilty i present in
eyent - smartos the with YPRLOFS_ADD. dealing with natvefe systems. An atacker can craftan nput | 0 12 |oveoars
that can cause a kernel panic and potentiall be leveraged into a ull privilege escalation vulnerabilty. This vulnerability is distinct from L2013
CVE-2016-9031.
mailewn_proiect — malcwn Mailcwp remote file upload vulnerabilty incomplete fix v1.100 14/12/2016 75 |CVE-2016-1000156
edhat —enterprise o server XRegion in TgerVNC allows remote VN servers tocause a denial of service (NULL pinter dereference] by everaging falure o check | 01/ 25 |oveaoesn
amalloc return val issue to CVE-2014-6052 e ——
[ Heap-based buffer overflow in the NArchive::NHfs::CHandler:-ExtractZibFile method n 72ip before 16,00 and p7zip allows remote - 03 |cvezorezim
attackers to execute arbitrary code viaa crafted HFS+ image. —
me - BMC BladeLogic Server n (BSA) befor te attackers to b d
bme MC BladeLogic Server Automation (BSA) bfore 8.7 Patch 3 allows remo ersto " e | s 0164320
bladelogic_server_automation_console | arbitrary files or possibly have unspecified other impact by leveraging a logic flaw" in the authentication process. E—
o hybrd media service A vulnerabily n the instalation procedure of the Csco Hybrid Media Service could allow an authenticated, localatacker to elevate | 1 0. e0teea
orivileges to the root level. More Information: CSCvb81344. Known Affected Releases: 1.0. —
Cisco Mobilty Ci allow an local attacker to install and
cisco - anyconnect_secure_mobilty_client | execute an y file with tothe account. More 13/12/2016 72 |ove2ote10
CSCyb68043. Known Affected Releases: 4.3(2039) 4.3(748). Known Fixed Releases: 4.3(4019) 4.4(225).
Cisco [0S XR allow Tocal attacker t0 108 In to the device with the privileges of the
cisco ~ ios_xr 13/12/2016 72 |cve20169215
- root user. More Information: CSCva38434. Known Affected Releases: 6.1.1 BASE /121 £
redorapraject —fedors The (1) XvQueryAdaptors and (2) XvQueryEncodings functions in X.org Xy before 1011 allow remote X servers to trgger out-of- - I .
bounds memorv via vectors involvine in received data. R et
function ibX11 1 - privileg o
recorapraject —fedors The XGetlmage function in X.org lIbX11 before 1.6.4 mig Xservers to gain setpe | 1o 75 |cvesoteren
and seometry, which triggers out-of-bounds read operations —
redorapraject —fedors The XListFonts function n X.org 15XL1 before 1.4 ight allow remote X servers o gan privleges via vectors invohing length fieds, | 10 25 |ove2016.79a3
which trgeer out-of-bounds write operations Rl et
0 low, iibXiin n32 rms might allow rem: " in privileges via a length value of
recorapraject —fedors nteger overflow in X.org ibXfies before 5.0.3on 32-bi platforms might allow remote X servers to gan privilges viaalength value of [ 10 75 |cvesoterom
INT_MAX, which trigeers the client svnc —
redorapraject —fedors Multiple integer overflows in X.org lioXrandr before 1.5.1 allow remote X servers to trgger out-of-bounds write operations viaa - P
crafted resoonse. —
fedoraproject - fedora X.org libXrandr before 15.1 al te X by leveraging reply data. | 13/12/2016 75 |cve2ot679a8
) a i
et overflows n the (: @ functions in 9.10allow - I
remote X servers to trigger out-of-bounds write operations via fields —
rQueryFilters function in X.org fore 0.9.10 allows rem; " -of- i n
recorapraject —fedors The XRenderQueryFilters function n X.org iXrender before 0.9.10 allows remote X servers to trigger out.of bounds write operations | .- 75 |cvezoreasso
via vectors name lengths. —
redorapraject —fedors Multpl integer overflows in X.org IbXit before 1.23 allow remote X srvers to trgger out-of-bounds memory access operations by | 1.1 o 25 |ove2016.7951
leverasing the lack of k I3 |QE20167951
fedoraproject - fedora Buffer underflow in X.org IbXVMC before 1.0.10 allows remote X servers to have unspecified impact via an empty string. 13/12/2016 75 |cve2ot67953
A remote code execution vulnerabilty in libstagefright in Mediaserver in Android 7.0 before 2016-11-01 could enable an attacker using
google - android aspecially crafted file to cause memory corruption during media file and data processing. This issue i rated as Critical due to the 13/12/2016 CVE2016-6699
possibity of remote code execution within the context of the Mediaserver process. Android ID: A-31373622.
An elevation of privilege vulnerability in libstagefright in Mediaserver in Android 7.0 before 2016-11-01 could enable a local malicious
google - android application to excutearbiary cod i e contetof  rvleged proces Thissue s et 3 High because t coul b s o | 13/12/2016 93 |cve-2016:6706
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