Histérico de vulnerabilidades de Setembro do 2016
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i Aternity 9 and ear v Toading of Java M i
R The web server in Aternty 9 and earlir does not o Tva MBS, Which | oo e s |caose
Java code by resitering MBeans 23 |ceanieson
P Network Automation Software 9.1, 9.2, 10.0x before 10.00.02.01, and 10.1x before 10.11.00.01 allows remote attackers to

hp = network_automation Java object, related “ommons Collections (ACC) library. 29/09/2016 = ez dzss
uffercnnamed n SCBIND 9 beors 55573, 510 bfore 910173, and 511 befor .10 does ot properyconstuct

isc—bind e ; e oL propey cones 28/09/2016 18 |cvez0162776

Integer overflow in the gdimageWebpCtx function in gd_webp.c in the GD Graphics Library (aka libgd) through 2.2.3, as used in
libgd -- libgd PHP through 7.0.11, allows overflow) or pe 28/09/2016 CVE-2016-7568
imoact via erated o and imagedestrov calls
The server in Red Hat. Ne k (JON), when SsL configured for JON server / agent
redhat — jboss_operations_network l ki acrafted HTTP request, related to message deserialization. 27/09/2016 20 -2016-
9 fan incomplete fx for CVE-2016-373;
o unspecmed function in SAP TREX 7.10 R 3.l ds v unknown
sap - trex Security Note 2203591, 27/09/2016 100 2016
Use-after- in Adobe DigitalEditions before 4.5.2.l i

adobe - digital_editions ot salaenb o ot 2016t 26/09/2016 100 2016.

e o irtas delvery agent Citrix Linux ‘Agent (aka VDA, iy 1 oot privieses | e 0o 2
H Mailbefore 2.6.0301.0060 al i Genialof service Viaa crafted

huawei - anyoffice_securea 26/09/2016 71 2016

v - PP comoressed email attachment. /01 —
The video driver in Huawel Mate S smartphones with software CRR-TLOO before CRR-TLO0CO18362, CRR-ULZ0 before CRR-
UL20C00B362, CRR-CLOO before CRR-CLOOC928362, and CRR-CL20 before CRR-CL20C928362; P8 smartphones with software GRA-

huawei -- honor6_firmware \-TLOOCO18366, 008366, GRA-UL 10C00B366, and GRA-CLOO before |  26/09/2016 71 CVE-2016-8279

(GRA-CLOOC528366; and Honor 6 and Honor 69
2 crafted apoliation
"The parse_string function in cjson.c inthe cISON Tbrary mishandles UTF8/16 strins, which allows remote attackers o cause a

iperf_project — iperf denial of service (crash) or execute arbitrary code via a non-hex character in a JSON string, which triggers a heap-based buffer 26/09/2016 75 |cve-20164303
overfiow.

Muliple memory leaks in £1_ib.c in OpenSL before 1.0.1u, 1.0.2 before 1.0, and 1.1.0 before 1.1.0a allow remote attackers to

openssl —openss! e e " [ g e 26/09/2016 18 |cve2o166304
statem/statem_dtl.c inthe DILS implementation in OpensSL 1.1.0 before 1.1.03 allocates memary befare checking for an

openss| - openssl , which might allow 26/09/2016 71 |cve-2016-6308

openssl - openss! s!alem/s!alem cin OpenSSl 1.1.0a does not consider memory-block movement after a realloc call, which allows remote 26/09/2016 100 CVE-2016:6309

LS session. 00 |VE2EE0
OpenStack Murano before 1.0.3 (liberty) and 2.x before 2.0.1 (mitaka), Murano-dashboard before 1.0.3 (liberty) and 2.x before
2.0.1 (mitaka), and python-muranoclient before 0.7.3 (liberty) and 0.8.x before 0.8.5 (mitaka) improperly use loaders inherited
openstack — mitaka-murano from yaml.Loader when parsing MuranoPL and UI files, which allows remote attackers to create arbitrary Python objects and 26/03/2016 s UE2016-4972
extended YAML tags in
owerdns - authoritative_server PowerDNS (aka pdns) Authoritative Server before 4.0.1 allows. cause a denial of
powerd: thoritative. exhaustion and secondarv DNS server crash) via a laree (1) AXER or (2) IXFR resnonse. 26/05/2016 bR
[ ibxmi2 in Apple [0S before 10, 05 X before 10.12, 0S before 10,
pple - apple_t cause a denial of via  crafted XML de t 25/05/2016 e et
The Apache HTTP Server in Apple OS X before 10.12 and 05 X Server before 5.2 follows RFC 3875 section 4.1.18 and therefore
R does notprotec appicatons from the presence of untrusted CGl lien daa nthe HTTP_PROXY environment variabe, which | o o0 0 25 |ceaoteasss
o8 might allow remote attackers to redirect an application’s outbound HTTP trafic o an arbitrary proy server via a crafted Proxy e
header n an HTTP request, aka an “httpoxy” isue, arelated issue to CVE-2016-5387.
o in Apple 05 X before 10.12 alk Cause a denal

apple ~mac_os x o, P fow 25/09/2016 V201669

apple - mac_os_x :s:“:‘ :?iz‘:;:vun in Apple OS X before 10.12 allows attackers to execute arbitrary code in a privileged context or cause a 25/09/2016 93 CVE-2016.4697

[ AppeMobieFliterty i ApleOSbefore 10 5 X efre 1012 mishales rocesseilement and Team 10 valesinthe | o 0 |cveaotessss

- task port code in a privieged context via a crafted app. i

P AoeUU n Aple 05X before 1012 sllowsaaders o execite 0y cole 3 pAeged contet o catse el o eroyaone [ P

P ApLCin Agle 05 ofors 0.1 s atackers o et iy e pnvllngnd Context or cause a denial of eroyaone e

apple ~ apple_tv Audloin Rope 05 before 10,05 X before 10,12, 05 before 10 fore 25/09/2016 | 100 |cve20164702

luetooth in Apple 05 X before 10.12 al Cause a denal o

apple ~mac_os x Suetocth n Apple 05 X before 10,12 llows o denialof 25/09/2016 93 |cvez0164703
WindowServer in Apple 05 X before 10.12 allows local users to obtain oo Teverage 2

apple —mac_0s.x different vulnerabilitv than CVE-2016-4710. 25/09/2016 = e
WindowServer in Apple S X before 10.12 allows local users to obtain oo Teverage 2

apple —mac_0s.x different vulnerabilitv than CVE-2016-4709. 25/09/2016 = et
CoreCopion Aple 03 beor 1,0 X befre 10,12 08 Beor 10, tchOS beor 3 lws ks o vt

apple ~apple_tv e APl O eere e § rackers to execur 25/09/2016 93 |cvezotearnz

2o0le —mac o3 x diskutilin in Aoole 05 X before 10.12 allows local sers to eain ori 2510072016 72 |ovesoiearis

sople e onx It Graphics Drver i gple 05 Xbfrs 10.12slhows tckr st o i prvieg et o cvee T eoteans
oRcclerstorFami i Apl 0Sbefore 10nd 05 X efre 10,12 sllows tacers 1o eecute arbicar ode 1  prieged

apple — iphone_os context or service (NULL pointer dereference) via a crafted ano. 25/05/2016 23 CLE2016-4702

[ 10Acceleratorfamily in Aple [0S before 10,05 X before 10,12, t0S before 10, and watchOS before 3 allows atackers o execute [ o 03 |cvesosars

cause a denial of » a crafted app. SR
‘Apple 05 X before 10.12 al Causes

apple -~ mac_os_x ol of semice PP 25/09/2016 93 |cve20164727
WebKit in Apple (05 before 104l Cause a denial of service

apple — safarl Imemorv corruption) via a crafted web site CVE-2016-4731. 25/09/2016 e
WebKit in Apple 105 before 10, Safar before 10, and tvOS before 10 allows remote attackers to execute arbitrary code ar cause a

apple — safari denialof service a 3 ¥ than CVE-2016-4611, CVE-2016-4733, CVE- | 25/09/2016 93 |cvezot6a730

0164734, and CVE-2016:4
Webkitin Apple 105 before 104l Cause a denal of service

apple — safari {memorv corruption) via a crafted web_ CVE-2016-4729. 25/09/2016 23 i
WebKit in Apple 105 before 10, Safar before 10, and tvOS before 10 allows remote attackers to execute arbitrary code ar cause a

apple — safari denialof service a 3 ¥ than CVE-2016-4611, CVE-2016-4730, CVE- | 25/09/2016 93 |cvezot6azss

0164734, and CVE-2016:4
WebKit in Apple 105 before 10, Safar before 10, and tvOS before 10 allows remote aftackers to execute arbitrary code ar cause a
apple — safari denialof service a 3 ¥ than CVE-2016-4611, CVE-2016-4730, CVE- | 25/09/2016 93 |cvezot6azsa
0164733, and CVE-2016:4
WebKit in Apple 105 before 10, Safar before 10, and tvOS before 10 allows remote aftackers to execute arbitrary code or cause a
apple — safari denialof service a 3 ¥ than CVE-2016-4611, CVE-2016-4730, CVE- | 25/09/2016 93 |cvezot6azss
0164733, and CVE-2016-4734.
ibarchive in Apple 05 X before 10.12 allows remote attackers to cause a denial of service (memory corruption) or posibly have

apple - mac_os x el Kl 10 2 s remete sdkers (memory corruption) or possbly 25/09/2016 93 |cve2oie4rss
WSS i Aple 05 befre 0, Sfr befre 10, DS beore 104 WaGHOS belre 3o e ks o erecute

apple — safari e B ' e e e attackers o execut 25/09/2016 93 |cve20164737
ol in Apple 03 beor 30,05 X befre 10,12, 0103 beore 10,and wtchOS beore 3o e Hackers o exeute

apple — apple_tv ftin Appl e o N m“m e e att A . 25/09/2016 93 |cve20164738
s2c Ie 105 before 10 and 05X before 10.12 alk ¥ code n 2 privieged context or

apple — iphone._os denial of senice privieged context 25/09/2016 QvE20164750
‘Apple 105 before 10, 05 X before 10.12, tvOS before 10, and watchOS before 3 mishandle signed disk images, which allows

apple - apple_tv. PPl N -t N e 00, o ges 25/09/2016 CVE-2016-4753
“The kernelin Apple 05 X before 10.12, tvOS before 10, and watchOS before 3 allowslocal users to gain privieges or cause 3

apple ~apple_tv ee » . & togain privies 25/09/2016 12 |cve20164775
denial of sevice specified vectors

e kernel n Apple 105 before efore 10,12, 05 before 3 allows atacks b
sople—appletv The kernel in Apple [0S before 10, 05 X before 1012, tvOS before 10, 25/08/2016 P e p—
- cause a denial of pointer ) app. o

Th kernelin Agple 0 before 1,05 X bfor 1012005 before 10 3 fersto ry

apple — apple_tv cause a denial of service (memorv corruption) via a crafted app. 25/05/2016 23 2016008

e - imaging_suite e ieoded password or the sosccount 20/092016 | 100 |cve20166532

st ome server Unguoted Windowssearch pathwinerabilty i Moxa ACve OPC Server befoe 2.4.19 allows ocaluser o an pifegesviaa | oo P
** DISPUTED ** Open Dental 16.1 and earler has  hardcoded MySQL root password, which allows remote attackers to obtain

dministrative intranet TCP port 3306, NOTE: the vendor disputes this isue, sating that the
‘vulnerability note ... is factually false ... there s indeed a default blank password, but it can be changed ... We recommend that | 2+/°%/2016 e
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I of service (crashl or large decode array. =

The web-based GUI in Cisco Cloud Services latform (CSP) 2100 2. henticated

cisco - coud_servies_platform_2100 | e #*® ows remote st 22/09/2016 20 20166373
Cisco Cloud Services Platform (CSP) 2100 i ki acrafted

cisco - doud_servies_platform_2100 | 25¢° Cloud services it 22/09/2016 5 20166374
o ronPot Aync0S 5.1.2.023, 5.1.0.026, 5.1 7056, 37 206,57 704,57 205% 1000 28, s 1000125 om Emal

sco - email_security_appliance security Aplance (5K devices, when Enolimen Clent before 102,065 nstalle,allows emoe atackerstoobtanroot | 220572016 | 100 |cveante
access via a connection to a bug D

. e o e e o T s ety Tov e - 2 |ceaos
he auest 0 via crafted 12 |ceaviesas
Buter overlow nthe Avhenticato, Authorizationand Accauring (AA) module i Huswel USG210,USG2200,USGS100and
huawei - usg2100_firmware software before henticated RADIU: 22/09/2016 71 |cvezoiesesy
e by
The BIOS for Lenovo ThinkCentre E93, M6500t/s, M6600, M6600g, M6600t/s, M73p, M800, M83, M8500t/s, M8600t/s, M900,

Crovo s W93, and M93P devices; ThinkServer RQSAO, S140, 5140, 5240, 540, and T5540 devices;and ThinkStaton €32,P300,and | /o e |eanese
P310 devices might allow local users or physiclly p mechanism by 12 |CUE20165247
leveraging an AMItest kev.

mozilla - firefox inthe in Mozila 22/09/2016 CVE-2016-5256
of service (memory corruption and application (rnsh] or possibly execute arbitrary code via unknown vectors. —
Wlpleurspeciled winerabiies 1 e browser cnine i Woala Firfos beore 5.0 and Frelox 5 4.1 before 454 alow

motilla - firefox remote atackersto cause a denial o 22/09/2016 15 |cvezotes

unknown vectors.
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https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-6532
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-5793&vector=(AV:L/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-5793
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-6531&vector=(AV:N/AC:L/Au:N/C:P/I:P/A:P)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-6531
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-6525&vector=(AV:N/AC:L/Au:N/C:P/I:P/A:P)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-6525
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-6373&vector=(AV:N/AC:L/Au:S/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-6373
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-6374&vector=(AV:N/AC:L/Au:N/C:P/I:P/A:P)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-6374
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-6406&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-6406
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-6414&vector=(AV:L/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-6414
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-6669&vector=(AV:N/AC:H/Au:S/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-6669
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-5247&vector=(AV:L/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-5247
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-5256&vector=(AV:N/AC:L/Au:N/C:P/I:P/A:P)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-5256
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-5257&vector=(AV:N/AC:L/Au:N/C:P/I:P/A:P)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-5257

Histérico de vulnerabilidades de Setembro do 2016

different vulnerability than CVE-2016-4275, CVE-2016-4276, CVE-2016-4280, CVE-2016-4281, CVE-2016-4282, CVE-2016-4283,

CVE-2016-4284. CVE-2016-4285. CVE-2016-6922. and CVE-2016-6924.

Descriotion Published  CVSS ScoreSource & Patch Info
overflow in the in
mocilla - firefox I denial of write) or possibly 2/09/2018 15 |cue20165270
ified pact via during
Use-after | Tunction in Mozila Firefox ESR
mozilla —firefox 45.x before 45.4 allows remote attackers to execute arbitary code by leveraging improper interaction between restyling and the | 22/08/2016 75 |cve20165274
Use-afterf in the mozillaal function in Mozila 0
mozilla —firefox and Firfox ESR 45.x bafore 454 s remot sttakers 0 execute abiary codeor cause  denialof ervie heap mermory 22/09/2016 15 |cve20165276
corruotion) via an
Use-after- in the Tunction in Mozila Firefox ESR 45.x before 45,4
mozilla~ firefox i cause a denial of sging improper | 22/09/2016 cvE2016-5277
interaction between d the Web del
function in
mozila —firefox before 49.0 and Firefox ESR 45.x before 45.4 allows code via 22/09/2016 5 |CuEaesD
the class in Mocilla d 4allows
mozilla~ firefox e . 2/09/2016 15 |cvezot65081
wickStart Clou: u T hich allows local v
redhat - quickstart_cloud _installer fed Hat Quickstart Soud Instaler (A1) usee users o | gy /0912016 72 |cve20166322
d for by reading the fle. Rl
o application plugins in Apache CXF Fediz 1.2.x before 1.2.3 and 1.3.x before 1.3.1 do not match SAML AudienceRestriction
apache - od_fediz values against configured audience URIs, which might allow d have 21/09/2016 CvE-2016-4464
with
u 7 uffer function in i i
S project - lex Heap-ased bufer overflow nthe y_ge_next_buffer functon i lex before 6. might llow conextdependent atackers 1 | o0 g 75 |cueoreems
ortmet —fortr Forinet ForuWon frmerhy Ascen. ) before £.2.5allows emote suthenticated sers withoces (0 the ook P 90 |ovesoteasss
with root to diagnosis control.oho. il
Torgery (CS/ in Huawei Ws331a Ws3310-10
huawei - ws331a_router_firmware allow h of a (1) restore factory 21/09/2016 71 |cve20166158
settings or (2) reboot the device via unspecified vectors.
5 in 321 allows remote attackers to cause a denial of service (application
libarchive — libarchive crash) or execute arbitrary code via vectors related i gan , which triggera | 21/09/2016 s
buffer overflow.
after-free vulnerabill i unction i T T
apenipes - openipes Use-after-ree vulnerabilty in the op] j2k_wite_mco function n j2k.¢ 1n OpenIPEG before 2.1.1 allows remote attackers o ave | o0 s |cvezors
unsoecified imoact via unknown vectors. R i
s 7 verwi
e Xen 453, 4,6.3,and 4.7.x allow local HVM guest ovenwrite hyp auenty ganhost | e =
instruction ulat 2
e cosein flows local 21/09/2016 72 |cve2016
renen (host crash) and an invalid guest frame number. 2
iy Sir iy sehi i u [ n unts, whi
denteply srom e dicom Dentsply Sirona (formerly Schick) CDR Dicom 5 and earlier has default passwords for the sa and cdr accounts, which allows Jy— 00 |cvesoteesa0
remote attackers to obtain bulesanna aouides o e e
wamar r Virtual Editi i ¥ C
e v server Amar st Store (A05) and Avamar Vil Efion (AV) i € 7.3.0-233 allow local Jy— 72 |cueoreosos
The SMB service in EMC VNXe, VNX1 File OF before 7.1.80.3, and VNX2 File O before 8.1.9.155 does not prevent duplicate.
emc - vnx1_oe_firmware NTLM challenge-response nonces, which makes it easie for remote attackers to execute arbitrary code, or read or write to files, | 20/09/2016 75 |cve20160017
viaa series. Jated issue to CVE-2010.0231
e avamar server (ADS) and (AVE) in EMC. 7.3.0-233 allow local
- a crafted parameter is available in the sudo configuration. 2000912016 12 |ceaoeom0
1o londrmner HPE Performance Center before 12.50 and LoadRunner before 12.50 allow remote attackers to cause a denial of service via J— 90 |cvesosasss
unsoecified vectors. 20 |eoleasm
Oracle MySQL through 5.5.52, 5.6.x through 5.6.33, and 5.7.x through 5.7.15; MariaD8 before 5.5.51, 10.0.x before 10.0.27, and
it mariads 10.Lxbefore 10.1.17; and Percana Server before 5.5.51-38.1,5.6.xbefore 5.6.32-78.0, and 5.7.xbefore 5.7.14-7 allow localusers | o0 1 100 |cvesosses
to create arbitrary configurations and bypass certain protection mechanisms by setting general_log_file to a my.cnf e
be leveraged setting malloc_lib
otool in Apple Xcode before 8 allows local users to gain privileges or cause a denial of service (memory corruption and
apple —xcode s o vt vt 18/09/2016 12 |cve20164708
otool in Apple Xcode before 8 allows local users to gain privileges or cause a denialof service (memory corruption and
apple ~xcode toolin Ape R (memary corrupt 18/09/2016 CvE20164705
‘AVer Information EHG108H+ devices with firmware X9.03.24.00.071 hich all »
aver - ehGaosh: firmwere obtain root access by leveragine knowledee of the TELNET session. 1810912016 100 |oveamesss
ver— ehei08he. frmware The /setup URI on AVer Information EH6108H+ devices with firmware X9.03.24.00,071 allows remote attackers to bypass Lejooa016 00 |cvesotsssss
- intended page- modiy passwords by ahandie p I
Cisco 26all 1 of service (CPU peatedly accessing
cisco - webex_meetings_server - e v e s 18/09/2016 18 |cvezot6aass
UCS Manager and UC: Cisco Unified C (UCS) through 3.0(24) allow local users to
cisco - unified_computing_system o e 1D cacumatan 18/09/2016 12 |cve2o166400
ematomaton Buffer overflow in Rockwell Automation Lite, RSLogix Micro Developer,  RsLogix
welatoma 500 Standard Eition, and dition al acraftedRSs | 15/09/2016 93 |cvezot6ssia
rslogix_500_professional_edition e 22
Yokogawa STARDOM FCN/FC) controller RL01 through Rd.O1 does not require authentication for Logic Designer connections,
Vokogawa - stardom_fen/fcj which allows remote attackers to reconfigure the device or cause a denial of service via a (1) stop application program, (2) change | ~ 18/09/2016 75 |cve20164860
value. or (3) modify apolication command
cisco - webex_meetings_server Cisco 2l v injecting 17/09/2016 93 |cve2016-1482
- - D 3130 i e
Stack-based buffer overflow in in in International C (1CU) through
cuproject 57.1forC) denial of pplication crash) or p unspeciied other impact | 17/09/2016 75 |cvezoteras
international_components_for_unicode e
x PHP before 5.6.26 Taiures, which al e
php - php. I of service possibly pact via an that referencesa | 17/09/2016 75 |cvezot67a11
oartiallv constructed obiect.
Use-after- stack_destroy in PHP before 5.6.26 and 7.x before 7.0.11
php —php. service or possibly have unspecified pact via a wddxPacket XML document | 17/09/2016 15 |cve20167413
that lacks an end-tag for a recordset field element, lead X
The ZIP signature-verification feature in PHP before 5.6.26 and 7.x before 7.0.11 does not ensure that the uncompressed_filesize
php —php. field is large enough, which allows possibly have | 17/09/2016 15 |cvez0167414
unspecified other impact via a crafted PHAR archive, related to ext/phar/util.c and ext/phar/zp.c.
xt/spl/sp|_array.c in PHP before 5.6.26 and 7.x before 7.0.11 proceeds with SplArray garetum
php - php value and data type, which allows remote attackers service or possibly imp: 17/09/2016 75 |cve2o167417
Piotl cloud Foundy (P Elsis ontime bfors 1534 nd L1xbfor 1.1 places 1631540/36 1 the sl open
pivotal - cloud_foundry_elastic_runtime  which might alo restrictions by 17/09/2016 75 |cve20160896
Lo the 160154 169754 st
Piotl cloud Foundy () Ops Marage befoo 1617 ard L.7belors L7 hen vCla or Vphre s s, ous vk
pivotal - operations_manager ot et e hae anaeciiod R 17/09/2016 15 |cvezo160807
in Q loud Foundry (PCF) 1.6.x before 1.6.4 logs command lines of faled
pivotal - rabbitmq commands, which might allow by reading the log data, as 17/09/2016 78 |cve20160029
by f
Adobe Readler and Acrobat before 11.0.17, Acrobat and Acrobat Reader DC Classic before 15.006.30198, and Acrobat and Acrobat
Readler DC Continuous before 15.017.20050 on Windows and 05 X allow attackers to execute arbitrary code or cause a denial of
CVE-2016-4191, CVE-2016-4192, CVE-2016-
adobe - acrobat 4193, CVE-2016.4194, CVE 20164195, CVE 2016-4156, CVE-2016-4197, CVE 20164198, CVE 2016-4195, CVE.2016.4200, CVE 16/09/2016 100 |cve20166937
2016-4201, CVE-2016-4202, CVE-2016-4203, CVE-2016-4204, CVE-2016-4205, CVE-2016-4206, CVE-2016-4207, CVE-2016-4208,
(CVE-2016-4211, CVE-2016-4212, CVE-2016-4213, CVE-2016-4214, CVE-2016-4250, CVE-2016-4251, CVE-2016-4252, CVE-2016-
4254, CVE-2016-4265, CVE-2016-4266, CVE-2016-4267, CVE-2016-4268, CVE-2016-4269, and CVE-2016-4270.
Useafterfee winerabiltyn Adobe Readerand Acrot before 110.17, Acrbat and Acroat Reader D Cassic before
adobe -~ acrobat 15.006.30198, and Acrob: before 15.017.20050 on Windows and OS X allows attackersto | 16/09/2016 100 |cvez0i66938
execu vulnerability than CVE-2016-4255,
Multple SQL injection vulnerabilties in the FAQ package 2.x before 2.3.6, 4. before 4.0.5, and S.x before 5.0.5 in Open Ticket
otrs ~faq B s o o 16/09/2016 90 |cvezot6see3
Semana 12/09/2016
Primary Vendor - Product Descriotion CVsS Score _Source & Patch Info
before 4. Code or cause 3 denial of service (memory corruption]
adobe ~digital_editions via unspecified vectors, a different vulnerability than CVE-2016-4257, CVE-2016-4258, CVE-2016-4259, CVE-2016-4260, CVE-2016- |  16/09/2016 100 |cvez0i64256
4261, nd CVE-2016-4262.
‘Adobe Digital Editions before 4. ode or cause a denial of service (memory corruption]
adobe ~digtal_editions via unspecified vectors, a different vulnerability than CVE-2016-4256, CVE-2016-4258, CVE-2016-4259, CVE-2016-4260, CVE-2016- |  16/09/2016 100 |cvezoi64257
4261, nd CVE-2016-4262.
‘Adobe Digital Editions before 4. code or cause a denial of service (memory corruption]
adobe - digtal_editions via unspecified vectors, a different vulnerability than CVE-2016-4256, CVE-2016-4257, CVE-2016-4259, CVE-2016-4260, CVE-2016- |  16/09/2016 100 |cve20164258
dobe Digital Editions before 4 or cause a denial of service (memory corruption)
adobe - digtal_editions via unspecified vectors, a different vulnerability than CVE-2016-4256, CVE-2016-4257, CVE-2016-4258, CVE-2016-4260, CVE-2016- |  16/09/2016 100 |cve20164259
dobe Digital Editions before 4 or cause a denial of service (memory corruption)
adobe - digtal_editions via unspecified vectors, a different vulnerability than CVE-2016-4256, CVE-2016-4257, CVE-2016-4258, CVE-2016-4259, CVE-2016- |  16/09/2016 100 |cve20164260
dobe Digital Editions before 4 or cause a denial of service (memory corruption)
adobe - digtal_editions via unspecified vectors, a different vulnerability than CVE-2016-4256, CVE-2016-4257, CVE-2016-4258, CVE-2016-4259, CVE-2016- |  16/09/2016 100 |cve20164261
dobe Digital Editions before 4 or cause a denial of service (memory corruption)
adobe - digtal_editions via unspecified vectors, a different vulnerability than CVE-2016-4256, CVE-2016-4257, CVE-2016-4258, CVE-2016-4259, CVE-2016- |  16/09/2016 100 |cve20164262
Use-after-free vulnerabilty in Adobe Digital 5.2al
adobe - digial_editions e v © 16/09/2016 100 |cve20164263
The BN_ print.c in OpenSsL before 1.1,0 does not properly results, which
openss| — openss| i service possibly have unspecified 16/09/2016 cve2016-218
other imoact via unknown vectors
Integer overflow in the MDC2_Update function Cin OpensSL before 1.1 ”
openss| — openss| of service application crash) or p unspecified 16/09/2016 75 |cve20166303
vectors,
Use-after-free vulnerability in Adobe Flash Player before 18.0.0.375 and 19.x through 23.x before 23.0.0.162 on Windows and 05
Xand before 11.2.202.635 on Linux allows attackers to execute arbitrary code via unspecified vectors, a different vulnerability
flash_pl 14/09/201 g
adobe - flash.player than CVE-2016-4279, CVE-2016-6521, CVE-2016-6923, CVE-2016-6925, CVE-2016-6926, CVE-2016-6927, CVE-2016-6929, CvE-2016|  “4/%9/2016 00 |CvE20164272
6930, CVE-2016:6931. and CVE-2016-6932.
‘Adobe Flash Player before 18.0.0.375 and 19.x through 23.x before 23.0.0.162 on Windows and 05 X and before 11.2.202.635 on
I ke e
adobe - flash_player 14/09/2016 100 |cve2016427a
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https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-5270&vector=(AV:N/AC:L/Au:N/C:P/I:P/A:P)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-5270
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-5274&vector=(AV:N/AC:L/Au:N/C:P/I:P/A:P)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-5274
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-5276&vector=(AV:N/AC:L/Au:N/C:P/I:P/A:P)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-5276
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-5277&vector=(AV:N/AC:L/Au:N/C:P/I:P/A:P)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-5277
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-5280&vector=(AV:N/AC:L/Au:N/C:P/I:P/A:P)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-5280
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-5281&vector=(AV:N/AC:L/Au:N/C:P/I:P/A:P)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-5281
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-6322&vector=(AV:L/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-6322
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-4464&vector=(AV:N/AC:L/Au:N/C:P/I:P/A:P)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-4464
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-6354&vector=(AV:N/AC:L/Au:N/C:P/I:P/A:P)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-6354
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-4965&vector=(AV:N/AC:L/Au:S/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-4965
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-6158&vector=(AV:N/AC:H/Au:N/C:N/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-6158
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-6250&vector=(AV:N/AC:L/Au:N/C:P/I:P/A:P)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-6250
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-8871&vector=(AV:N/AC:L/Au:N/C:P/I:P/A:P)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-8871
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-7093&vector=(AV:L/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-7093
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-7154&vector=(AV:L/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-7154
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-6530&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-6530
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-0905&vector=(AV:L/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-0905
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-0917&vector=(AV:N/AC:L/Au:N/C:P/I:P/A:P)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-0917
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-0920&vector=(AV:L/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-0920
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-4384&vector=(AV:N/AC:L/Au:N/C:P/I:P/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-4384
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-6662&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-6662
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-4704&vector=(AV:L/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-4704
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-4705&vector=(AV:L/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-4705
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-6535&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-6535
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-6536&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-6536
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-1483&vector=(AV:N/AC:L/Au:N/C:N/I:N/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-1483
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-6402&vector=(AV:L/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-6402
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-5814&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-5814
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-4860&vector=(AV:N/AC:L/Au:N/C:P/I:P/A:P)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-4860
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-1482&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-1482
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-7415&vector=(AV:N/AC:L/Au:N/C:P/I:P/A:P)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-7415
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-7411&vector=(AV:N/AC:L/Au:N/C:P/I:P/A:P)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-7411
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-7413&vector=(AV:N/AC:L/Au:N/C:P/I:P/A:P)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-7413
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-7414&vector=(AV:N/AC:L/Au:N/C:P/I:P/A:P)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-7414
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-7417&vector=(AV:N/AC:L/Au:N/C:P/I:P/A:P)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-7417
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-0896&vector=(AV:N/AC:L/Au:N/C:P/I:P/A:P)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-0896
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-0897&vector=(AV:N/AC:L/Au:N/C:P/I:P/A:P)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-0897
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-0929&vector=(AV:N/AC:L/Au:N/C:C/I:N/A:N)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-0929
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-6937&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-6937
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-6938&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-6938
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-5843&vector=(AV:N/AC:L/Au:N/C:C/I:P/A:P)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-5843
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-4256&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-4256
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-4257&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-4257
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-4258&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-4258
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-4259&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-4259
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-4260&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-4260
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-4261&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-4261
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-4262&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-4262
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-4263&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-4263
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-2182&vector=(AV:N/AC:L/Au:N/C:P/I:P/A:P)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-2182
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-6303&vector=(AV:N/AC:L/Au:N/C:P/I:P/A:P)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-6303
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-4272&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-4272
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-4274&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-4274

Histérico de vulnerabilidades de Setembro do 2016

Description

Cvss Score

Source & Patch Info.

adobe - flash_player

Adob Fas layer before 16.0.0.375 and 19 through 23 before 3,00.162an Windows and 0 X and befor 112202635 on

a-«erem vulnerab-lnv b CVE-2016-4276, CVE 364276, CVE 20064280, CVE 20164281, CVE 2006428, CVE-2016.4765,
CVE-2016-4284. CVE-2016-4285. CVE-2016-6922. and CVE-2016-¢

14/09/2016

CVE2016.4275

adobe - flash_player

dobe Fas layr before 16.0.0.75 and 19 through 23 before 3,00.162an Windows and 05 X and before 112202635 on

dlﬂerenlvulnerablluv i CVE-2016-4274, CVE-2016-4275, CVE-2016-4260,CVE-2016+ 1281, CVE-2016-4282, CVE-2016-4283,

14/09/2016

CVE2016.4276

adobe - flash_player

Useafterfee vnerabilty n Adobe Flash P\ayer before 18.0.0.375 and 19.x through 23.x before 23.0.0.162 on Windows and 05
Xand before 11.2.202.635 on I unspecified t vulnerability
{han CVE-2016-4272, CVE-2016-6521, CVE 20156923, CVE 2016-6925, CVE 2016.6326, CVE-2015-6927, CVE-2016-692, CVE 2016
6930, CVE-2016-6931. and CVE-2016-¢

14/09/2016

CVE2016.4279

adobe - flash_player

dobe Flsh Player before 16,0375 and 19 through 23, before 23.0.0.162 on Windowsand O5 X and before 112.202635 on

dlﬂerenlvulnerablluv than CVE-T016-4176, CVE 364275, CVE 20064276, CVE 20164281, CVE2006.428, CVE-2016-4383,
CVE-2016-4284. CVE-2016-4285. CVE-2016-6922. and CVE-2016-¢

14/09/2016

CVE-2016-4280

adobe - flash_player

dobe Flsh Player before 16,0375 and 19 through 23.x before 23.0.0.162 on Windowsand O5 X and before 112.202635 on

dlﬂerenlvulnerablluv i CVE-2016-4274, CVE-2016-4275, CVE-2016-4276, CVE-2016+ 1280, CVE-2016-4282, CVE-2016-4283,

14/09/2016

CVE-2016-4281

adobe - flash_player

dobe Fissh waver before 18.0.0.375 and 19.x lhrough 23.x before 23.0.0.162 on Windows and 05 X and before 11.2.202.635 on

dlﬂerenlvulnerablluv than CVET016-4176, CVE 364275, CVE 20064276, CVE 20164280, CVE- 20064281, CVE-2016.4383,

E-2016-4284, CVE-2016-4285. CVE-2016-6922. and CVE-2016:

14/09/2016

CVE-2016.4282

adobe - flash_player

dobe Flsh Player before 16,0375 and 19 through 23.x before 23.0.0.162 on Windowsand O5 X and before 112.202635 on

dlﬂerenlvulnerablluv than CVE-2016-4176, CVE 364205, CVE 20064276, CVE 20164280, CVE- 20064281, CVE-2016.4382,
CVE-2016-4284. CVE-2016-4285. CVE-2016-6922. and CVE-2016-¢

14/09/2016

CVE-2016-4283

adobe - flash_player

dobe Flsh Player before 16,0375 and 19 through 23.x before 23.0.0.162 on Windowsand O5 X and before 112.202635 on

dlﬂerenlvulnerablluv i CVE-2016-4274, CVE-2016-4275, CVE-2016-4276, CE-2016+ 1280, CVE-2016-4281, CVE-2016-4282,

14/09/2016

CVE-2016-4284

adobe - flash_player

dobe Fissh waver before 18.0.0.375 and 19.x lhrough 23.x before 23.0.0.162 on Windows and 05 X and before 11.2.202.635 on
different vulnerab-lnv than CVE-2016-4176, CVE JU64205, CVE 20064276, CVE 20164280, CVE- 20064381, CVE-2016.4382,

6-4283, CVE-2016-4284. CVE-2016-6922. and CVE-2016:

14/09/2016

CVE-2016.4285

adobe - flash_player

Iteger overlow nAdobe lsh Plaer befre 1800375 and 19xthrough 23 efre 23

162 on Windows and 05 X and

14/09/2016

CVE2016-4287

adobe - flash_player

Use-after-free vulnerablhw InAdobe Fssh Playr before 16.00375 and 19.x through 23 before 3.0.0.162an Windows and 05
Xand before 11.2.202.635 on I unspecified t vulnerability
{han CVE-2016-4272, CVE-2016-4279, CVE 2016.6923, CVE 2016-6925, CVE 2016.6326, CVE-2015-6927, CVE-2016-6929, CVE 2016
6930, CVE-2016-6931. and CVE-2016-¢

14/09/2016

CVE-2016-6921

adobe - flash_player

dobe lsh Player before 16,0375 and 19 through 23, before 23.0.0.162 on Windowsand O5 X and before 112.202635 on

dlﬂerenlvulnerablluv than CVE-2016-4176, CVE 364205, CVE 20064276, CVE 20164280, CVE- 20064381, CVE-2016-4382,
E-2016-4283, CVE-2016-4284. CVE-2016-4285. and CVE-2016-

14/09/2016

V20166922

adobe - flash_player

Use-after-free vulnerability in Adobe Flash Player before 18.0.0.375 and 19.x through 23.x before 23.0.0.162 on Windows and 05
Xand before 11.2.202.635 on L unspecified
than CVE-2016-4272, VE- 20164275 cvz 2016-6921, CVE-2016-6925, CVE-2016-6926, CVE-2016-6927, CVE-2016-6929, CVE-2016|
6930, CVE-2016- d CVE-2016-693;

14/09/2016

CVE-2016-6923

adobe - flash_player

Adobe Fissh P\ayer before 18.0.0.375 and ‘19X through Z3.x efore 73.0.162 on Windows and 05 X and before 11.2.202.635 on
different vulnerahvlvlvthan VE 20164274, CVES016.427, CUE 20064276, VE 20164750, CVE 20164280, VE.2016.4282
(CVE-2016-4283. CVE-2016-4284. CVE-2016-4285. and CVE-2016-6922.

14/09/2016

CVE-2016-6924

adobe - flash_player

Use-after-free vulnerahvlvlv InAdobe Fash Plaer before 16.00.375 and 19.x hrough 23 before 3.0.0.162an Windows and 05
Xand before 11.2.202.635 on L unspecifies

i CVE-T0L6-437, CVE 20164179, CVE 20066521, (CVE-2016-6923, CVE-2016-6926, cv(—zmsrsan, CVE-2016-6929, CVE-2016
6930, CVE-2016-6931, and

14/09/2016

CVE-2016-6925

adobe - flash_player

Use-after-free vulnerability in Adobe Flash Player before 18.0.0.375 and 19.x through 23.x before 23.0.0.162 on Windows and 05
Xand before 11.2.202.635 on L unspecified
than CVE-2016-4272, VE- 20164275 cvz 2016-6921, CVE-2016-6923, CVE-2016-6925, CVE-2016-6927, CVE-2016-6929, CVE-2016|
6930, CVE-2016- d CVE-2016-693;

14/09/2016

CVE-2016-6926

adobe - flash_player

Use-after-free vulnerahvlvlv i Adobe F\ash Player before 18.0.0.375 and 19.x mreugh BN heme 230016200 Windows and 05
Xand before 11.2.202.635 o
i CVE-S016-4372, V20164275, CVE 20166531, CVE 2016 6923, CVE-2016-4 eazs cvz zms 6926, CVE-2016-6929, CVE-2016
6930, CVE-2016-6931. and CVE-2016-6932.

14/09/2016

CVE-2016-6527

adobe - flash_player

Useatefre winerabity i Adobe Flash Player befre 1600375 and 19.x (rough 23 befre 23,0162 on Windows nd 05
Xand before 11.2.202.635 on L unspecified

than CVE-2016-4272, CVE-2016-4279, CVE-2016-6921, CVE-2016-6923, CVE-2016-6925, cv(rzmsrsazs, CVE-2016-6927, CVE-2016
6930, CVE-2016-6931. and CVE-2016-6932.

14/09/2016

CVE-2016-6929

adobe - flash_player

Use-after-free vulnerability in Adobe Flash Player before 18.0.0.375 and 19.x through 23.x before 23.0.0.162 on Windows and 05
Xand before 11.2.202.635 on L unspecified
than CVE-2016-4272, VE- 20164275 cvz 2016-6921, CVE-2016-6923, CVE-2016-6925, CVE-2016-6926, CVE-2016-6927, CVE-2016|
6929, CVE-2016-¢ d CVE-2016-693;

14/09/2016

CVE-2016-6930

adobe - flash_player

Useateree wineraily I Adobe F\ash Player before 18.0.0.375 and 19.x mreugh BN heme 230016200 Windows and 05
Xand before 11.2.202.635 o
i CVE-S016-4372, V20164275, CVE 20166531, CVE 2016 6923, CVE-2016-4 eazs cvz zms 6926, CVE-2016-6927, CVE-2016
6929, CVE-2016-6930. and CVE-2016-6932.

14/09/2016

CVE-2016-6931

adobe - flash_player

Useatefre winerabity i Adobe Flash Player befre 1600375 and 19x (rough 23 befre 23,0162 on Windows nd 05
Xand before 11.2.202.635 on L unspecifes

than CVE-2016-4272, CVE-2016-4279, CVE-2016-6921, CVE-2016-6923, CVE-2016-6925, cv(rzmsrsazs, CVE-2016-6927, CVE-2016
6929, CVE-2016-6930. and CVE-2016-6931.

14/09/2016

CVE-2016-6932

microsoft — edge

Microsoft Edge alk acrafted
web ste,aka Microsoft dge Memory Corruption Vulnerabiity,"a different vlnerabilty than CVE. 2016 3330,

14/09/2016

CVE2016-3294

microsoft — edge

Microsoft Edge alk acrafted
web ste,aka Microsoft dge Memory Corruption Vulnerabiity,"a different vlnerabilty than CVE. 2016 3294,

14/09/2016

CVE2016:3330

microsoft -- windows_10

The SMBV server in Microsoft Windows Vista SP2, Windows Server 2008 P2 and R2 SP1, Windows 7 SP1, Windows 8.1,
Windows Server 2012 Gold and R2, Windows RT 8.1, and Windows 10 Gold, 1511, and 1607 allows remote attackers to execute
packets, aka h d Remote Code Execution Vulnerability.”

14/09/2016

CVE-2016-3345

microsoft ~ windows_10

Microsoft Windows 10 Gold, 1511, and 1607 does not properly enforce permissions, which allows local users to obtain
Administrator access via a crafted DLL, aka "Windows Permissions Enforcement Elevation of Privilege Vulnerability."

14/09/2016

CVE2016-3346

The kernel-mode drivers in Microsoft Windows Vista SP2, Windows Server 2008 SP2 and R2 SP1, Windows 7 SP1, Windows 8.1,

2012 Gold and 82, Windows T 8.1 and Windows 10 Gold, 1511, and 1607 low local usrs 0 gan priveges via
“Win32k Elevation of Privilese Vulnerability."

14/09/2016

CVE2016-3348

microsoft ~ windows_10

The kernel-mode drivers in Microsoft Windows 8.1, Windows Server 2012 Gold and R2, Windows RT 8.1, and Windows 10 Gold
and 1511 allow local users to gain privileges via a crafted application, aka "Win32k Elevation of Privilege Vulnerability.”

14/09/2016

CVE2016-3349

microsoft ~ edge

The Chaks Microsoft Edge all cause 3 denial of service
(memory corruption) via a crafted web site, aka "Scripting Engine Memory Corruption Vulnerability,” a different vulnerability
than CVE-2016-3377.

14/09/2016

CVE2016-3350

microsoft ~ windows_10

The Graphics Device Interface (GDI) in Microsoft Windows Vista SP2, Windows Server 2008 P2 and R2 SP1, Windows 7 SPL,
Windows .1, Windows Server 2012 Goldand R2 Windows 1 8.1, nd Windows 0 Gl 1511, 3nd 1607 llows ol users 0
lication. aka "GDI Elevation of Privilege Vulnerabilit.”

14/09/2016

CVE2016-3355

microsoft -- windows_10

The Graphics Device \n\erfzce 6D1)in Microsoft Windows 10 1607 llows remote attackers t execute abirary code viaa
ote Code Execution Vulnerability.”

14/09/2016

CVE-2016-3356

microsoft - office

Microsoft Office 2007 sva Ofﬂce 2010 5P2, Office 2013 SP1, Office 2013 RT SP1, Office 2016, Word for Mac 2011, Word 2016 for
Mac, Word Viewer, Word Automation Services on SharePoint Server 2010 P2, SharePoint Server 2013 SP1, Excel Automation
e n SharePant Srver 201351, Word AutamationSevices o SharePoit Server 2013 S, Office Web Apps 01052,
Office 13 5P1 allow document, aka "Microsoft
Memory Corruotion Vulnerability.

14/09/2016

CVE-2016-3357

microsoft — excel

Microsoft Excel 2007 5P3, Excel 2010 SP2, Excel 2013 SP1, Excel 2013 RT SP1, Excel 2016, Excel 2016 for Mac, Office Compatibilty
Pack 5P3, Excel Viewer, Excel 2007 5P3, 2010572, Excel

2013 5P1, and allow bitrary code
ka " tion Vulnerability."

14/09/2016

CVE2016-3358

microsoft — excel

icrosftbce 2007 573 Excel 201072, Ofce CompatityPack 573, nd xce Viewer sllow remote stackers o enecute
arbitrary code via a crafted d . tion Vulnerability."

14/09/2016

CVE2016-3359

microsoft - office_compatibilty_pack

Microsoft PowerPoint 2007 SP3, PowerPoint 2010 SP2, PowerPoint 2013 SP1, PowerPoint 2013 RT SP1, PowerPoint 2016 for Mac,
Office 2 2 2013 5P1, Office Web Apps 2010 P2, and Office Web Apps
Server 2013 5P1 allow arbitrary d 1, ak Memory
Corruption Vulnerability.”

14/09/2016

CVE2016-3360

microsoft — excel

Microsoft Excel 2010 5P2 all bitrary code ka "Microsoft Office
Memory Corruption Vulnerability."

14/09/2016

CVE2016-3361

microsoft — excel

Microsoft Excel 2007 SP3, Excel 2010 SP2, Excel 2013 SP1, Excel 2013 RT $P1, Excel 2016, Office Compatibility Pack SP3, Excel
| on 2007 5P3, 2010572, Excel

afted
document, aka “Microsoft Office Memory Corruption Vulnerability," a different vulnerability than CVE-2016-3365

14/09/2016

CVE2016-3362

microsoft - excel

Wicrosft Ece 2007 573 Excl 2010 S, Excel 2013 P, Excl 2013 TSP, el 2016, O CompatbityPack 3, and xcel
icrosoft Office Memory Corrupti

Vulnerability. a different vulnerability than CVE-2016-3381.

14/09/2016

CVE2016-3363

microsoft - visio

Microsoft Visio 201 document, aka ' Memory
Corruotion Vulnerabiit

14/03/2016

CVE-2016-3364

microsoft - excel

Microsoft Excel 2007 $P3, Excel 2010 $P2, Excel 2013 SP1, Excel 2013 RT $P1, Excel 2016, Office Compatibility Pack SP3, Excel
Viewer, Excel Services on SharePoint Server 2007 SP3, Excel 10592, Excel

on SharePoint Server 2013 571, and Office Online
document, aka "Microsoft Office Memory Corruption Vulnerabilty," 3 different vulnerability than CVE-2016-3362.

14/03/2016

CVE2016-3365

microsoft - silverlight

StringBuilder 5 before 5.1.50709.0 d string-append
operations, which a k , aka "Microsoft
Corruption Vulnerabilt

14/03/2016

CVE-2016-3367

microsoft ~ windows_10

Microsoft Windows Vista $P2, Windows Server 2008 SP2 and R2 SP1, Windows 7 SP1, Windows 8.1, Windows Server 2012 Gold
and R2, Windows RT 8.1, and Windows 10 Gold, 1511, and 1607 allow remote authenticated users to execute arbitrary code by
leveraging a request, aka " ode Execution Vulnerabilty.

14/09/2016

CVE2016-3368

microsoft ~ windows_10

Microsoft Windows 10 Gold and 1511 al 2 . 3ka "Windows Denial
of service Vulnerabilty.”

14/09/2016

CVE2016-3369

microsoft  internet_explorer

The OLE Automati h d engine in Microsoft 8 11, Windows Vista SP2,
Windows Server 2008 SP2 and R2 SP1, Windows 7 SP1, Windows 8.1, Windows Server 2012 Gold and R2, Windows R 8.1, and
Windows 10 Gold, 1511, and 1607 allow remote attackers to execute arbitrary code or cause a denial of service (memory.
corruption) via a crafted web site, aka "Scripting Engine Memory Corruption Vulnerability."

14/09/2016

CVE2016.3375

microsoft ~ edge

The Chak: Microsoft Edge all cause 3 denial of service
(memory corruption) via a crafted web site, aka "Scripting Engine Memory Corruption Vulnerabilty,” a different vulnerability

than CVE-2016-3350.

14/09/2016

CVE2016.3377
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https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-4284
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-4285&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-4285
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-4287&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-4287
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-6921&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-6921
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-6922&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-6922
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-6923&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-6923
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-6924&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-6924
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-6925&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-6925
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-6926&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-6926
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-6927&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-6927
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-6929&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-6929
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-6930&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-6930
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-6931&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-6931
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-6932&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-6932
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-3294&vector=(AV:N/AC:H/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-3294
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-3330&vector=(AV:N/AC:H/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-3330
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-3345&vector=(AV:N/AC:L/Au:S/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-3345
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-3346&vector=(AV:L/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-3346
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-3348&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-3348
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-3349&vector=(AV:L/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-3349
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-3350&vector=(AV:N/AC:H/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-3350
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-3355&vector=(AV:L/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-3355
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-3356&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-3356
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-3357&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-3357
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-3358&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-3358
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-3359&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-3359
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-3360&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-3360
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-3361&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-3361
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-3362&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-3362
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-3363&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-3363
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-3364&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-3364
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-3365&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-3365
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-3367&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-3367
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-3368&vector=(AV:N/AC:L/Au:S/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-3368
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-3369&vector=(AV:N/AC:L/Au:N/C:N/I:N/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-3369
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-3375&vector=(AV:N/AC:H/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-3375
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-3377&vector=(AV:N/AC:H/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-3377

Histérico de vulnerabilidades de Setembro do 2016

string inacurl escae call,

Descriotion VS ScoreSource & Patch Info
Mosf e 2007 73 Ece 2010572, xcel 013 5L X 201 1571, xce 201, ffceCompat bty ok 57, nd e
microsoft - excel Viewer a icrosoft Office Memory Corruption 14/09/2016 93 |cve20163381
Vinersilty.a dieren wnrabiits tha CVE 0163365
cisc Cisco AC Control 533 and AC Control n
ace_application_control_engine_module_|3.3 allow ke denial of 1) 5L or (2) LS packets, aka Bug 1D 12/09/2016 78 |cve20166399
a1 csoub16317.
The HITP framework on Cisco SPA300, SPAS00, i 2 service (device
cisco - spa300_series_ip_phane_firmware | 0 T8 B e e e e 1 Cotunanass 11/09/2016 78 |cvezot61a69
e overon restart.cin driver in Android before 2016-09-05 on
google ~android Nexu to gain privileges fted appl 11/09/2016 CVE-2016:3858
et e 2567825 e o tery en Catontans
in Android before [0 privieges
google ~ android e e na 6h deves alows 11/09/2016 93 |cvezoie3ese
Libutils in Android 4.x b , 5.0, before 5.0.2, 5.Lx before 5.1.1, 6.x before 2016.09-01, and 7.0 before 2016-09-01
google - android b e , which allow 11/09/2016 93 |cvezote3ser
cause a denial of buffer overflow) via  crafted fle, aka internal bug 29250543,
in droid 4.x b , 5.0.xbefore 5.02,5.1x before 5.1.1 016-09-
google — android 01 does use in libjhead_jni, which all b 11/09/2016 03 |cvezoi63se
code or cause a denial of P a crafted media file aka nternal bug 29270469.
The Qulcom raionerace ayr I AN before 2016 .05 on Nexus 5 Nexus 5, Newus & Nexus 6, and Anroid One
google ~android privieges bug 28823714 and 11/09/2016 CVE-2016:3860
bug CRO1311
2 w i
[ T B oL e ) A0 beore 201609050 ek a3 deicesalos asler 10830 166 a3 oo 03 |cueooresmes
I The Qualcomm sound driver in Android before Nexus 5%, 6, and privileges via a
google - android e et o ong op deve: 11/09/2016 93 |cvezoi63866
wal i 7 09 w jices all vileges vi
[ The Qualcomm IPA driver in Androld before 2016-09-05 on Nexus SX and 6P devices allows attackers to gain privieges viaa = 03 |cueoreseer
droid internal bus 2891 —
wal 0 09 w ices all vieges v
[ T Quslcomm power e i Aol before Z016-0-05n s X F deces alowsaaers 1 PEEES 122|310 03 |cuesoresees
TheBroadcom Wi diern Andrad before 2016035 n Nerus ,Nexus 6 Nexus 6 Nexus 3 Nexs Plyer, and Pl
google ~android privieges fted appl bug 29009982 and 11/09/2016 CVE-2016:3869
Lcop In lbstagefright ‘Android &x before 4.4.4,5.0.xbefore 5.0.2,5.1x before
google ~android 5.1 6 befoe 016,091, and 7.0 before 20160301 does ot 11/09/2016 93 |cve20163870
orivieges via a crafte
in ‘Android &.x before 4.4.4,5.0.x
google ~android before 5.0.2,5.1.x efore 5.1.1, 6.x before 2016-09-01, and 7.0 before 2016-09-01 allow attackers to gain privieges viaa crafted | 11/08/2016 93 |cvezoi63871
lication. aka internal bug 20422022
Buffer overflow In codecs/on2/dec/SoftVPX.cpp In bstagefright in mediaserver in Android 4.x before 4.4.4,5.0.x before 5.0.2,
google ~android 5.1 before 511 6xbeore 2016090, 7.0 before 01509011 Kers o gain p 11/09/2016 CVE2016387
aka internal bus
e Nenlatmaon Ao o TS5 8 o e 7 a crafted application,
google - android [ 11/09/2016 93 |cvezotesers
coRE/HDn/sr:/w\an hdd_wext.c in the Qualcomm Wi-i driver in Android before 2016-09-05 on Nexus 5X devices does not
google — android hall Kers to gain privileges that sends a 11/09/2016 03 |cvezotessra
W, UNIT_TEST_CMD command, aka Android nternal bug 29944562 and Qualcomm nternal bug CRO97757.
in > 2016.09-01 d force the DISALLOW_SAFE_BOOT setting,
google ~android hich al kers to bypass intended safe mode via unspecified vectors, | 11/09/2016 72 |cvez0t63875
akainternal bue 26251884,
roviders/sttngs/SeingsProu e ova i ANGrold6.xbfore 016 0301 and 7.0 before 20160501 alows physialy proxmate
google ~android - B00T to safe mode via the Android Debug Bridge | 11/09/2016 12 |cve2016:387
{ad0) ool aka internal b
coodle —android Unsoecified vulnerability in Android before 2016-09-01 b and attack vectors. 11/09/2016 100 | cve20163877
decoder/ih264d_api.c in mediaserver in Android 6.x before 2016-09-01 mishandles the case of decoding zero MBs, which allows
google - android remote attackers to cause a denial of boot) file, aka internal bug 294930 1092016 1 |ceesn
arm-wt-22K/lib_src/eas_mdls.c in mediaserver in Android 4.x before 4.4, 5.0.x before 5.0.2, 5.Lx before 5.1.1, and 6.x before
google ~android 20160901 allows sevice (NULL p ,and reboot] viaa 11/09/2016 71 |cvez0t63879
aka internal bug 29770686,
flows in ‘Android &x before 4.4.4,5.0.x
google ~android beore 502,51 xbefoe .1, 6. before 20160501, and 7.0 before 2016.0901allo remote awtacers o o il f 11/09/2016 CVE-2016:3880
service (device hang or reboot) via a crafted media ile. ok
The decoder_peek_si_internalfunction in vp/vpS_dx_iface.cin liovpx n mediaserver in Android 4.x before 4.4.4, 5.0.x before
google - android 5.02,5.1Lx before 5.1.1, 6.x before 2016.09-01, and 7.0 before 2016-09-01 allows remote attackers to cause a denial of service | 11/08/2016 71 |cvezote3ss
(buffer over-read, and device hang or reboot) via  crafted media file, aka internal bug 30013856
ebuggerd/debuggerd.cop in Debuagerd In Android 5.0.x before 5.0.2, 5. Lx before 5.1.1, 6.x before 2016-09-01, and 7.0 before
google ~android 20160901 between PTRACE_ATTACH d thread exits, which gain 11/09/2016 93 |cvezoi63sss
orivileges via 3 crafted application. ska internal bug 29555636
systemui/statusbar/phone/QuickStatusBarHeader ava in the System Ul Tuner in Android 7.0 before 2016-09-01 does not
google ~android prevent tuner changes on the ockscreen, which allows physically 11/09/2016 72 |cvezot63sse
aka internal bug 3010743
Andiad before 201-09-01and 7.0 before 201605.01 llows hyacl prosmte tackers o bypas he Factony eset
google ~ android mechanism by I tle from ) the help feature, or (3) the 11/09/2016 CVE-2016:3889
ka internal bug 20192
The Java Debug. in adb/socet droid & xbefore 4.4.4,5.0.xbefore 502, 51x
google ~android before 5.1.1,and 6.x before 2016-09-01 , which privileges via a crafted | 11/08/2016 16 |cve20163890
lication. aka internal b
OMXCodec.cpp in libstagefright in droid 4x before 4.4.4,5.0.x before 5.0.2, 5.1x before 5.1.1, 6.x before 2016-
google ~android 05-01, and 7.0 before 2016-09-01 does pointer, which a senvice | 11/09/2016 71 |cvez0163899
device hang or reboot) via acrafted media file.aka internal bug 29421811
sooglechrome Multiple unspecified vulnerabiltes in Google Chrome before 53.0,2785.89 on Windows and 05 X and before 53.0.2785.92 on = 75 |cuesoresier
Linux allow attackers denial of service or possiblv have other imoact via unknown vectors. /Ezeas
ext/standard/var_unserializer.c in PHP before 5.6.25 and 7.x before 7.0.10 mishandies certain invald objects, which allows
php - php remote attackers to cause a denial of service or possibly 11/09/2016 CvE2016:7124
I 12) masic method call
The magetrueclotoaete o 1 x/g.c P Beore 625 -l 1010 Gos 1o propery it he
php - php number of colors, I of service (select ¢ 11/09/2016 15 |cve20167126
write) 0act via a large value in the third argument
The maeammacrec unctonin exVgd/< 0 P befre 5.2 7. elore 7010 oes ot propely vl gamma
php - php values, which all ' b 11/09/2016 75 |cvezot67127
imoact by d
Thephp_dds_process_ta rcton I xwdk(uci n PHP befor 625 3nd 7 befre 7,00 allows reate atacers t
php - php I of service fault) or possibly pact v annvald 50 601t b, 55 11/09/2016 75 |cvezo167120
by 2 wddx_ in a wddxPacket XL d
ext/curl/interface.c in PHP 7.x before 7.0.10 does not work overflow, which all »
php - php cause a denal of service (allocation error and heap-based buffer overflow) or possibly have unspecified other impact viaalong | 11/08/2016 75 |cvezot6713a

Piginad



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-3381&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-3381
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-6399&vector=(AV:N/AC:L/Au:N/C:N/I:N/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-6399
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-1469&vector=(AV:N/AC:L/Au:N/C:N/I:N/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-1469
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-3858&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-3858
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-3859&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-3859
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-3861&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-3861
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-3862&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-3862
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-3864&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-3864
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-3865&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-3865
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-3866&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-3866
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-3867&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-3867
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-3868&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-3868
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-3869&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-3869
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-3870&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-3870
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-3871&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-3871
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-3872&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-3872
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-3873&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-3873
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-3874&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-3874
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-3875&vector=(AV:L/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-3875
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-3876&vector=(AV:L/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-3876
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-3877&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-3877
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-3878&vector=(AV:N/AC:M/Au:N/C:N/I:N/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-3878
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-3879&vector=(AV:N/AC:M/Au:N/C:N/I:N/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-3879
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-3880&vector=(AV:N/AC:M/Au:N/C:N/I:N/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-3880
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-3881&vector=(AV:N/AC:M/Au:N/C:N/I:N/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-3881
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-3885&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-3885
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-3886&vector=(AV:L/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-3886
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-3889&vector=(AV:L/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-3889
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-3890&vector=(AV:N/AC:H/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-3890
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-3899&vector=(AV:N/AC:M/Au:N/C:N/I:N/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-3899
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-5167&vector=(AV:N/AC:L/Au:N/C:P/I:P/A:P)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-5167
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-7124&vector=(AV:N/AC:L/Au:N/C:P/I:P/A:P)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-7124
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-7126&vector=(AV:N/AC:L/Au:N/C:P/I:P/A:P)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-7126
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-7127&vector=(AV:N/AC:L/Au:N/C:P/I:P/A:P)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-7127
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-7129&vector=(AV:N/AC:L/Au:N/C:P/I:P/A:P)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-7129
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-7134&vector=(AV:N/AC:L/Au:N/C:P/I:P/A:P)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-7134

Histérico de vulnerabilidades de Setembro do 2016

Semana 05/09/2016
Primary Vendor -- Product Description Published CVSS Score_Source & Patch Info
Fortinet Fortiswitch L FSW-124D, . FSW-224D-POE,  FSW-248D-POE, FSW-248D-
FPOE, FSW-424D, FSW-424D-POE, FSW-424D-FPOE, FSW-448D, FSW-448D-POE, FSW-448D-FPOE, FSW-524D, FSW-524D-FPOE,
fortinet - fortiswitch FSW-548D, FSW-548D-FPOE, FSW-1024D, FSW-1048D, FSW-30320, and FSW-R-1120-POE models, when in FortiLink managed 09/09/2016 100 |cve20164573
mode and upgraded to 3.4.1, might allow toby and gain via an empty

oassword for the rest admin account.

Juniper Junos OS before 12.1X46-D45, 12.1X46-DS0, 12.1X47 before 12.1X47-35, 12.3X48 before 12.3X48-D30, 13.3 before
13.3R9-51, 14.1 before 14.1R7, 14.2 before 14,286, 15.1 before 15.1F2:55, 15.174 before 15.1F4-52, 15.1R before 15.1R2-53,15.1
Juniper=Junos before 15.1R3, and 15.1X49 before 15, e denial of service 09/09/2016
UDP oacket destined to the interface IP address of a 64-bit OS device.

CVE2016-1263

Juniper Junos OS before 12.1X46-DS0, 12.1X47 before 12.1X47-D40, 12.3¥48 before 12.3X48-D30, 13.3 before 13389, 14.1

before 14.1R8, 14,153 before 14.1X53-D4, 14.2 before 14,286, 5.1 before 15,176 or 15.1R3, and 15.1X49 before 15.1X49-D40,
Juniper - Junos when configured with a GRE or IPIP tunnel, allow denial of service P acrafted ICMP 09/09/2018 M 20161277
oacket.

JWeb in Juniper Junos S before 12.1X46-D45, 12.1X46-D50, 12.1447 before 121X47-035, 12.3 before 12.3R12, 12.348 before
12.3X48.025, 13.3 before 13,310, 13.3R9 before 13.3R9-51, 14.1 before 14.1R7, 14.1X53 before 14.153-D35, 14.2 before

Juniper - Junos 14.2R6, 15.1 before 15.1A2 or 15.1F4, 15.1X49 before 15.1X49-D30, and 15.1R before 15.1R3 might allow remote attackers to 09/09/2018 o0 20161279
obtain

Maultiple unspecified vulnerabilities in HPE Integrated Lights-Out 3 (aka iLO 3) firmware before 1.8, Integrated Lights-Out 4 (aka
hp - integrated_lights-out_3_firmware  |iL0 4 firmware before 2.44, and Integrated Lights- i mRCA " 08/09/2016 75 |cve20164375
sensitive information, modify data, or cause a denal of service via unknown vectors

Stack-based Tunction in lib/fascist. Kib allows local users.
sain privi I

cracklib_project - cracklib 07/09/2016 72 |cve20166318

5 BIG-1P LTM, Analytics, APM, ASM, and Link Controller 11.2.x before 11.2.1 HF16, 11.3.x 114, 11.5.x before 11.5.4 HF2, 11.6.x
before 11.6.1 HF1, and 12.x before 12.0.0 HF3; BIG-1P AAM, AFM, and PEM 11.4.x, 11.5.x before 11.5.4 HF2, 11.6.x before 11.6.1
HFL, and 12.x before 12.0.0 HF3; BIG-P DNS 12.x before 12.0.0 HF3; BIG-IP Edge Gateway, WebAccelerator, and WOM 11.2.x
before 11.2.1 HF16 and 11.3.0; BIG-IP GTM 11.2.x before 11.2.1 HF16, 11.3.x, 11.4.x, 11.5.x before 11.5.4 HF2, and 11.6.x before
15— big-ip_access_policy_manager 11.6.1 HF1; BIG-IP PSM 11.2.x before 11.2.1 HF16, 11.3.x,and 11.4.0 through 11.4.1; Enterprise Manager 3.1.1; BIG-Q Cloud and |~ 07/09/2016
Security 4.0.0 through 4.5.0; BIG-IQ Device 4.2.0 through 4.5.0; BIG-1Q ADC 4.5.0; BIG-1Q Centralized Management 5.0.0; BIG-IQ

Cloud and Orchestration 1.0.0; and iWorkflow 2.0.0, when Packet Filtering is enabled on virtual servers and possibly self IP
addresses, allow remote attackers to cause a denial of service (Traffic Management Microkernel restart) and possibly have
unspecified other impact via crafted network traffic.

CVE2016-5022

The Camera drvern 2 smartphones with safwre O F-ULO0CO0E364, CHMTLO0Co1
before CHVI-TLOOCO18564, and CHM-TLO0CO0 before CHMTLOOHCO08564 alows atackers o cause a derial o sevice (system
huawel - honor_dc_firmware crash) or gain application, CVE-2016-6180, CVE-2016-6181, CVE-2016-6183, 07/05/2018 2
and CvE 2016 6184,
Huawei Unifed Maintenance Auait (UVA] Before V200R001COOSPC20 allows remote iackers o execute aoiary commands
huawel - uma " a different vulnerabilitv than CVE-2016-711( 07/09/2016 — —_—
Fiumer Unifed Maintenance Audit (UMA] before V200R001CO0SPC200 llows remote iackers (o execute rbray commands
huawel - uma via " a different vulnerabilitv than CVE-2016-7109. 07/09/2016 —
The esp_do_dma function in hw/scsi/esp.c in QEMU (aka Emulator), when built with ESP/NCI emulation
qemu -~ gemu r, | guest denial of Qemu 07/03/2016 722 |cvez0.
the OEMU host via vectors involvine DA read nto E5P command buffe
Semens The EN100 Etnernet module before 4.2 for Siamens SIPROTEC 4 and SIPROTEC Compac device allows remore atackers 1o
en100 ethernet module firmware_ \d ob HTTP traffic. 05/05/2016 100 L2061
Semens The EN100 Etnernet module before 4.2 for Siamens SIPROTEC 4 and SIPROTEC Compact devices alows remore atackers 1o
en100 ethernet module firmware_ | of service (defect-mode transition) via crafted HTTP packets. 05/09/2016 28 e
semens - The NI00 Edhernet module before .2 for Siemens SIPROTEC & an SIPROTEC Compact deviesallows remote attckersto | oo | g0 [ oo
en100_ethernet_module_firmware d b HITP tafic during sesson e
Cico WelEx Mieetings Plaver 72510, wher WAF fle support s enabled, a1 wodevias
isco - webex wif_player 129 Csco Webi Mecting: Faye 030972016 cve 20161060
misp-project — Malware (MISP) before 2.3.92 does not properly
oyospors | 100 |ovezerssis
malware_information_sharing_platform | restict ilenames under the tmp/fies/ directory, which has unspecified impact and attack vectors. 109/ Lo Q209719
i project - ware nformat I " o
misp-project Malware (MIsP) before ia 03/09/2016 75 YE2015-5721
malware.information_sharing_platiorm dat,rlate o TemplatesContiol . cvent_from_template_attributes.cp e
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