Primary Vendor -- Product

Historico de vulnerabilidades de Agosto do 2016

Semana 29/08/2016
Description

Published

cyss Score

Source & Patch Info.

python — python

Iegeraveflow i the get_dat function i rmporein CPython (aka Python) before 2.7.12, 3.x before 3.4.5, and 3.5.x before
2all to impact , which triggers a heap-based buffer
overflow.

02/09/2016

CVE2016-5636

cisco -
small_business_220_series_smart_plus_s
witches

Cisco 1.0.1.1 have a hardcoded hich al "
hi

jects by It ty, aka Bug ID CSCuz76216.

01/09/2016

CVE2016-1473

netgear - readynas_surveillance

—debugsng_emntr_utls__phpl NULID NV} 21.7.5through 3.0., NUNO NVRaok .15 theough 300, NETGEAR
L.11 through 1.4.1 all PHP code via

31/08/2016

CVE2016-5674

netgear - readynas_surveillance

handle_daylightsaving,php in NUUO NVRmini 2 1.7.5 through 3.0.0, NUUO NVRsolo 1.0.0 through 3.0.0, NUUO Crystal 2.2.1
through 3.2.0, and NETGEAR ReadyNAS Surveillance 1.1.1 through 1.4.1 allows remote attackers to execute arbitrary PHP code
via the NTPServer parameter

31/08/2016

£-2016:56

netgear - readynas_surveillance

cgi-bin/cgi_main in NUUO NVRmini 2 1.7.6 through 3.0.0 and NETGEAR

11
usersto sn parameter to the transfer_license command.

31/08/2016

CVE2016:5679

netgear - readynas_surveillance

stackbased b overow b cgH bm/(gl main in NUUO NVRmini 2 1.7.6 through 3.0.0 and NETGEAR ReadyNAS Surveillance
2all e parameter to the transfer_license command.

31/08/2016

CVE2016-5680

nuuo - nvrmini_2

NUUO NVRmini 2 1.0.0 through 3.0.0 and
remote attackers to obtain

1.0.0through 3.  which allows

31/08/2016

CVE-20165678

inux_kernel

Heap-based buffer overflow in the wenss_wlan_write function in drivers/net/wireless/wenss/wenss_wlan.c in the wenss_wlan
device driver for the Linux kernel 3.x, s used in Qualcomm Innovation Center (QuIC) Android contributions for MSM devices and
other products, allows attackers to cause a denial of service or possibly have unspecified other impact by writing to

Jdeviwenss wian with a

30/08/2016

CVE2016.5342

linux -~ linux_kernel

ltpl nteger oerlowsn the MDSS dir for th Unux ernel 3.1, 3 sed i Qualeom nncvationCenter Qi) Android

unspecified other
impact via a large size value, related to mdxx_mmpal_un\x € mdss_fb.c,and mdxx_m(atm c

30/08/2016

CVE-2016-5344

mac-telnet_project -~ mac-telnet

Buffer overflow in the handle_packet function in mactelnet.c in the client in MAC Telnet 0.4.3 and earlier llows remote TELNET
servers to execute arbitrary code via a long string i e SSAL

30/08/2016

CVE2016.7115

Vbulletin - vbulletin

SQL iection uerabity i forumrumner/inclues/moderaton oho in vBuIIe(m before 4.2.2 Patch Level 5 and 4.2.3 before
Patch Level 1 al bitrary SQL
loited in the wild in July 2016,

30/08/2016

CVE2016-6195

vmware - photon_os

VMuware Photos 05 OVA 1.0 before 2016-08-14 has a default SSH public key in an authorized_keys fle, which allows remote
knowledze of

30/08/2016

V20165333

fentity_manger

VMware ”
unsoecified vectors,

2.x before 2.7 and vRealize Automation 7.0.x before 7.1 allow local users to obtain ro0t access via

30/08/2016

CVE20165335

vmware - vrealize_automation

7.0x before 7.1 al i

30/08/2016

CVE20165336

accellion - kiteworks_appliance

Accellion
orivileges via unspecified vectors.

w2016.03. for /opt/binjcl, which

26/08/2016

CVE20165662

adobe ~ acrobat

Adobe Reader and Acrobat before 11.0.16, Acrobat and Acrobat Reader DC Classic before 15.006.30172, and Acrobat and Acrobat
Reader DC Cc 15.016.20039 on use a denial of

CVE-2016-1037, CVE-2016-1063, CVE-2016-
1064, CVE-2016-1071, CVE-2016-1072, CVE-2016-1073, CVE-2016-1074, CVE-2016-1076, CVE-2016-1077, CVE-2016-1078, CVE-
2016-1080, CVE-2016-1081, CVE-2016-1082, CVE-2016-1083, CVE-2016-1084, CVE-2016-1085, CVE-2016-1086, CVE-2016-1088,
CVE-2016-1093, CVE-2016-1095, CVE-2016-1116, CVE-2016-1118, CVE-2016-1119, CVE-2016-1120, CVE-2016-1123, CVE-2016-
1124, CVE-2016-1125, CVE-2016-1126, CVE-2016-1127, CVE-2016-1128, CVE-2016-1129, CVE-2016-1130, CVE-2016-4088, CVE-
2016-4089, CVE-2016-4090, CVE-2016-4093, CVE-2016-4094, CVE-2016-4096, CVE-2016-4097, CVE-2016-4098, CVE-2016-4099,
(CVE-2016-4100, CVE-2016-4101, CVE-2016-4103, CVE-2016-4104, and CVE-2016-4105.

26/08/2016

CVE2016:4119

adobe - acrobat

‘Adobe Reader and Acrobat before 11.0.17, Acrobat and Acrobat Reader DC Classic before 15.006.30198, and Acrobat and Acrobat
Reader DC Continuous before 15.017.20050 on Windows and 05 X allow attackers to execute arbitrary code or cause a denial of

CVE-2016-4181, CVE-2016-4192, CVE-2016-
2153, CVE 2016.4194, CVE 20164195, CVE-2016.4166, CVE. 20164197, CVE.2016.4138, CVE-2016.4198, CVE 2016.4200, CVE.
2016-4201, CVE-2016-4202, CVE-2016-4203, CVE-2016-4204, CVE-2016-4205, CVE-2016-4206, CVE-2016-4207, CVE-2016-4208,
CVE-2016-4211, CVE-2016-4212, CVE-2016-4213, CVE-2016-4214, CVE-2016-4250, CVE-2016-4251, CVE-2016-4252, CVE-2016-
4254, CVE-2016.4266, CVE-2016-4267, CVE-2016-4268, CVE-2016-4269, and CVE-2016-4270.

26/08/2016

CVE-2016-4265

adobe ~ acrobat

Adobe Reader and Acrobat belore n 0,17, Acrobat and Acrobat Reader DC Classic before 15.006.30198, and Acrobat and Acrobat
Reader D denial of

CVE-2016-4191, CVE-2016-4192, CVE-2016-
4193, CVE-2016-4194, CVE-2016-4195, CVE-2016-4196, CVE-2016-4197, CVE-2016-4198, CVE-2016-4195, CVE-2016-4200, CVE-
2016-4201, CVE-2016-4202, CVE-2016-4203, CVE-2016-4204, CVE-2016-4205, CVE-2016-4206, CVE-2016-4207, CVE-2016-4208,
CVE-2016-4211, CVE-2016-4212, CVE-2016-4213, CVE-2016-4214, CVE-2016-4250, CVE-2016-4251, CVE-2016-4252, CVE-2016-
4254, CVE-2016-4265, CVE-2016-4267, CVE-2016-4268, CVE-2016-4269, and CVE-2016-4270.

26/08/2016

CVE2016-4266

adobe - acrobat

‘Adobe Reader and Acrobat before 11.0.17, Acrobat and Acrobat Reader DC Classic before 15.006.30198, and Acrobat and Acrobat
Reader DC Continuous before 15.017.20050 on Windows and 05 X allow attackers to execute arbitrary code or cause a denial of

CVE-2016-4181, CVE-2016-4182, CVE-2016-
2153, CVE 2016.4194, CVE 20164195, CVE-2016.4166, CVE. 20164197, CVE.2016.4138, CVE-2016.4198, CVE 2016.4200, CVE.

2016-4201, CVE-2016-4202, CVE-2016-4203, CVE-2016-4204, CVE-2016-4205, CVE-2016-4206, CVE-2016-4207, CVE-2016-4208,
CVE-2016-4211, CVE-2016-4212, CVE-2016-4213, CVE-2016-4214, CVE-2016-4250, CVE-2016-4251, CVE-2016-4252, CVE-2016-

4254, CVE-2016.4265, CVE-2016-4266, CVE-2016-4268, CVE-2016-4269, and CVE-2016-4270.

26/08/2016

CVE-2016-4267

adobe ~ acrobat

Adobe Reader and Actobat before 11.0.17, Acrobat and Acrobat Reader DC Classic before 15.006.30198, and Acrobat and Acrobat
Reader D 15.017.20050 on cause a denial of

CVE-2016-4191, CVE-2016-4192, CVE-2016-
4193, CVE-2016-4194, CVE-2016-4195, CVE-2016-4196, CVE-2016-4197, CVE-2016-4198, CVE-2016-4195, CVE-2016-4200, CVE-
2016-4201, CVE-2016-4202, CVE-2016-4203, CVE-2016-4204, CVE-2016-4205, CVE-2016-4206, CVE-2016-4207, CVE-2016-4208,
CVE-2016-4211, CVE-2016-4212, CVE-2016-4213, CVE-2016-4214, CVE-2016-4250, CVE-2016-4251, CVE-2016-4252, CVE-2016-
4254, CVE-2016-4265, CVE-2016-4266, CVE-2016-4267, CVE-2016-4269, and CVE-2016-4270.

26/08/2016

CVE2016-4268

adobe - acrobat

‘Adobe Reader and Acrobat before 11.0.17, Acrobat and Acrobat Reader DC Classic before 15.006.30198, and Acrobat and Acrobat
Reader DC Continuous before 15.017.20050 on Windows and 05 X allow attackers to oerce arbitrary code or cause a denial of

2016-4151, CVE-2016-4192, CVE-2016-
4193, CVE-2016.4194, CVE 20164155, CVE 2016-4156, CVE-2016.4197, CVE-2016.4 ngs CVE-2016-4199, CVE-2016-4200, CVE-

o1, 02 CUE 2016-0203, CVE 20164204 CVE-2016-4205, VE 20164206, CVE 2016-207, OV 20164205,
12, CVE-2016-4213, CVE-2016-4214, CVE-2016-4250, CVE-2016-4251, CVE-2016-4252, CVE-2016-
4254, CVE-2016-4265, cvazmsmzss, CVE-2016-4267, CVE-2016-4268, and CVE-2016-4270.

26/08/2016

20164269

adobe ~ acrobat

Adobe Reader and Actobat before 11.0.17, Acrobat and Acrobat Reader DC Classic before 15.006.30198, and Acrobat and Acrobat
Reader D 15.017.20050 on

cause a denial of

CVE-2016-4191, CVE-2016-4192, CVE-2016-
4193, CVE-2016-4104, CVE-2016-4195, CVE-2016-4196, CVE-2016-4197, CVE-2016-4198, CVE-2016-4185, CVE-2016-4200, CVE-
2016-4201, CVE-2016-4202, CVE-2016-4203, CVE-2016-4204, CVE-2016-4205, CVE-2016-4206, CVE-2016-4207, CVE-2016-4208,
CVE-2016-4211, CVE-2016-4212, CVE-2016-4213, CVE-2016-4214, CVE-2016-4250, CVE-2016-4251, CVE-2016-4252, CVE-2016-
4254, CVE-2016-4265, CVE-2016-4266, CVE-2016-4267, CVE-2016-4268, and CVE-2016-4269.

26/08/2016

20164270

readydesk — readydesk

sau ReadyDesk 9.1 all b

sau
user name field

26/08/2016

readydesk - readydesk

i

Unrestricted file upload vulnerability in ch ReadyDesk 5.1 all code by
o il

26/08/2016

Product

sary Vendor

Semana 22/08/2016

Description

pu

Cvss Score

Source & Patch Info.

apole - iphone os

The kernel in Aoole (05 before 9.3.5 all e b from memory. fted

25/08/2016

CVE-2016.46°

apple —iphone_os

The kernel in Apple 105 before 9.3.5 all K leged context or cause a denial of service
{memory corruption) via a crafted app.

25/08/2016

CVE2016-4656

cisco
anveonnect secure mobility_ient

Cisco AnyConnect Secure Mobility Client before 4.2.05015 and 4.3.x before 4.3.02039 mishandles pathnames, which allows local
users to gain privileges via a crafted INF fle, aka Bug ID CSC

25/08/2016

CVE2016-6369

dlink — dir-822_firmware

Stack-based buffer overflow in dws/api/Login on D-Link DIR-850L B1 2.07 before 2.07WWB0S, DIR-817 Ax, DIR-818LW Bx before
2.05b03beta03, DIR-822 C13.01 before 3,01WWb02, DIR-823 A1 1.00 before 1.00WWb0S, DIR-895L A1 1.1 before 1.11WWb04,
DIR-890L A1 1.09 before 1.09b14, DIR-835L A1 1.11 before 1.11WWbO7, DIR-880L A1 1.07 before 1.07WWb0g, DIR-868L 81 2.03
before 2.03WWbO1, and DIR-868L C13.00 before 3 00WWbO1 d I

25/08/2016

CVE2016-5681

fortinet — fortios

Buffer overflow in the Cookie parser in Fortinet Fortis 4.x before 4.1.11, 4.2.x before 4.2.13, and 4.3.x before 4.3.9 and
Fortiswitch before 3.4.3 allows remote attackers to execute arbitrary code via a crafted HTTP request, aka EGREGIOUSBLUNDER.

24/08/2016

CVE2016-6909

watchguard - rapidstream

Watch

uard privileges and
command. aka ESCALATEPLOWNIAN.

24/08/2016

CVE-2016-7089

moxa - oncell_g3001_firmware

Moxa OnCell G3100V2 devices before 2.8 and G311, G3151, 63211, and G3251 devices before 1.7 do not properly restrict
which or. to obtain access via a brute-force attack.

23/08/2016

CVE2016:5799

rockwellautomation - 1766-132awa

Rockwell Automation MicroLogix 1400 PLC 1766-L328WA, 1766-L32AWA, 17661 LsszB, 1766-32BWAA, 1766-L32AWAA, and
1766-L d IMP community, which makes it
firmw;

23/08/2016

CVE2016-5645

2modo - zp-ibh-13w.

ZModo ZP-NE14-S and ZP-IBH-L3W devices
obtain sccess v  TELNETsesin

o0t password,

23/08/2016

CVE2016-5081

brocade ~ fabric_os

HPE FOS before 7.4.1d
unsoecified vectors.

Ton Storefabric hes al

22/08/2016

CVE2016.4376

cisco - ip_phone_8300_series_firmware

Cisco IP Ph
crafted HTTP reauest. aka Bug 1D

of service

software 11.0(1) allow,
0303

22/08/2016

CVE2016-1479

Memory leak in Cisco 105 XR 5.1.x through 5.1.3,5.2.x through d 5.3.xth; on ASR 9001 d I te
attackers to cause a denial of service (control-plane protocol outage) via crafted fragmented packets, aka Bug ID CSCux26791

22/08/2016

CVE2016.6355

cisco - aironet_access_point_software

Cisco Aironet 1800, 2800, and
allow local users to gain orivileges via erafted CLI ters. aka 8

bef

1100,8.2.1

8.2.121.0,and 8.3.x before 8.3.102.0

22/08/2016

CVE2016-6362

o
converged_infrastructure_solution_sizer_s
uite

HPE Smart Update in Storage Sizing Tool before 13.0, Converged Infrastructure Solution Sizer Suite (CISSS) before 2.13.1, Power
Planning Tool before 3.3, SAP Sizing Tool before 16.12.1,
Sizing Tool for SAP Business Suite powered by HANA before 16.11.1, Sizer for ConvergedSystems Virtualization before 16.7.1,

before 16.12.1, 2013 before 16.12.1, Sizer for Microsoft
SharePoint 2013 before 16.13.1, 1 16111, and Skype for Business
Server 2015 before 16.5.1 al t

bef

22/08/2016

CVE2016.4377

avis — webaccess.

‘WebAccess before

in news pages in Cargotec N

attackers to execute
arbitrary QL o

22/08/2016

CVE20165817

citrix - xenapp.

Citrix XenApp 6.x before 6.5 HRPO7 and 7.x et Ta G XenDesktop before 7.9 might allow attackers to weaken an
unspecified security mitigation lated to memory permission.

19/08/2016

CVE2016-6493

dbd-mysql_project - dbd-mysal

9 al Genial of service

possibly

code vi 1023 lost server connection.

19/08/2016

CVE2014-9906
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Use-after-free vulnerability in the my_login function in DBD::mysal before 4.033_01 allows attackers to have unspecified impact

db-mysal_project - dbd-mysal by leveraging a call to mysal_errno after a failure of my_login. 10/08/2018 00
The Configuration utiity in F5 BIG-1P LTM, Analytics, APM, ASM, GTM, and Link Controller 11.x before 11.2.1 HF16, 11.3.x, 11.4.x
before 11.4.1 HF10, 115.x before 11.5.4, and 11.6.x before 11.6.1; BIG-IP AAM 11.4.x before 11.4.1 HF10, 11.5.x before 11.5.4,
and 11.6.xbefore 11.6.1; BIG-P AFM and PEM 11.3.x, 11.4.xbefore 11.4.1 HF10, 11.5.x before 11.5.4,and 11.6.x before 11.6.1;
5 big-ip_access_policy_manager 19/08/2016 85
1P -polier.! e BIG-IP Edge Gateway, WebAccelerator, and WOM 11.x before 11.2.1 HF16 and 11.3.0; and BIG-IP PSM 11.x before 11.2.1 HF16, /08! =
113, and 11.4.x before 11.4.1 HFL privileges by leveraging
an Access Policy Manager customization configuration section that allows fle uploads.
Semana 15/08/2016
1OMobieFrameBuffer in Apple 105 before 9.3.4 allows attackers to execute arbitrary code in a privileged context or cause a
apple ~ iphone_os e " - 8 " prviee t 18/08/2016 93 |cvE20164650
e eation.policy.infrastructare_controll | T Grapevine update process in Cisco Application PolicyInfrastructure Controller Enterprise Module (APIC-EM) 1.0 allows
spoteaton-poley.inrastructure-control | romote quthenticated users as oot 1D CSCux15507. 1e/os/2016 82
The web-based GUI n Cisco Frepower Management Center 4x and 5.x before 5.3.1.2 and 5.4.x before 5.4.0.1 and Cisco
» . Adaptive Security Appliance (ASA) Software on 5500-X devices with FirePOWER Services 4.x and 5.x before 5.3.1.2 and 5.4.x
isco -~ frepower_management_center [ A2PE Securi AP e S o | w080 cve-2016-1457
cscurzssi.
in Cisco enter 4xand 5.xbefore 5.3.03,5.3.Lx before 5.3.1.2,and 5.4 before
» . 5.4.0.1 and Cisco Adaptive Security Appliance (ASA) Software on 5500-X devices with FirePOWER Services 4.x and 5.x before
cisco ~ firepower_management_center 53.0.3,53.1x before 53.1.2, 5.4.x before 5.4.0.1 allows remote authenticated users to increase user-account privileges via 18/08/2016 20 —
crafted HTTP reauests.aka Bue 1D CSCur25483,
o Buter ouertow n ool h 9.4.2.3 on ASA 5500,
adaptive_security_appliance_software Module, 000V, Module, PIX, and e authenticated users to 18/08/2016 85 CVE-2016-6366
prve.s -2pp) - execute arh\lrary code via crafted IPv4 SNMP packets, aka Bug ID CSCva92151 or EXTRABACON.
Semana 08/08/2016
Tibcurlbefore 7.50.1 al which connection s used or possibly have
ha - libcurl . possiol 10/08/2016 75 |cve-20165421
unsoecified other imoact via unknown vetors
Stk based e verfow n e munge_other_Ine ancon i cachemrc 1 he squis package befor 3123166 561
redhat - enterprise_linux_server Red Hat 10/08/2016 75 |cve-2016-5408
s b f an incorrect fix for CVE-2016-4051.
. Microsoft Iternet Explorer 11 allows remote attackers to execute arbitrry code via a crafted web page, aka “Internet Explorer
microsoft — internet_explorer prosof Internet Explorer el e e 09/08/2016 26 |ove2oie3288
. Microsoft Iternet Explorer 11.and Edge allow remote attackers to execute arbitrary code via a crafted web page, aka "Microsoft
microsoft - edge Browser Memorv Corruntion Vulnerabilitv." CVE-2016-3322. 05/03/2016 20163289
Microsoft Iternet Explorer 11 allows remote attackers to execute arbitrary code viaa crafted web page, aka “Internet Explorer
microsoft - internet_explorer ol miernet iplorer ey e - o i ) i 09/08/2016 cve2016-3200
Microsot iternt o 11 and Edge allow, 2 crafted web page, aka
microsoft - edge “Microsoft Browser Memorv Corruotion Vulnerabilitv." 09/08/2016 8 CLE2016:3293
t Edge i 2 crafted web site, aka
microsoft - edge “Scriotine Eneine Memorv Corruotion Vulnerabilitv." 09/0s/2016 8 CLE2016:32%
The Netl in 2012 Gold and R2, and Windows RT 8.1 improperly establishes
microsoft - windows_8.1 , which al I users to gan privieges by leveraging ad d machine, aka| ~ 09/08/2016 72 |ove2063300
"Netlogon Elevation of Prvilece Vulnerabilty."
The Windows font library in Micrasoft Windows Vista SP2; Windows Server 2008 5P2 and R2 SP1; Windows 7 SP1; Windows 8.1
Windows Server 2012 Gold and R2; Windows RT 8.1; Windows 10 Gold, 1511, and 1607; Office 2007 SP3; Offce 2010 5P2; Word
microsoft - live_meeting Viewer; Skype for Business 2016; Lync 2013 SPL; Lync 2010; Lync d Live Meeting 2007 I 09/08/2016 i
acrafted  aka omponent RCE Vulnerabilty."
The Windows font brary In Micrasoft Windows Vista SP2, Windows Server 2008 5°2 and R2 SP1, Windows 7 SPL, Office 2007
ierosoft - ve.meeting $3,ffce 201057, Word Viewer,Shype forBusines 2016, yne 2013 9L, Ly 2010, Lyne 2010 Atendee, and e et | oo 05 |cvesotessos
- 2007 Console alk aka " 23 |QE201630
Component RCE Vulnerabilty." » different vulnerabilty than CVE-2016-3304.
The Windows font library n Microsoft Windows Vista $P2, Windows Server 2008 5°2 and R2 SP1, Windows 7 SPL, Office 2007
microsoft - live_meeting SZZ OCF:::OLOJZ P2, Word \/lewer, Skype for Business 2016, Lync 2013 SP1, Lync 2010, Lync Qﬂlﬂ Allendze, and Live Meeting 09/08/2016 93 CVE-20163304
Component ACE Vulnerability." » dfferent vulnerabilty than CVE-2016-3303
The kernel-mode drivers in Microsoft Windows Vista SP2; Windows Server 2008 SP2 and R2 SPL; Windows 7 SPL; Windows 8.1,
oot windons Windows Server 2012 Gold and R2; Windows RT 8.1; and Windows 10 Gold, 1511, and 1607 allow local users to gain privileges via
fe - windows_10 a crafted application, aka "Win32k Elevation of Privilege Vulnerability," a different vulnerability than CVE-2016-3309, CVE-2016- 03/08/2016 = CVE-2016:3308
d CVE-2016-3311.
The kernel-mode drivers in Microsoft Windows Vista SP2; Windows Server 2008 SP2 and R2 SPL; Windows 7 SPL; Windows 8.1,
oot windons Windows Server 2012 Gold and R2; Windows RT 8.1; and Windows 10 Gold, 1511, and 1607 allow local users to gain privileges via
it wind 10 a crafted application, aka "Win32k Elevation of Privilege Vulnerability," a different vulnerability than CVE-2016-3308, CVE-2016- 03/08/2016 = VE-2016:3309
1 3311
The kernel-mode drivers in Microsoft Windows Vista SP2; Windows Server 2008 SP2 and R2 SPL; Windows 7 SPL; Windows 8.1,
oot windons Windows Server 2012 Gold and R2; Windows RT 8.1; and Windows 10 Gold, 1511, and 1607 allow local users to gain privileges via
fe - windows_10 a crafted application, aka "Win32k Elevation of Privilege Vulnerability," a different vulnerability than CVE-2016-3308, CVE-2016- 03/08/2016 = VE-2016:3310
-2016:3311
The kernel-mode drivers in Microsoft Windows Vista SP2; Windows Server 2008 SP2 and R2 SPL; Windows 7 SPL; Windows 8.1,
Windows Server 2012 Gold and R2; Windows RT 8.1; and Windows 10 Gold, 1511, and 1607 allow local users to gain privileges via
microsoft - windows_10 03/08/2015 72 |ovezoemn
- a crafted application, aka "Win32k Elevation of Privilege Vulnerability," a different vulnerability than CVE-2016-3308, CVE-2016- /05 - E—
o 163310,
eostt ofce Microsoft Office 2007 573, 2010 52, 2013 SP1, 2013 R SP1, and 2016, Word 2016 for Mac, and Word Viewer allow remote. - 03 |cvemmeasns
acrafted fl, aka Memory Corruption Vulnerabilty." Cveznie 3313
o Wicrosoft Word 2013 571, 2013 AT 571, 2016, and 201 for M allow remote attackers to execute arbitrary code i acrated | oo v |raoseans
e, ska " ‘Memory Corruption Vulnerabity.” 23 |oeaoiene
Microsoft Office 2010572, Word 2007 593, Word 2010 5P2, Word for Mac 2011, Word 2016 for Mac, and Word Viewer allow
microsoft - office remote attackers to execute arbitrary code via a crafted file, aka "Microsoft Office Memory Corruption Vulnerability." 09/08/2016 e
oot el Ofce 200575 51073, 203 S and 2031 Ll et oo o et iy o s 0| oo ng P P
e P iy 1 W ot Wi 6.5 s s 2085 G2 5 s 1573, 255, 507 o e
microsoft - edge Edge allows remote attackers to execute arbitrary code via a crafted PDF file, aka "Microsoft PDF Remote Code Execution 09/08/2016 CVE-2016-3319
Vulnersbility
e Microsoft Internet Explorer 11.and Edge allow remote attackers to execute arbitrary code via  crafted web page, aka "Microsoft
f - ede Browser Memorv Corruption Vulnerabilitv." a different vulnerabilitv than CVE-: 201&3239 03/0a2016 s VE-2016:3322
cisco 110w _wireless- The CLI command parser on Cisco RV110W, RV130W, and RV215W devices al I users to execute arbitrary
0 von frewall firmware crafted oarameters, aka Bug IDs CSCuv00134, CSCurSS16L. and CSCuxT356: 07/08/2016 72 |ove201563%
o 10w wireless Cisco RV110W, RV130W, and RV215W devices have an incorrect RBAC configuration for the default account, which allows remote
n_vpn_firewall_firmware authenticated users to obtain root access via a login session with that account, aka Bug IDs CSCuv90139, CSCux58175, and 07/08/2016 20 £-2015-639:
-ven - CSCux73557.
o130 v router frmwme | Directory traversal vlnerabilty i the web interface on Cisco RV180 and RVIB0W devices allows remote attackers to ead
- v180_vpn_router.f arbitrary files via a crafted HTTP. st. aka Bug ID CSCuz43023. O7/oa201 8 SVE-2016:1429
Cisco RV180 and RV180W devices allow . users to execute WP
cisco -+ rv180_vpn_router_firmware reauest. aka Bug ID CSCuz48592, 07/08/2016 2.0 | CVE-2016-1430
Cisco U Communications Manager IM and Presence Service 9.1(1) SU6, 9.1(1) SU6a, 9.1(1) SU7, 10.5(2) SU2, 10.5(2) SU2a,
cisco -- unified_communications_manager | 11.0(1) SU1, and 11.5(1) allows headers in a SIP. 07/08/2016 18 CVE-2016-1466
oacket, ka Bus 1D
Cisco 105 15.5(3)53, 15.6(1)52, 15.6(2)51, and 15.6(2)T1 does not properly dequeue invalid NTP packets, which allows remote
attackers to cause a denial of service (interface wedge) by sending many crafted NTP packets, aka Bug ID CSCva35619. 07/08/2016 2 CLE2016:1008
Heap-based buffer overflow n the opl j2k_read_SQed_SQce function inJ2k.< In OpenIPEG, as used in PDFium in Google Chrome
google — chrome before 52.0.2743.11 service or p crafted 07/08/2016 15 CVE-2016-5140
1PEG 2000 data
The Web Cryptography API (aka WebCrypto) implementation in Blink, as used in Google Chrome before 52.0.2743.116, does not
google ~ chrome properly copy data buffers, which al I of service possbly have 07/08/2016 25 |ovezoiesiar
impact via crafted Jated to and SubtleCryps
The Developer Tools (aka DevTools) subsvstem in Blink, as used in Google Chrome before 52.0.2743.116, mishandles the script-
google - chrome path he meter, which allows remote attackers to bypass intended 07/08/2016 15 CVE-2016-5143
a crafted URL vulnerabilty than CVE-2016:5
The Developer Tools (aka DevTools) subsvstem in Blink, as used in Google Chrome before 52.0.2743.116, mishandles the script-
google — chrome path he arameter, which allows remote attackers to bypass intended 07/08/2016 15 CVE-2016-5144
a crafted URL vulnerabilty than CVE-2016:5
P Muliple unspecified vulnerabilties in Google Chrome before 52.0.2743.16 allow attackers to cause a denial ofservice or J—— R P
oossibly have other impact via unknown vectors CUEZ0165106
om
18M Securi IEM 7.1.x and 7.2.x before 7.2.7 allows r henti - bitran man
vatar.security.information_and._event__|/°M Securty QRadar SIEM 7.1.xand 7.2.xbefore 7.2.7 allows remte authenticated users to execute aritrary 05 commandsas | o001 P
o oot via unspecied vectors. 206287
The vfe31_proc_general function in drivers/media/video/msm/vfe/msm_vfe31.c in the MSM-VFE31 driver for the Linux kernel
linux — linux_kernel 3., as used in Qualcomm Innovation Center (QuIC) Android devices and , does 07/08/2016 22 CVE-2014.9410
value, which gain privieges or CUEZ010910
aoolication ioctl cll
Use-after-free vulnerability in the msm_set_crop function in drivers/media/video/msm/msm_camera.c in the MSM-Camera
linux — linux_kernel driver for the Linux kernel 3.x, as used in Qualcomm Innovation Center (QuIC) Android contributions for MSM devices and other 07/08/2016 22 CVE-2015-0568
products, privileges or application that makes a CUEZ0150568
dnvers/med\a/p\aﬂorm/ms"‘/broadca&!/r&L cin rhe TSC deev Qor Ihe Linux kernel 3.x, as used in Qualcomm Innovation Center
finux ~ linux_kernel o cause a denial of omter | 07/08/2016 | 100 |cve2oisos73
possibly impact fted appli that makes a TSC_GET_CARD_STATUS ioctl call.
Stack-based buffer overflow in the supply_Im_input_write function in drivers/thermal/supply_lm_core.c in the MSM Thermal
n . driver for the Linux kernel 3.x, as used in Qualcomm Innovation Center (QuIC) Android contributions for MSM devices and other
finwx finux_kernel products, ‘service or pc Iy unspecified P a crafted application that 07/08/2016 — e
sends a laree amount of data throush the debues interface.
‘sound/soc/msm/qdspév2/msm-audio-effects-q6-v2.c in the MSM QDSVE audio driver for the Linux kernel 3.x, as used in
Qualcomm Innovation Center (QuIC) Android
tin kenel 201 1 4
ok - linux_kernel denial of service (buffer over-read) or possibly have unspecified other impact via a crafted application that makes an m(l\ call 07/08/2016 — e
sound/soc/msm/qdspév2/msm-audio-effects-q6-v2.c in the MSM QDSVE audio driver for the Linux kernel 3.x, as used in
walcomm Innovation Center (QuIC) Android causea
linux - linux_kernel a ter (Quic) 07/08/2016 100 CVE-2016-2065
denial of service ¥ corruption) or p unspecied
aoolication that makes an ol cal tisserine incorrect use of
The is_ashmem_file function in drivers/staging/android/ashmem.c in a certain Qualcomm Innovation Center (QuIC) Andm\d
linux — linux_kernel patch for the Linux kernel 3.x mishandles p Module, which al 07/08/2016 72 |cve-2016-5340
he the dentrv name.
R Sanecon vinersbity n oss SoRCHS bfore J— s |oraomem

unsoecified fields.
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