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4217, CVE-2016.4218, CVE-2016-4219, CVE-2016-4220, CVE-2016-4221, CVE-2016-4233, CVE-2016-4234, CVE-2016-4235, CVE-

2016-4236, CVE-2016-4237, CVE-2016-4238, CVE-2016-4239, CVE-2016-4240, CVE-2016-4241, CVE-2016-4242, CVE-2016-4243,

CVE-2016-4244. CVE-2016-4245. and CVE-2016-4246.

dobe Flsh Player before 16,036 and 19 through 22. before 22.0.0.209 on Windowsand O5 X and before 112.202632.0n

dlﬂerenlvulnerablluv than CVE2016-4175, CVE 30364175, CVE 20064180, VE 20164181, CVE-2006-438, CVE-2016-4183,
adobe - flash_player (CVE-2016-4184, CVE-2016-4185, CVE-2016-4186, CVE-2016-4187, CVE-2016-4188, CVE-2016-4189, CVE-2016-4190, CVE-2016- 12/07/2016 100 |cve20164175
4217, CVE-2016-4218, CVE-2016-4219, CVE-2016-4220, CVE-2016-4221, CVE-2016-4233, CVE-2016-4234, CVE-2016-4235, CVE-
2016-4236, CVE-2016-4237, CVE-2016-4238, CVE-2016-4239, CVE-2016-4240, CVE-2016-4241, CVE-2016-4242, CVE-2016-4243,
CVE-2016-4244. CVE-2016-4245. and CVE-2016-4246.

‘Adobe Fash Player before 18.0.0.366 and 19.x through 22.x before 22.0.0.209 on Windows and 05 X and before 112.202.632 on
adobe - flash_player Linux llows atackers to execut va | oo | 100 |ove2oeais
different vuinerabilty than CVE-2016-3177.

‘Adobe Flash Player before 18.0.0.366 and 19.x through 22.x before 22.0.0.209 on Windows and 05 X and before 11.2.202.632 on
adobe - flash_player Uk allows attackers to exscut Ja | 120772008 100  |cve2o164177
different vuinerabilty than CVE 20164176,

ke Fah aper efors 1210350 wrd 19 thrgh 22 bfore 2.00.209 a0 Windows and DS s before 112202632
to

different vulnzvihlllwthin CVE2016.4172, CVE-2016-4175, CVE-2016-4180, CVE-2016-4181, CVE-2016-4152, CVE-2016-4183,

adobe ~ flash_player CVE-2016-4184, CVE-2016-4185, CVE-2016-4186, CVE-2016-4187, CVE-2016-4188, CVE-2016-4189, CVE-2016-4190, CVE-2016- 12/07/2016 100 |cvE20164179

4217, CVE-2016.4218, CVE-2016-4219, CVE-2016-4220, CVE-2016-4221, CVE-2016-4233, CVE-2016-4234, CVE-2016-4235, CVE-

2016-4236, CVE-2016-4237, CVE-2016-4238, CVE-2016-4239, CVE-2016-4240, CVE-2016-4241, CVE-2016-4242, CVE-2016-4243,

CVE-2016-4244. CVE-2016-4245. and CVE-2016-4246.

doe lsh Player before 16,036 and 19 through 22. before 22.0.0.209 on Windowsand O5 X and before 112.202632.0n
dlﬂerenlvulnerablluv than CVE2016-4172, CVE 3064176, CVE 20064179, CVE 20164181, CVE-2006-438, CVE-2016-4183,
adobe - flash_player (CVE-2016-4184, CVE-2016-4185, CVE-2016-4186, CVE-2016-4187, CVE-2016-4188, CVE-2016-4189, CVE-2016-4190, CVE-2016- 12/07/2016 100 |cve2016.4180
4217, CVE-2016-4218, CVE-2016-4219, CVE-2016-4220, CVE-2016-4221, CVE-2016-4233, CVE-2016-4234, CVE-2016-4235, CVE-
2016-4236, CVE-2016-4237, CVE-2016-4238, CVE-2016-4239, CVE-2016-4240, CVE-2016-4241, CVE-2016-4242, CVE-2016-4243,
CVE-2016-4244. CVE-2016-4245. and CVE-2016-4246.

ke Fah apr befors 1210350 urd 9. throgh 22 bfore 2.60.209 oo Windows and DS s before 11,2.202.632

different vulnuahlllwzhan CVE 20164172, CVE 2016.4175, CVE-2016-4179, CVE 2016 4180, CVE-2016.4182, CVE-2016-4183,
adobe ~ flash_player CVE-2016-4184, CVE-2016-4185, CVE-2016-4186, CVE-2016.4187, CVE-2016-4188, CVE-2016-4183, CVE-2016-4190, CVE-2016- 12/07/2016 100 |cve2016-4181
4217, CVE-2016.4218, CVE-2016-4219, CVE-2016-4220, CVE-2016-4221, CVE-2016.4233, CVE-2016-4234, CVE-2016-4235, CVE-
2016-4236, CVE-2016-4237, CVE-2016.4238, CVE-2016-4239, CVE-2016-4240, CVE-2016-4241, CVE-2016-4242, CVE-2016-4243,
E-2016-4245. and CVE-2016-

Adobe Flsh Player before 18,0036 and 19 through 22.X before 22.0.0.209 on Windowsand O5 X and before 112.202632.0n

different vulnerahvlvlvthan VE 20164172, CVE016-417, VE 20164175, CVE-2016.4180, CVE 20164180, CVE.2016.165,
adobe - flash_player CVE-2016-4184, CVE-2016-4185, CVE-2016-4186, CVE-2016-4187, CVE-2016-4188, CVE-2016-4189, CVE-2016-4190, CVE-2016- 12/07/2016 100 |cvE20164182
4217, CVE-2016-4218, CVE-2016-4219, CVE-2016-4220, CVE-2016-4221, CVE-2016-4233, CVE-2016-4234, CVE-2016-4235, CVE-
2016-4236, CVE-2016-4237, CVE-2016-4238, CVE-2016-4239, CVE-2016-4240, CVE-2016-4241, CVE-2016-4242, CVE-2016-4243,
CVE-2016-4244. CVE-2016-4245. and CVE-2016-4246.

dobe Fash Player efor 18.0.0.355 3 19 though 22.xhfore 22.00.209 o Windaws and 5 X and bfors 112202632 on

different vulnuahlllwzhan CVE 20164172, CVE 2016.4175, CVE-2016-4179, CVE 2016 4180, CVE-2016.4181, CVE-2016-4182,
adobe ~ flash_player CVE-2016-4184, CVE-2016-4185, CVE-2016-4136, CVE-2016.4187, CVE-2016-4188, CVE-2016-4183, CVE-2016-4190, CVE-2016- 12/07/2016 100 |cve2016-4183
4217, CVE-2016.4218, CVE-2016-4219, CVE-2016-4220, CVE-2016-4221, CVE-2016.4233, CVE-2016-4234, CVE-2016-4235, CVE-
2016-4236, CVE-2016-4237, CVE-2016.4238, CVE-2016-4239, CVE-2016-4240, CVE-2016-4241, CVE-2016-4242, CVE-2016-4243,
cvE2016 E-2016-4245. and CVE-2016-

Adobe Flsh Player before 18,036 and 19 through 22. before 22.0.0.209 on Windowsand O5 X and before 112.202632.0n

different vulnerahvlvlvthan VE 20164175 CVE016-417, CVE 20164175, CVE 2016.4180, CVE 20164180, CVE.2016 162,
adobe - flash_player CVE-2016-4183, CVE-2016-4185, CVE-2016-4186, CVE-2016-4187, CVE-2016-4188, CVE-2016-4189, CVE-2016-4190, CVE-2016- 12/07/2016 100 |cVE20164184
4217, CVE-2016-4218, CVE-2016-4219, CVE-2016-4220, CVE-2016-4221, CVE-2016-4233, CVE-2016-4234, CVE-2016-4235, CVE-
2016-4236, CVE-2016-4237, CVE-2016-4238, CVE-2016-4239, CVE-2016-4240, CVE-2016-4241, CVE-2016-4242, CVE-2016-4243,
CVE-2016-4244. CVE-2016-4245. and CVE-2016-4246.

dobe Fash Player efor 18.0.0.355 3 19 though 22.xhfore 22.00.209 o Windaws and 5 X and bfors 112202632 on

different vulnuahlllwzhan CVE 20164172, CVE 2016.4175, CVE-2016-4179, CVE 2016 4180, CVE-2016.4181, CVE-2016-4182,
adobe ~ flash_player CVE-2016-4183, CVE-2016-4184, CVE-2016-4136, CVE-2016.4187, CVE-2016-4188, CVE-2016-4183, CVE-2016-4190, CVE-2016- 12/07/2016 100 |cve2016-4185
4217, CVE-2016.4218, CVE-2016-4219, CVE-2016-4220, CVE-2016-4221, CVE-2016.4233, CVE-2016-4234, CVE-2016-4235, CVE-
2016-4236, CVE-2016-4237, CVE-2016.4238, CVE-2016-4239, CVE-2016-4240, CVE-2016-4241, CVE-2016-4242, CVE-2016-4243,
cvE2016 E-2016-4245. and CVE-2016-

Adobe Flsh Player before 16,0036 and 19 through 22.X before 22.0.0.209 on Windows and O5 X and before 112.202632.0n
different vulnerahvlvlvthan VE 20164172 CVE016-417, CVE 20064175, CVE 2016.4180, CVE 20164180, CVE.2016.4162,
adobe - flash_player CVE-2016-4183, CVE-2016-4184, CVE-2016-4185, CVE-2016-4187, CVE-2016-4188, CVE-2016-4189, CVE-2016-4190, CVE-2016- 12/07/2016 100 |cvE20164186
4217, CVE-2016-4218, CVE-2016-4219, CVE-2016-4220, CVE-2016-4221, CVE-2016-4233, CVE-2016-4234, CVE-2016-4235, CVE-
2016-4236, CVE-2016-4237, CVE-2016-4238, CVE-2016-4239, CVE-2016-4240, CVE-2016-4241, CVE-2016-4242, CVE-2016-4243,
CVE-2016-4244. CVE-2016-4245. and CVE-2016-4246.

dobe Fash Player efor 18.0.0.365 3 19 though 22.xhfore 22.00.209 o Wi and 5 X and bfors 112202632 on

dmevem wlnevamlnyman V20164172, CVE 20164175, CVE. 20164179, CVE 20164180, CVE 2006 4181, CVE-2016-4152,
adobe ~ flash_player CVE-2016-4183, 184, CVE-2016-4185, CVE-2016-4186, CVE-2016-4188, CVE-2016-4189, CVE-2016-4190, CVE-2016- 12/07/2016 100 |cve2016-4187
4217, CVE-2016-4218, CVE-2016-4219, CVE-2016-4220, CVE-2016-4221, CVE-2016-4233, CVE-2016-4234, CVE-2016-4235, CVE-
2016-4236, CVE-2016-4237, CVE-2016-4238, CVE-2016-4239, CVE-2016-4240, CVE-2016-4241, CVE-2016-4242, CVE-2016-4243,
CvE2016-4244 d CVE-2016-4246.

Adobe Fash laer before 16.00.366 and 19.x through 22 before 2.00.209 an Windowsand 5 X and before 112202632 0

different vulnerahllv\vman VE 2016-4172, CVE 2016.4175, CVE 20164179, CVE 2016 4180, CVE 2016 4181, CVE 2016 4152,
adobe - flash_player CVE-2016-4183, CVE-2016-4184, CVE-2016-4185, CVE-2016-4186, CVE-2016-4187, CVE-2016-4189, CVE-2016-4190, CVE-2016- 12/07/2016 100 |cve20164188
4217, CVE-2016-4218, CVE-2016-4219, CVE-2016-4220, CVE-2016-4221, CVE-2016-4233, CVE-2016-4234, CVE-2016-4235, CVE-
2016-4236, CVE-2016-4237, CVE-2016-4238, CVE-2016-4239, CVE-2016-4240, CVE-2016-4241, CVE-2016-4242, CVE-2016-4243,
CVE-2016-4244. CVE-2016-4245. and CVE-2016-4246.

#dobe Fuah ayar efors 16.0.0.356 s 19 through 22 bfors 2.00.203an Windows and 05 X snd befors 112202632 o
to

dmevem wlnevamlnyman V20164172, CVE 20164175, CVE. 20164179, CVE 20164180, CVE 2006 4481, CVE-2016-4152

adobe ~ flash_player CVE-2016-4183, 184, CVE-2016-4185, CVE-2016-4186, CVE-2016-4187, CVE-2016-4188, CVE-2016-4190, CVE-2016- 12/07/2016 100 |cve20164189

4217, CVE-2016-4218, CVE-2016-4219, CVE-2016-4220, CVE-2016-4221, CVE-2016-4233, CVE-2016-4234, CVE-2016-4235, CVE-

2016-4236, CVE-2016-4237, CVE-2016-4238, CVE-2016-4239, CVE-2016-4240, CVE-2016-4241, CVE-2016-4242, CVE-2016-4243,

CvE2016-4244 d CVE-2016-4246.

Adobe Fash laer efore 16.00.366 and 19.x through 22 before 2.00.209 an Windowsand 05 X and before 11.2.202632 0

different vulnerahllv\vman VE 2016-4172, CVE 2016.4175, CVE 20164179, CVE 2016 4180, CVE 2016 4181, CVE 2016 4152,
adobe - flash_player CVE-2016-4183, CVE-2016-4184, CVE-2016-4185, CVE-2016-4186, CVE-2016-4187, CVE-2016-4188, CVE-2016-4189, CVE-2016- 12/07/2016 100 |cve20164190
4217, CVE-2016-4218, CVE-2016-4219, CVE-2016-4220, CVE-2016-4221, CVE-2016-4233, CVE-2016-4234, CVE-2016-4235, CVE-
2016-4236, CVE-2016-4237, CVE-2016-4238, CVE-2016-4239, CVE-2016-4240, CVE-2016-4241, CVE-2016-4242, CVE-2016-4243,
CVE-2016-4244. CVE-2016-4245. and CVE-2016-4246.

Integer overflow in Adobe Reader and Acrobat before 11.0.17, Acrobat and Acrobat Reader DC Classic before 15.006.30198, and
adobe - acrobat Acrobat and Acrobat Reader DC Continuous before 15.017.20050 on Windows and 0 X allows attackers to execute arbitrary. 12/07/2016 75 |cve20164210

‘Adobe Reader and Acrobat before 11.0.17, Acrobat and Acrobat Reader DC Classic before 15.006.30198, and Acrobat and Acrobat
adobe - acrobat Reader DC Continuous before 15.017.20050 on Windows and 05 X allow attackers to bypass Javascript APl execution restrictions | 12/07/2016 75 |cve20164215

#dobe Fuah ayar efore 16.0.0.358 s 19 through 22 bfors 2.0.0.203an Windows and 05 X snd befors 112202632 o
to

dmevem wlnevamlnyman V20164172, CVE 20164175, CVE. 20164179, CVE 20164180, CVE 2006 4481, CVE-2016-4152

adobe ~ flash_player CVE-2016-4183, 184, CVE-2016-4185, CVE-2016-4186, CVE-2016-4187, CVE-2016-4188, CVE-2016-4189, CVE-2016- 12/07/2016

4190, CVE-2016-4218, CVE-2016-4219, CVE-2016-4220, CVE-2016-4221, CVE-2016-4233, CVE-2016-4234, CVE-2016-4235, CVE-

2016-4236, CVE-2016-4237, CVE-2016-4238, CVE-2016-4239, CVE-2016-4240, CVE-2016-4241, CVE-2016-4242, CVE-2016-4243,

cve2016 £-2016-4246.

CVE2016:4217

dobe Fash laer efore 16.00.366 and 19.x through 22 before 2.00.209 an Windowsand 5 X and before 112202632

different vulnernhlll\vthnn VE 2016-4172, CVE 2016.4175, CVE 20164179, CVE 2016 4180, CVE 2016 4181, CVE 2016 4152,
adobe - flash_player CVE-2016-4183, CVE-2016-4184, CVE-2016-4185, CVE-2016-4186, CVE-2016-4187, CVE-2016-4188, CVE-2016-4189, CVE-2016- 12/07/2016
4190, CVE-2016-4217, CVE-2016-4219, CVE-2016-4220, CVE-2016-4221, CVE-2016-4233, CVE-2016-4234, CVE-2016-4235, CVE-
2016-4236, CVE-2016-4237, CVE-2016-4238, CVE-2016-4239, CVE-2016-4240, CVE-2016-4241, CVE-2016-4242, CVE-2016-4243,
CVE-2016-4284. CVE-2016-4245. and CVE-2016-4246.

CVE2016.4218

dobe Fash layr befors 16.0.0.366 s 19 through 22 bfore 2.00.209an Windows and 05 X and befors 112202632 on

d-Neven( vulnevab-lnv than CVE2016-4172, CVE 20064178, CVE: 20064179, CVE 20164180, CVE 2006 4081, CVE-2016-4152

adobe ~ flash_player 12/07/2016 75 |cve20164219

217, CVE-2016-4218, CVE-2016-4220, CVE-2016-4221, CVE-2016-4233, CVE-2016-4234, CVE-2016-4235, CVE-
39, CVE-2016-4240, CVE-2016-4241, CVE-2016-4242, CVE-2016-4243,

2016 2015

£-2016-4246

dobe Fash laer before 16.00.366 and 19.x through 22 before 2.00.209 an Windowsand 5 X and before 11.2.202632 0

different vulnernhlll\vthnn VE 2016-4172, CVE 2016.4175, V20164179, CVE 2016 4180, CVE 2016 4181, CVE 2016 4152,
adobe - flash_player CVE-2016-4183, CVE-2016-4184, CVE-2016-4185, CVE-2016-4186, CVE-2016-4187, CVE-2016-4188, CVE-2016-4189, CVE-2016- 12/07/2016 25 |cve20164220
4190, CVE-2016-4217, CVE-2016-4218, CVE-2016-4219, CVE-2016-4221, CVE-2016-4233, CVE-2016-4234, CVE-2016-4235, CVE-
2016-4236, CVE-2016-4237, CVE-2016-4238, CVE-2016-4239, CVE-2016-4240, CVE-2016-4241, CVE-2016-4242, CVE-2016-4243,
(CVE-2016-424. CVE-2016-4245. and CVE-2016-4246.

#dobe Fash layr befors 16.0.0.366 s 19 through 22 bfore 2.00.209an Windows and 05 X and befors 112202632 on

d-Neven( vulnevab-lnv than CVE2016-4172, CVE 20064178, CVE: 20064179, CVE 20164180, CVE 20064081, CVE-2016-4152
16-4183, CVE-2016-4184, CVE-2016-4185, CVE-2016-4186, CVE-2016-4187, CVE-2016-4188, CVE-2016-4189, CVE-2016- 12/07/2016

neu CVE-2016-4217, CVE-2016-4218, CVE-2016-4219, CVE-2016-4220, CVE-2016-4233, CVE-2016-4234, CVE-2016-4235, CVE-

2016-4236, CVE-2016-4237, CVE-2016-4238, CVE-2016-4239, CVE-2016-4240, CVE-2016-4241, CVE-2016-4242, CVE-2016-4243,

cve2016. E2016 2016-4246.

adobe ~ flash_player CE-2016-4221
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https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-4974&vector=(AV:N/AC:L/Au:N/C:P/I:P/A:P)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-4974
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-5821&vector=(AV:L/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-5821
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-4172&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-4172
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-4175&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2016-4175
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-4176&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-4176
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-4177&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-4177
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-4179&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-4179
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-4180&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-4180
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-4181&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-4181
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-4182&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-4182
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-4183&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-4183
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-4184&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-4184
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-4185&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-4185
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-4186&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-4186
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-4187&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-4187
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-4188&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-4188
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-4189&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-4189
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-4190&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-4190
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-4210&vector=(AV:N/AC:L/Au:N/C:P/I:P/A:P)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-4210
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-4215&vector=(AV:N/AC:L/Au:N/C:P/I:P/A:P)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-4215
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-4217&vector=(AV:N/AC:L/Au:N/C:P/I:P/A:P)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-4217
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-4218&vector=(AV:N/AC:L/Au:N/C:P/I:P/A:P)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-4218
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-4219&vector=(AV:N/AC:L/Au:N/C:P/I:P/A:P)
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-4220&vector=(AV:N/AC:L/Au:N/C:P/I:P/A:P)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-4220
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-4221&vector=(AV:N/AC:L/Au:N/C:P/I:P/A:P)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-4221

Histérico de vulnerabilidades de Xullo do 2016

Description Published CVSS Score Source & Patch Info

Usfterfeewlneraby n Adobe flash Plyer beore 16.00.366 a0 19 hrough 22.before 22.00.209on Windws and 05
Xand before 11.2.202.632 0n L unspecified vulnerability
{han CVE-2016-4173, CVE-2016-4174, CVE 2015.4222, CVE 2016.4227, CVE 2016 4228, CVE-2015-4229, CVE-2016-4230, CVE 2016
4231, and CVE-2016-4248,

Use-atereevlnerabiy I Adobe Flash Player befre 18,036 and 15.x trough 22xbefoe 220,200 on Windows nd 05
Xand before 11.2.202.632 on Linux a unspecified vects vulnerability
than CVE 20164173, CVE 20164174, CVE 20164222, VE- 20164225, 2016 4128, VE 2054720, CVE 20164230, VE 201,

adobe - flash _player 12007006 | 100 [cve20164226

adobe - flash_player 12/07/2016 100 |cve20164227

Useafterfee vlnerabiity n Adobe Flsh Player before 16,0036 and 19 trough 22 before 220.0.209 on Windows nd 05
Xand before 11.2.202.632 on I unspecified rability
i CVE-T0L6-4175, CVE-2016-4174, VE 20064732, CVE 20164226, CVE 2016422, CYE-2036.4235, CVE-2016 4250 EVE2015/
4231, and CVE-2016-4248,

Use-after-free vulnerablh(y T Adobe Fssh Playr before 16.00.366 and 9. through 22 before 2.00.200an Windows and 05
Xand before 11.2.202.63: unspecified vects fferent vulnerability
i CVE-T0L6-4175, CVE-2016-4174, CVE 20064732, CVE 20154226, CVE 2016422, CYE-2036.4225, CVE-2016 4250 EVE20151
4231, and CVE-2016-4248,

Use-ateree vlnerabily I Adobe Flsh Plyer befre 18,036 and 151 trough Z2xbefoe 220,209 on Windows nd 05
Xand before 11.2.202.632 on Linux al unspecified vectors, a different vulnerability
than CVE 20164173, CVE 20164174, CVE 20164222, VE 20164225, CVE 2016.4227, CVE.2016-4226, CVE 2016-4225, CVE-2016 |
Use-after-free vulnerablh(y T Adobe Fissh Playr before 16.00.366 and 9. through 22 before 2.00.200an Windows and 05
Xand before 11.2.202.632 on I unspecified t vulnerability
{han CVE-2016-4173, CVE-2016-4174, CVE 20154222, CVE 2016.4226, CVE 2016 4227, CVE-2015-4226, CVE-2016-4229, CVE 2016
4230, and CVE-2016-4248,

dobe Flsh Player before 16,036 and 19 through 22. before 22.0.0.209 on Windowsand O5 X and before 112.202632.0n

adobe - flash_player 12/07/2016 100 |cve20164228

adobe - flash_player 12/07/2016 100 |cve20164229

adobe - flash_player 12/07/2016 100 |cve20164230

adobe - flash_player 12/07/2016 100 |cve20164231

dlﬂerenlvulnerablluv than CVE2016-4172, CVE J0U64175, CVE 20064179, CVE 20164180, CVE-2006-4381, CVE-2016-4182,
adobe - flash_player (CVE-2016-4183, CVE-2016-4184, CVE-2016-4185, CVE-2016-4186, CVE-2016-4187, CVE-2016-4188, CVE-2016-4189, CVE-2016- 12/07/2016 100 |cve20164233
4190, CVE-2016-4217, CVE-2016-4218, CVE-2016-4219, CVE-2016-4220, CVE-2016-4221, CVE-2016-4234, CVE-2016-4235, CVE-
2016-4236, CVE-2016-4237, CVE-2016-4238, CVE-2016-4239, CVE-2016-4240, CVE-2016-4241, CVE-2016-4242, CVE-2016-4243,
CVE-2016-4244. CVE-2016-4245. and CVE-2016-4246.

‘Adobe Flash Player before 18.0.0.366 and 19.x through 22.x before 22.0.0.209 on Windows and 05 X and before 11.2.202.632 on
Linux allows attack it

different vulnerability than CVE-2016-4172, CVE-2016-4175, CVE-2016-4179, CVE-2016-4180, CVE-2016-4181, CVE-2016-4182,
adobe ~ flash_player CVE-2016-4183, CVE-2016-4184, CVE-2016-4185, CVE-2016-4186, CVE-2016-4187, CVE-2016-4188, CVE-2016-4189, CVE-2016- 12/07/2016 100 |cve20164230
4190, CVE-2016.4217, CVE-2016-4218, CVE-2016-4219, CVE-2016-4220, CVE-2016-4221, CVE-2016-4233, CVE-2016-4235, CVE-
2016-4236, CVE-2016-4237, CVE-2016-4238, CVE-2016-4239, CVE-2016-4240, CVE-2016-4241, CVE-2016-4242, CVE-2016-4243,
CVE-2016-4244. CVE-2016-4245. and CVE-2016-4246.

dobe Flsh Player before 16,036 and 19 through 22. before 22.0.0.209 on Windowsand O5 X and before 112.202632.0n

dlﬂerenlvulnerablluv than CVE2016-4172, CVE 30U64176, CVE 20064179, CVE 20164180, CVE-2006-4181, CVE-2016-4182,
adobe - flash_player (CVE-2016-4183, CVE-2016-4184, CVE-2016-4185, CVE-2016-4186, CVE-2016-4187, CVE-2016-4188, CVE-2016-4189, CVE-2016- 12/07/2016 100 |cve20164235
4190, CVE-2016-4217, CVE-2016-4218, CVE-2016-4219, CVE-2016-4220, CVE-2016-4221, CVE-2016-4233, CVE-2016-4234, CVE-
2016-4236, CVE-2016-4237, CVE-2016-4238, CVE-2016-4239, CVE-2016-4240, CVE-2016-4241, CVE-2016-4242, CVE-2016-4243,
CVE-2016-4244. CVE-2016-4245. and CVE-2016-4246.

‘Adobe Flash Player before 18.0.0.366 and 19.x through 22.x before 22.0.0.209 on Windows and 05 X and before 11.2.202.632 on
L ttack it

different vulnerability than CVE-2016-4172, CVE-2016-4175, CVE-2016-4179, CVE-2016-4180, CVE-2016-4181, CVE-2016-4182,
adobe ~ flash_player CVE-2016-4183, CVE-2016-4184, CVE-2016-4185, CVE-2016-4186, CVE-2016-4187, CVE-2016-4188, CVE-2016-4189, CVE-2016- 12/07/2016 100 |cve20164236
4190, CVE-2016.4217, CVE-2016-4218, CVE-2016-4215, CVE-2016-4220, CVE-2016.4221, CVE-2016-4233, CVE-2016-4234, CVE-
2016-4235, CVE-2016-4237, CVE-2016-4238, CVE-2016-4239, CVE-2016-4240, CVE-2016.4241, CVE-2016-4242, CVE-2016-4243,
CVE-2016-4244. CVE-2016-4245. and CVE-2016-4246.

Adobe Flsh Player before 18.0.0.36 and 19 through 22. before 22.0.0.209 on Windowsand O5 X and before 112.202632.0n

dlﬂerentvulnerahvlvlvthan VE 20164172, CVE016-417, CVE 20064175, CVE 2016.4180, CVE 20164180, CVE.2016 4162,
adobe - flash_player CVE-2016-4183, CVE-2016-4184, CVE-2016-4185, CVE-2016-4186, CVE-2016-4187, CVE-2016-4188, CVE-2016-4189, CVE-2016- 12/07/2016 100 |cvE2016.4237
4190, CVE-2016-4217, CVE-2016-4218, CVE-2016-4219, CVE-2016-4220, CVE-2016-4221, CVE-2016-4233, CVE-2016-4234, CVE-
2016-4235, CVE-2016-4236, CVE-2016-4238, CVE-2016-4239, CVE-2016-4240, CVE-2016-4241, CVE-2016-4242, CVE-2016-4243,
CVE-2016-4244. CVE-2016-4245. and CVE-2016-4246.

dobe Fash Player efor 18.0.0.355 3 19 though 22.xhfore 22.00.209 o Windaws and 5 X and bfors 112202632 on

different vulnuahlllwzhan CVE 20164172, CVE 2016.4175, CVE-2016-4179, CVE 2016 4180, CVE-2016.4181, CVE-2016-4182,
adobe ~ flash_player (CVE-2016-4183, CVE-2016-4184, CVE-2016-4185, CVE-2016.4186, CVE-2016-4187, CVE-2016-4188, CVE-2016-4189, CVE-2016- 12/07/2016 100 |cve20164238
4190, CVE-2016.4217, CVE-2016-4218, CVE-2016-4215, CVE-2016-4220, CVE-2016.4221, CVE-2016-4233, CVE-2016-4234, CVE-
2016-4235, CVE-2016-4236, CVE-2016.-4237, CVE-2016-4239, CVE-2016-4240, CVE-2016-4241, CVE-2016-4242, CVE-2016-4243,
CVE-2016-4244. CVE-2016-4245. and CVE-2016-4246.

Adobe Flsh Player before 16.0.0.36 and 19 through 22.X before 22.0.0.209 on Windowsand O5 X and before 112.202632.0n

dlﬂerentvulnerahvlvlvthan VE 20164172 CVE016-417, CVE 20064175, CVE 2016.4180, CVE 20164180, CVE.2016 162,
adobe - flash_player CVE-2016-4183, CVE-2016-4184, CVE-2016-4185, CVE-2016-4186, CVE-2016-4187, CVE-2016-4188, CVE-2016-4189, CVE-2016- 12/07/2016 100 |cvE2016.4239
4190, CVE-2016-4217, CVE-2016-4218, CVE-2016-4219, CVE-2016-4220, CVE-2016-4221, CVE-2016-4233, CVE-2016-4234, CVE-
2016-4235, CVE-2016-4236, CVE-2016-4237, CVE-2016-4238, CVE-2016-4240, CVE-2016-4241, CVE-2016-4242, CVE-2016-4243,
CVE-2016-4244. CVE-2016-4245. and CVE-2016-4246.

dobe Fash Player efor 18.0.0.355 3 19 though 22.xhfore 22.00.209 o Windaws and 5 X and bfors 112202632 on

different vulnuahlllwzhan CVE 20164172, CVE 2016.4175, CVE-2016-4179, CVE 2016 4180, CVE-2016.4181, CVE-2016-4182,
adobe ~ flash_player (CVE-2016-4183, CVE-2016-4184, CVE-2016-4185, CVE-2016-4186, CVE-2016-4187, CVE-2016-4188, CVE-2016-4189, CVE-2016- 12/07/2016 100 |cve-20164240
4190, CVE-2016.4217, CVE-2016-4218, CVE-2016-4215, CVE-2016-4220, CVE-2016.4221, CVE-2016-4233, CVE-2016-4234, CVE-
2016-4235, CVE-2016-4236, CVE-2016-4237, CVE-2016-4238, CVE-2016-4239, CVE-2016.4241, CVE-2016-4242, CVE-2016-4243,
CVE-2016-4244. CVE-2016-4245. and CVE-2016-4246.

Adobe Flsh Player before 16,036 and 19 through 22.X before 22.0.0.209 on Windows and O5 X and before 112.202632.0n

dlﬂerentvulnerahvlvlvthan VE 20164172, CVE016-417, CVE 20064175, CVE 2016.4180, CVE 20164180, CVE.2016.162,
adobe - flash_player CVE-2016-4183, CVE-2016-4184, CVE-2016-4185, CVE-2016-4186, CVE-2016-4187, CVE-2016-4188, CVE-2016-4189, CVE-2016- 12/07/2016 100 |cvE201642a1
4190, CVE-2016-4217, CVE-2016-4218, CVE-2016-4219, CVE-2016-4220, CVE-2016-4221, CVE-2016-4233, CVE-2016-4234, CVE-
2016-4235, CVE-2016-4236, CVE-2016-4237, CVE-2016-4238, CVE-2016-4239, CVE-2016-4240, CVE-2016-4242, CVE-2016-4243,
CVE-2016-4244. CVE-2016-4245. and CVE-2016-4246.

dobe Fash Player efor 18.0.0.355 3 19 though 22.xhfore 22.00.209 o Windaws and 5 X and bfors 112202632 on

dmemm wlnevamlnyman CUE 20164172, CVE 2016-4175, CVE-2016-4179, CVE 20164180, CVE-2016.4181, CVE-2016-4182,
adobe ~ flash_player CVE-2016-4183, CVE-2016-4184, CVE-2016-4185, CVE-2016-4186, CVE-2016-4187, CVE-2016-4188, CVE-2016-4189, CVE-2016- 12/07/2016 100 |cve201642a2
4190, CVE-2016.-4217, CVE-2016-4218, CVE-2016-4219, CVE-2016-4220, CVE-2016-4221, CVE-2016-4233, CVE-2016-4234, CVE-
2016-4235, CVE-2016-4236, CVE-2016-4237, CVE-2016-4238, CVE-2016-4239, CVE-2016-4240, CVE-2016-4241, CVE-2016-4243,
cve2016 £-2016-4246.

Adobe Fash laer efore 16.00.366 and 19.x through 22 before 2.00.209 an Windowsand 05 X and before 11.2.202632 0

£2016

different vulnerahllv\vthan VE 2016-4172, CVE 2016.4175, CVE 20164179, CVE 2016 4180, CVE 2016 4181, CVE 2016 4152,
adobe - flash_player CVE-2016-4183, CVE-2016-4184, CVE-2016-4185, CVE-2016-4186, CVE-2016-4187, CVE-2016-4188, CVE-2016-4189, CVE-2016- 12/07/2016 100 |cvE2016.423
4190, CVE-2016-4217, CVE-2016-4218, CVE-2016-4219, CVE-2016-4220, CVE-2016-4221, CVE-2016-4233, CVE-2016-4234, CVE-
2016-4235, CVE-2016-4236, CVE-2016-4237, CVE-2016-4238, CVE-2016-4239, CVE-2016-4240, CVE-2016-4241, CVE-2016-4242,
CVE-2016-4244. CVE-2016-4245. and CVE-2016-4246.

#dobe Fuah ayar efors 16.0.0.356 s 19 through 22 bfors 200,203 an Windows and 05 X s befors 112202632 o

dmemm wlnevamlnyman CUE 20164172, CVE 2016.4175, CVE-2016-4179, CVE 2016 4180, CVE-2016-4181, CVE-2016-4182,
adobe ~ flash_player CVE-2016-4183, CVE-2016-4184, CVE-2016-4185, CVE-2016-4186, CVE-2016-4187, CVE-2016-4188, CVE-2016-4189, CVE-2016- 12/07/2016 100 |cve201642a8
4190, CVE-2016-4217, CVE-2016-4218, CVE-2016-4219, CVE-2016-4220, CVE-2016-4221, CVE-2016-4233, CVE-2016-4234, CVE-
2016-4235, CVE-2016-4236, CVE-2016-4237, CVE-2016-4238, CVE-2016-4239, CVE-2016-4240, CVE-2016-4241, CVE-2016-4242,
cve2016 £-2016-4246.

Adobe Fash laer before 16.00.366 and 19.x through 22 before 2.00.209 an Windowsand 5 X and before 112202632 0

different vulnerahllv\vthan CVE 2016-4172, CVE 2016.4175, CVE 20164179, CVE 2016 4180, CVE 2016 4181, CVE 2016 4152,
adobe - flash_player CVE-2016-4183, CVE-2016-4184, CVE-2016-4185, CVE-2016-4186, CVE-2016-4187, CVE-2016-4188, CVE-2016-4189, CVE-2016- 12/07/2016 100 |cvE20164205
4190, CVE-2016-4217, CVE-2016-4218, CVE-2016-4219, CVE-2016-4220, CVE-2016-4221, CVE-2016-4233, CVE-2016-4234, CVE-
2016-4235, CVE-2016-4236, CVE-2016-4237, CVE-2016-4238, CVE-2016-4239, CVE-2016-4240, CVE-2016-4241, CVE-2016-4242,
CVE-2016-4243. CVE-2016-4244, and CVE-2016-4246.

#dobe Fuah ayar efors 16.0.0.356 s 19 through 22 bfors 200203 an Windows and 05 X snd befors 11.2.202.632 o

dmemm wlnevamlnyman CVE 20164172, CVE 2016.4175, CVE-2016-4179, CVE 2016 4180, CVE-2016.4181, CVE-2016-4182,
adobe ~ flash_player CVE-2016-4183, CVE-2016-4184, CVE-2016-4185, CVE-2016-4186, CVE-2016-4187, CVE-2016-4188, CVE-2016-4189, CVE-2016- 12/07/2016 100 |cve201642a6
4190, CVE-2016-4217, CVE-2016-4218, CVE-2016-4219, CVE-2016-4220, CVE-2016-4221, CVE-2016-4233, CVE-2016-4234, CVE-
2016-4235, CVE-2016-4236, CVE-2016-4237, CVE-2016-4238, CVE-2016-4239, CVE-2016-4240, CVE-2016-4241, CVE-2016-4242,

Use-after-free vulnerability in Adobe Flash Player before 18.0.0.366 and 19.x through 22.x before 22.0.0.209 on Windows and 05
Xand before 11.2.202.632 0n L unspecified vects

adobe - flash.player than CVE-2016-4173, CVE-2016-4174, CVE-2016-4222, CVE-2016-4226, CVE-2016-4227, CVE-2016-4228, CVE-2016-4225, (Ve 2016, 121712018 00 |vE206428
4230, and CVE-2016-4231.
sdobe —fash layer Hesp based buffer overfow In Adobe Flsh Py before 18,0365 3nd 19:x hrovgh 22 before 2200309 0 Widowsand | 101 100 |ovezotans
05 X and before 11 CVE-2016:4249
The Microsoft (1) IScript 5.8 and 9 and (2) VBScript 5.7 and 5.8 engines, as used in Internet Explorer 9 through 11 and other
microsoft ~ interet_explorer products,allow remot web 12/07/2016 93 |cve2016:3208
ste. aka Memory Corruotion Vulnerabiltv.”
The Print Sp 02, 2008 592 and R2 SP1, Windows 7 SPL, Windows 8.1,
icosoft - windows.10 WindowsServer 2012 G and 2, Windows R 8.1, and Windows 10 Gold and 1511 aow rre i the-midlestackers 1 - P -
print driver during p aka 2 ode ez
Execution Vulnerability.”
The Print Spooler service in Microsoft Windows Vista SP2, Windows Server 2008 5P2 and R2 SP1, Windows 7 SP1, Windows 8.1,
microsoft - windows_10 Windows Server 2012 Gold and R2, Windows RT 8.1, and Windows 10 Gold and 1511 allows local users to gain privileges via 12/07/2016 CvE-20163239
, aka "Windows Print Spool of Privilege Vulnerabiliy.
Microsoft Internet Explorer 9 through 11 3k cause a denial of
_explorer web site, aka " v Corruption Vulnerabilty," ndl"erentvu\nernb\h!vthnn e | 1200772006 16 |cve20163200
2016-3241 and CVE-2016:3242.
Microsoft Internet Explorer 9 through 11 3k cause a denial of
_explorer web site, aka " 1y Corruption Vulnerabiliy,” a different vu\nemb\h!v thanCVe- | 12/07/2016 cve2016-3241
20163240 and CVE-2016:3242.
Microsoft Internet Explorer 9 through 11 3k cause a denial of
_explorer web site, aka 1y Corruption Vulnerabiliy,” a different vu\nemb\h!v thanCVe- | 12/07/2016 16 |cve2016:3202
2016-3240 and CVE-2016:3241.
ot —men o Microsoft Internet Explorer 10 and 11 allows code or service (memory
microsoft - internet_explore corrution via a crafted web site. aka " v Corrustion Vulnerability." 12/07/2016 6 |oeroienn
" Microsoft Ede al B
microsoft - edge. s s, ska Moot Edee oo Corcion oberait. 12/07/2016 16 |eroieane
Tne Mirosof (1) St , 2 VBScrt, and ) . a5 used in Microsoft Internet Exp 1,
icosoft - edge Microsoft Edge, and other cause a denial of — P -

corruption) via a crafted web site, aka "Smnlmg Engine Memory Corruption Vulnerability,” a different vulnerability than CVE-
20163250

Pagina 3


https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-4226&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-4226
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-4227&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-4227
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-4228&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-4228
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-4229&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-4229
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-4230&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-4230
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-4231&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-4231
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-4233&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-4233
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-4234&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-4234
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-4235&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-4235
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-4236&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-4236
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-4237&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-4237
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-4238&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-4238
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-4239&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-4239
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-4240&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-4240
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-4241&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-4241
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-4242&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-4242
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-4243&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-4243
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-4244&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2016-4244
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-4245&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-4245
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-4246&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2016-4246
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-4248&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-4248
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-4249&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-4249
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-3204&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-3204
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-3238&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-3238
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-3239&vector=(AV:L/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-3239
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-3240&vector=(AV:N/AC:H/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-3240
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-3241&vector=(AV:N/AC:H/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-3241
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-3242&vector=(AV:N/AC:H/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-3242
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-3243&vector=(AV:N/AC:H/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-3243
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-3246&vector=(AV:N/AC:H/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-3246
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-3248&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-3248
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_MEMFLAGS ¢
which allows attackers to gain privileges by leveraging accidental read-write mappings, aka Qualcomm internal bug CR988993,

microsoft - windows_10 crafted application, aka "Win32k Elevation of Privilege Vulnerability," a different vulnerability than CVE-2016-3252, CVE-2016- 12/07/2018 2 CUE2016:3249
microsoft - windows_10 crafted application, aka "Win32k Elevation of Privilege Vulnerability," a different vulnerability than CVE-2016-3249, CVE-2016- 12/07/2018 2 Cuf2alE 3350
microsoft - windows_10 crafted appllcanen, aka "Wma]k Elevation of Privilege Vulnerability," a different vulnerability than CVE-2016-3249, CVE-2016- 12/07/2018 2 Cufals 350
The Microsoft (l) lS:nm 9,(2) VBSmDL and (3) Chakra Aavascnm engines, as used in Microsoft Internet Explorer 9 through 11,
microsoft - edge corruption) via a crafted web site, aka "Smpnnﬂ Engine MQMOVV Corruption Vulnerability,” a m"eren( wvulnerability than CVE- 12/07/2018 23 Cufnis3m
The Microsoft (1) JScript 9, (2) VBScript, and (3) Chakra JavaScript engines, as used in Microsoft Internet Explorer 11, Microsoft
microsoft -- edge Edj d service 12/07/2016 93 CVE-2016-3260
microsoft -- edge {(memory corruimon) via a crafted web site, aka "Scripting Engine Memory Corruption Vulnerability,” a different vulnerability 12/07/2016 93 €-2016-3:
(i
microsoft -- edge {(memory corruption) via a crafted web site, aka "Scripting Engine Memory Corruption Vulnerability,” a different vulnerability 12/07/2016 93 CVE-2016-3269
e
microsoft -- office for Mac, Omce Comvanhmw Pack SP3, and Word Viewer aHaw remote auackers to execute arh\lrary code viaa craﬂeﬂ Office 12/07/2016 CVE-2016-3280
microsoft - office. 2, and Office Web 105P2 allow 12/07/2016 93
‘microsoft -- office Word Automation Servmes on SharePoint Server 2013 SP1, Shamvcm( Server 2016, Office Web Apps 2010 SPZ Dch Web APP; 12/07/2016 93 CVE-2016-
microsoft -- word_viewer Memory Corruption Vulnerability." 12/07/2016 93
microsoft - excel Office Comp: , and Excel Viewer allow. 12/07/2016 93
v system crash) 11/07/2016 71 |cve-2016.5308
google - android Unepeciied Andreid before ferstogainp 10/07/2016 100 |cve2013-7457
google - android Android before 2016-07-05 on Nexus 5 and 7 es. number of buffers, which 10/07/2016 CVE-2014-9777
google - android Andrmd hehre 201&074)5 on Nexus 5 and 7 number of buffers, whi 10/07/2016 93 CVE-2014-9778
Buffer overfiow in "Android before 2016-07-05 on Nexus 7 (2013)
et
google — android d 7 not and step parameters, which allows attackers to gain 10/07/2016 93 CVE-2014-9782
e
The (1) alloc and (2) free API audio_ion.cin droid
google - android not validate pointers used in read and ;, which all fted li ks 10/07/2016 93 CVE-2014-9790
google - android data type, which all kers to gain privileges fted appli ka Android internal bug 28769399 |  10/07/2016 93 |cvE-2014-9792
e
google - android validate the page size in the kernel header, which all ke acrafted boot 10/07/2016 93 |cve2014.9796
ke internal bug CR684756.
platform/msm_shared/dev_tree.c in the Qualcomm bootloader in Android before 2016-07-05 on Nexus 5 devices does not check
google — android between addr d abe addr which service 10/07/2016 21 CVE-2014-9798
google — android I o gec, which might arotection mech el “”“"eg“ o, otermal bug 10/07/2016 93 |cve2014.9799
Multiple integer overflows in lib/libfdt/fdt_rw.c in \droid before Ne de
Mulnp\e integer overflows in hb/hbidr/ldl cinthe Qua\comm :omponem; in Android before 2016-07-05 on Nexus 5 and 7
google -- android leges Ig 28821965 and Qualcomm 10/07/2016 923 CVE-2014-9802
google - android Nexus 5X pages, which alls acrafted li , al 10/07/2016 923 CVE-2014-9803
google - android via a crafted block 'd block size of aka Android internal 10/07/2016 923 CVE-2015-8888
e
1S \_parser.cin Android before 2016-07-05 on Nexus 5 and 7 (2013)
google - android de Partition 10/07/2016 93 |cve2015-8890
via a crafted MultiMediaCard (MMC), aka Android internal bug. 28322878 and Qualcomm internal bug CR823461.
pls!icvm/msm shared/boot_verifier.c in
google -- android 0 by ded access a digest with trailing data, aka Android internal bug 28822807 and 10/07/2016 CVE-2015-8892
inthe. (aka GPU driver) for 3.x, as used in Qualcomm Innovation
google - android Center (QuIC) Android M de 10/07/2016 93 CVE-2016-2067

Piginad



https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-3249&vector=(AV:L/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-3249
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-3250&vector=(AV:L/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-3250
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-3252&vector=(AV:L/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-3252
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-3254&vector=(AV:L/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-3254
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-3259&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-3259
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-3260&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-3260
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-3264&vector=(AV:N/AC:H/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-3264
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-3265&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-3265
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-3269&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-3269
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-3278&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-3278
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-3280&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-3280
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-3281&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-3281
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-3282&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-3282
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-3283&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-3283
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-3284&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-3284
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-3286&vector=(AV:L/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-3286
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-4831&vector=(AV:L/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-4831
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-5308&vector=(AV:N/AC:M/Au:N/C:N/I:N/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-5308
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2013-7457&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2013-7457
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2014-9777&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2014-9777
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2014-9778&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2014-9778
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2014-9779&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2014-9779
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2014-9780&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2014-9780
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2014-9781&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2014-9781
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2014-9782&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2014-9782
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2014-9783&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2014-9783
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2014-9784&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2014-9784
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2014-9785&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2014-9785
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2014-9786&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2014-9786
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2014-9787&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2014-9787
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2014-9788&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2014-9788
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2014-9789&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2014-9789
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2014-9790&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2014-9790
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2014-9792&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2014-9792
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2014-9793&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2014-9793
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2014-9795&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2014-9795
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2014-9796&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2014-9796
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2014-9798&vector=(AV:N/AC:M/Au:N/C:N/I:N/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2014-9798
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2014-9799&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2014-9799
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2014-9800&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2014-9800
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2014-9801&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2014-9801
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2014-9802&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2014-9802
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2014-9803&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2014-9803
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-8888&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-8888
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-8889&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-8889
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-8890&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-8890
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-8891&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-8891
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-8892&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-8892
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2016-2067&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2016-2067
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Description published _CSS Score _Source & Patch Info
Th NS QOSP audio iver ok sounddrver) o (e s kel 3.2 s n Qo novation Cnter (@) Ao
contrbutions for MSM devices and other product rice (ineger
oogle - androld w0t | 93 |cvezoiea0e
5o oo, and ffer oveow s ovrrad i rfed sl it psfonm ) AUDIO EFEECTS WAITE o 2 /ot 23 |QUE2016208
AUDIO EFECTS internal bug CR1006605.
The Qualcomm camera driver in Android before 2016-07-05 on Nexus 5X, 6, 6, an 7 (2013) devices allows atackers to gain
e — androl
google -endreld privileges viaa crafted application, aka Android nternal bug 27850772 and Qualcomm internal bug CR1001092. o700 | 23 |QVEZ016250]
Ceeriacin Use driver 2016.07.05 on Newus X and 6 devices alows
google — android atackers to gain prvieges via alarge size i a GSER_IOCTL ioctcall, aka Android nternal bug 27657963 and Qualcomm internal | 10/07/2016 | 93 |cvE-2016.2502
aa
The Qualcomm GPU driver in Andrord before Newus 5X Drivleges viaa
google - android o befoe 2016.0 o 6 devices allows o w0t | 93 |cvezoie2s0
in Android 6.x before 2016-07-01 does not validate »certan secion
google - android length, which allows remrte atackers o execute arbitrary code o cause a denialof service (memory corruption)viaacrafted | 10/07/2016 | 93 |cVE-2016:2505
medi e, ko int
OfGeracior s n Ibsapfih n medaer g 1 befr 44,503 blore 02,517 bfores 1, 0
google - android before 2016.07-01 does not vlid value, which alow: toexecute cusea | 1007206 | 100 |cvezoiezsos
denial of senice 2 crated mediafle 17504
_storage.c n bstagelight in mediaserver in Android 4x before 444,
google — android 50 before 5,02, 5.Lx bofore .11 and 6.x befor 2016.07-01 allows remot atackrs to exceute arbrary codeor cawse s | 10/07/2016 | 93 |cveoteasor
denial of senvice acrafted media e 32261
n roid 4xbefore 4.4.4,5.0.x before 5.02,5.1x
google - android before 5.1.1,and 6.x before 2016-07-01 does track data, which all sack e arbi woos | 93 |cveaoeases
code o cause a denal of pion) viaa crafted mediafile, ak internal bug 28799341
Th 260 ecoder i e seer n Aro 5 bfore 0160701 does o Tt cra e e, Wi sl et
google — android cause a denial of ption) vieacrafted media e, aka nternal bug | 10/07/2016 | 25 |cve016:37a1
281
s T proce s e e e e bt LS X s e et s
google — android remote attackers to mediafile,akantemal | 10/07/2016 | 25 |cve-2016.37a2
bue 2816565
oo Andrord 6x before 2016-07-01 does not Iniaize certain data tructures, which alows
google ~ android remote attackers to mediafie,akanteral | 10/07/2016 | 25 |cvE-20163743
Multpl buffer overiows n medisserverin Android 4x before 4.4, 5.0x before 50.2,5.1xbefore 5.1.1, and 6.x before 2016-
google - android 9701 sowtaters o g prvigs i e pplcation 1 rovides n A et el cemonste by g | 10/07206 | 25 |cveaoiems
Sinature access,aka nternal bug 281
Use-afer inthe n Android 4x before 4.4.4, 5.0 before 5.0.2,
google ~ android 5.1.xbefore 5.1.1, and 6.x before 2016.07-01 alk Kers to gain prvieg by w0t | 25 |cve20i6376
" terna bug 27890802
Use-afer inthe in Android 4x before 4.4.4, 5.0 before 5.0.2,
google ~ android 5.1.xbefore 5.1.1, and 6.x before 2016.07-01 alk Kers to gain privieg by 007006 | 100 |cvea0i63m07
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