Historico de vulnerabilidades de Diciembre del 2015

Sema na 28/12/2015

ampedireless -- r10000_firmware

The web administration interface on Amped Wireless R10000 devices with firnware 2.5.2.11 has a default password of
admin for the admin account, which allows remote attackers to obtain administrative privileges by leveraging a LAN session.

31/12/2015

CVE-201:

belkin  n600_db_wi-fi_dual-
band n\+ router 19k1102 firmware

The web management interface on Belkin FOK1102 2 devices with firmware 2.10.17 has a blank password, which allows.
remote attackers to obtain privileaes bv leveraaina a LAN session.

31/12/12015

CVE-2015-5988

belkin - n600_db_wi-fi_dual-
band_n\+_router_fok1102_firmware

Belkin F9K1102 2 devices with firmware 2.10.17 rely on client-side JavaScript code for authorization, which allows remote
attackers to obtain administrative privileges via certain changes to LockStatus and Login_Success values.

31/1212015

CVE-2015-5989

idera - uptime_infrastructure_monitor

Buffer overfiow in the up.time client in Idera Uptime Infrastructure Monitor 7.4 might allow remote attackers to execute
arbitrarv code via lona command input

31/1212015

CVE-2015-2895

mediabridge - medialink_mwn-
wapr300n_firmware

The web interface on Medialink MWN devices with firmware 5.07.50 has a defauit
password of admin for the admin account and a default password of password for the medialink account, which allows
remote attackers to obtain privileges by leveraaing a Wi-Fi session

31/1212015

CVE-2015-5994

readynet_solutions - wrt300n-
dd_firmware

The web administration interface on ReadyNet WRT300N-DD devices with firmware 1.0.26 has a default password of admin
for the admin account, which allows remote attackers to obtain administrative privileges by leveraging a LAN session.

31/12/12015

CVE-2015-7280

seagate - goflex_sattelite

Seagate GoFlex Satelite, Seagate Wireless Mobile Storage, Seagate Wireless Plus Mobile Storage, and LaCie FUEL
devices with firmware before 3.4.1.105 have a default password of oot for the root account, which allows remote attackers
cess via a TELNET session.

31/1212015

CVE-2015-2874

seagate - goflex_sattelite

Absolute path traversal wulnerability on Seagate GoFlex Satellte, Seagate Wireless Mobile Storage, Seagate Wireless Plus
Mobile Storage, and LaCie FUEL devices with firmware before 3.4.1.105 allows remote attackers to read arbitrary files via a
full pathname in a download reauest durina a Wi-Fi session.

31/12/12015

seagate - goflex_sattelite

Unrestricted file upload vulnerability on Seagate GoFlex Satellite, Seagate Wireless Mobile Storage, Seagate Wireless Plus
Mobile Storage, and LaCie FUEL devices with fimware before 3.4.1.105 allows remote attackers to execute arbitrary code
by uploading a file to /mediafsda2 during a Wi-Fi session.

31/1212015

CVE-2015-2876

tenda - n3_wireless_n150

Mediabridge Medialink MWN-WAPR300N devices with firmware 5.07.50 and Tenda N3 Wireless N150 devices allow
remote attackers to obtain administrative access via a certain admin substring in an HTTP Cookie header.

31/1212015

3

CVE-2015-5995

2yxel - nbg-418n

ZyXEL P-660HW-T1 2 devices with ZyNOS firmware 3.40(AXH.0), PMG5318-B20A devices with firmware 1.00AANCObS,
and NBG-418N devices have a default password of 1234 for the admin account, which allows remote attackers to obtain
access via unspecified vectors

31/1212015

CVE-2015-6016

zyxel - pmg5318-b20a_firmware

'?ne diagnostic-ping implementation on ZyXEL PMG5318-B20A devices with firnware before 1.00(AANC.2)CO allows

remote attackers to execute arbitrarv commands via the PinalPAddr parameter.

31/12/12015

CVE-2015-6018

2yxel - pmg5318-b20a_firmware

ZyXEL PMG5318-B20A devices with frmware 1.00AANCODS
privileges by leveraaing access to the user account.

users to obtain

31/1212015

CVE-2015-6020

zyxel - nbg-418n_firmware

The web administration interface on ZyXEL NBG-418N devices with firmware 1.00(AADZ.3)CO has a default password of
1234 for the admin account, which allows remote attackers to obtain administrative privileges by leveraging a LAN session.

31/1212015

CVE-2015-7283

corega - cg-wibargs_firmware

Corega CG-WLBARGS devices allow remote attackers to perform administrative operations via unspecified vectors.

30/12/2015

CVE-2015-7792

2te - zxhn_h108n_rla_firmware

[Absolute path traversal ulnerability in cgi-bin/webproc on ZTE ZXHN H108N R1A devices before
ZTE bhs ZXHNH108NR1A k_PE allows remote attackers to read arbitrary files via a full pathname in the getpage
parameter.

30/12/2015

CVE-2015-7250

zte - zxhn_h108n_rla_fimware

ZTE ZXHN H108N R1A devices before ZTE.bhs.ZXHNHL0BNR1A k_PE have a hardcoded password of root for the root
account. which allows remote attackers to obtain access via a TELNET session.

30/12/2015

CVE-2015-7251

adobe - air

Adobe Flash Player before 18.0.0.324 and 19.x and 20.x before 20.0.0.267 on Windows and OS X and before
11.2.202.559 on Linux, Adobe AIR before 20.0.0.233, Adobe AIR SDK before 20.0.0.233, and Adobe AIR SDK &
Compiler before 20.0.0.233 allow attackers to execute arbitrary code or cause a denial m senice (memory corruption) via
unspecified vectors, a different vulnerability than C' .

28/12/2015

CVE-2015-8459

adobe - air

Adobe Flash Player before 18.0.0.324 and 19.x and 20.x before 20.0.0.267 on Windows and OS X and before
11.2.202.559 on Linux, Adobe AIR before 20.0.0.233, Adobe AIR SDK before 20.0.0.233, and Adobe AIR SDK &
Compiler before 20.0.0.233 allow attackers to execute arbitrary code or cause a denial of service (memory corruption) vi
unspecified vectors, a different vulnerability than C' . C . and C

28/12/2015

CVE-2015-8460

adobe - air

Use-after-free vulnerability in Adobe Flash Player before 18.0.0.324 and 19.x and 20.x before 20.0.0.267 on Windows and
0S X and before 11.2.202.559 on Linux, Adobe AIR before 20.0.0.233, Adobe AIR SDK before 20.0.0.233, and Adobe
AIR SDK & Compiler before 20.0.0.233 allows attackers to execute arbitrary code via unspecified vectors, a different

el , C , C ,C , C . and C

28/12/2015

CVE-2015-8634

adobe - air

Use-after-free vulnerability in Adobe Flash Player before 18.0.0.324 and 19.x and 20.x before 20.0.0.267 on Windows and
0S X and before 11.2.202.559 on Linux, Adobe AIR before 20.0.0.233, Adobe AIR SDK before 20.0.0.233, and Adobe
AIR SDK & Compiler before 20.0.0.233 allows attackers to execute arbitrary code via unspecified vectors, a different

el , C , C ,C , C . and C

28/12/2015

CVE-2015-8635

adobe - air

Adobe Flash Player before 18.0.0.324 and 19.x and 20.x before 20.0.0.267 on Windows and OS X and before
11.2.202.559 on Linux, Adobe AIR before 20.0.0.233, Adobe AIR SDK before 20.0.0.233, and Adobe AIR SDK &
Compiler before 20.0.0.233 allow attackers to execute arbitrary code or cause a denial of service (memory corruption) vi
unspecified vectors, a different vulnerability than C' . C . and C

28/12/2015

CVE-2015-8636

adobe - air

Use-after-free vulnerability in Adobe Flash Player before 18.0.0.324 and 19.x and 20.x before 20.0.0.267 on Windows and
0S X and before 11.2.202.559 on Linux, Adobe AIR before 20.0.0.233, Adobe AIR SDK before 20.0.0.233, and Adobe
AIR SDK & Compiler before 20.0.0.233 allows attackers to execute arbitrary code via unspecified vectors, a different

el , C , C ,C , C . and C

28/12/2015

CVE-2015-8638

adobe - air

Use-after-free vulnerability in Adobe Flash Player before 18.0.0.324 and 19.x and 20.x before 20.0.0.267 on Windows and
0S X and before 11.2.202.559 on Linux, Adobe AIR before 20.0.0.233, Adobe AIR SDK before 20.0.0.233, and Adobe
AIR SDK & Compiler before 20.0.0.233 allows attackers to execute arbitrary code via unspecified vectors, a different

el , C , C ,C , C . and C

28/12/2015

adobe - air

Use-after-free vulnerability in Adobe Flash Player before 18.0.0.324 and 19.x and 20.x before 20.0.0.267 on Windows and
and before 11.2.202.559 on Linux, Adobe AIR before 20.0.0.233, Adobe AIR SDK before 20.0.0.233, and Adobe.
AIR SDK & Compiler before 20.0.0.233 allows attackers to execute arbitrary code via unspecified vectors, a different

than C , C el
o) , C , C ,C , C

, C 3 . C 8

, C
. and C

28/12/2015

CVE-2015-8640

adobe - air

Use-after-free vulnerability in Adobe Flash Player before 18.0.0.324 and 19.x and 20.x before 20.0.0.267 on Windows and
0S X and before 11.2.202.559 on Linux, Adobe AIR before 20.0.0.233, Adobe AIR SDK before 20.0.0.233, and Adobe
AIR SDK & Compiler before 20.0.0.233 allows attackers to execute arbitrary code via unspecified vectors, a different

. C

o) , C , C ,C , C

), and

28/12/2015

CVE-2015-8641

adobe - air

Use-ater-free vulnerability in Adobe Flash Player before 18.0.0.324 and 19.x and 20.x before 20.0.0.267 on Windows and
0S X and before 11.2.202.559 on Linux, Adobe AIR before 20.0.0.233, Adobe AIR SDK before 20.0.0.233, and Adobe
AIR SDK & Compiler before 20.0.0.233 allows attackers to execute arbitrary code via unspecified vectors, a different

C , C) , C) . C) , C\ , and C\

28/12/2015

CVE-2015-8642

adobe - air

Use-ater-free vulnerability in Adobe Flash Player before 18.0.0.324 and 19.x and 20.x before 20.0.0.267 on Windows and
and before 11.2.202.559 on Linux, Adobe AIR before 20.0.0.233, Adobe AIR SDK before 20.0.0.233, and Adobe
AIR SDK & Compiler before 20.0.0.233 allows attackers to execute arbitrary code via unspecified vectors, a different

than C , C el
o) , C , C ,C , C

, C 3 , C .

, C
. and C

28/12/2015

CVE-2015-8643

adobe - air

Adobe Flash Player before 18.0.0.324 and 19.x and 20.x before 20.0.0.267 on Windows and OS X and before
11.2.202.559 on Linux, Adobe AIR before 20.0.0.233, Adobe AIR SDK before 20.0.0.233, and Adobe AIR SDK &
Compiler before 20.0.0.233 allow attackers to execute arbitrary code by leveraging an unspecified "type confusion.”

28/12/2015

CVE-2015-8644

adobe - air

Adobe Flash Player before 18.0.0.324 and 19.x and 20.x before 20.0.0.267 on Windows and OS X and before
11.2.202.559 on Linux, Adobe AIR before 20.0.0.233, Adobe AIR SDK before 20.0.0.233, and Adobe AIR SDK &
Compiler before 20.0.0.233 allow attackers to execute arbitrary code or cause a denial m senice (memory corruption) vi
unspecified vectors, a different vulnerability than C' 3

28/12/2015

CVE-2015-8645

adobe - air

Use-after-free vulnerability in Adobe Flash Player before 18.0.0.324 and 19.x and 20.x before 20.0.0.267 on Windows and
and before 11.2.202.559 on Linux, Adobe AIR before 20.0.0.233, Adobe AIR SDK before 20.0.0.233, and Adobe
AIR SDK & Compiler before 20.0.0.233 allows attackers to execute arbitrary code via unspecified vectors, a different

than C , C el
o) , C , C ,C , C

, C 3 , C .

, C
. and C

28/12/2015

CVE-2015-8646

adobe - air

Use-after-free vulnerability in Adobe Flash Player before 18.0.0.324 and 19.x and 20.x before 20.0.0.267 on Windows and
0S X and before 11.2.202.559 on Linux, Adobe AIR before 20.0.0.233, Adobe AIR SDK before 20.0.0.233, and Adobe
AIR SDK & Compiler before 20.0.0.233 allows attackers to execute arbitrary code via unspecified vectors, a different

than C , C , C , C , C , C
CVE-2015-8642, CVE-2015-8643, CVE-2015-8646, CVE-2015-8648, CVE-2015-8649, and CVE-2015-8650.

28/12/2015

CVE-2015-8647

adobe - air

Use-after-free vulnerabilty in Adobe Flash Player before 18.0.0.324 and 19.x and 20.x before 20.0.0.267 on Windows and
0S X and before 11.2.202.559 on Linux, Adobe AIR before 20.0.0.233, Adobe AIR SDK before 20.0.0.233, and Adobe
AIR SDK & Compiler before 20.0.0.233 allows attackers to execute arbitrary code via unspecified vectors, a different

CVE-2015-8642, CVE-2015-8643, CVE-2015-8646, CVE-2015-8647, CVE-2015-8649, and CVE-2015-8650.

28/12/2015

CVE-2015-8648

adobe - air

Use-after-free vulnerabilty in Adobe Flash Player before 18.0.0.324 and 19.x and 20.x before 20.0.0.267 on Windows and
0S X and before 11.2.202.559 on Linux, Adobe AIR before 20.0.0.233, Adobe AIR SDK before 20.0.0.233, and Adobe
AIR SDK & Compiler before 20.0.0.233 allows attackers to execute arbitrary code via unspecified vectors, a different

[

, C , C , C . C A
CVE-2015-8642, CVE-2015-8643, CVE-2015-8646, CVE-2015-8647, CVE-2015-8648, and CVE-2015-8650.

28/12/2015

CVE-2015-8649

adobe - air

Use-after-free vulnerabilty in Adobe Flash Player before 18.0.0.324 and 19.x and 20.x before 20.0.0.267 on Windows and
0S X and before 11.2.202.559 on Linux, Adobe AIR before 20.0.0.233, Adobe AIR SDK before 20.0.0.233, and Adobe
AIR SDK & Compiler before 20.0.0.233 allows attackers to execute arbitrary code via unspecified vectors, a different

than C , C , C , C , C , C
CVE-2015-8642, CVE-2015-8643, CVE-2015-8646, CVE-2015-8647, CVE-2015-8648, and CVE-2015-8649.

28/12/2015

adobe - air

Integer overfiow in Adobe Flash Player before 18.0.0.324 and 19.x and 20.x before 20.0.0.267 on Windows and OS X and
before 11.2.202.559 on Linux, Adobe AIR before 20.0.0.233, Adobe AIR SDK before 20.0.0.233, and Adobe AIR SDK &
Compiler before 20.0.0.233 allows attackers to execute arbitrary code via unspecified vectors.

28/12/2015

CVE-2015-8651

emc - vplex_geosynchrony

EMC VPLEX GeoSynchrony 5.4 SP1 before P3 and 5.5 before Patch 1 has a default password for the root account, which
allows local users to gain privileges by leverading a login session.

28/12/2015

CVE-2015-6850

finux - linux_kernel

The ovi_setatr function in fs/overlayfs/inode.c in the Linux kemel through 4.3.3 attempts to merge distinct setattr
operations, which allows local users to bypass intended access restrictions and modify the attributes of arbitrary overlay fles
via a crafted application

28/12/2015

CVE-2015-8660

ephiphanyheathdata - cardio_server

The login page in Epiphany Cardio Server 3.3, 4.0, and 4.1 mishandles authentication requests, which allows remote
attackers to conduct LDAP injection attacks, and consequently bypass intended access restrictions, via a crafted URL.

2711212015

CVE-2015-6538

epiphanyhealthdata - cardio_server

SQL injection ulnerability in the login page in Epiphany Cardio Server 3.3 allows remote attackers to execute arbitrary SQL
commands via a crafted URL.

2771212015

CVE-2015-6537
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Historico de vulnerabilidades de Diciembre del 2015

Semana 21/12/2015

Adobe Flash Player before 18.0.0.324 and 19.x and 20.x before 20.0.0.267 on Windows and OS X and before
11.2.202.559 on Linux, Adobe AIR before 20.0.0.233, Adobe AIR SDK before 20.0.0.233, and Adobe AIR SDK & 2801202015
Compiler before 20.0.0.233 allow attackers to execute arbitrary code or cause a denial of service (memory corruption) via 08
unspecified vectors, a different vulnerability than .C

adobe - air

CVE-2015-8459

Use-after-free vulnerabilty in Adobe Flash Player before 18.0.0.324 and 19.x and 20.x before 20.0.0.267 on Windows and
0S X and before 11.2.202.559 on Linux, Adobe AIR before 20.0.0.233, Adobe AIR SDK before 20.0.0.233, and Adobe
adobe - air AIR SDK & Compiler before 20.0.0.233 allows attackers to execute arbitrary code via unspecified vectors, a different 28/12/12015 93 |CvE-2015-8650

than , C 3 3 3 A
CVE-2015-8642, CVE-2015-8643, CVE-2015-8646, CVE-2015-8647, CVE-2015-8648, and CVE-2015-8649.

ENC VPLEX GeoSynchrony 5.4 SP1 before P3 and 5,5 before Paich 1 has a default password for the 100t account, Which | 101 22 |cvea0is.esse

emc -~ vplex_geosynchrony allows local users to gain privileges by leverading a login session =

The ovl_setattr function in fs/overlayfs/inode.c in the Linux kernel through 4.3.3 attempts (o merge distinct setattr
linux - finux_kernel operations, which allows local users to bypass intended access estrictions and modify the attributes of arbitrary overlay files |~ 28/12/2015 72 |cve-2015-8660
via a crafted application.

The login page in Epiphany Cardio Server 3.3, 4.0, and 4.1 mishandles authentication requests, which allows remote

ephiphanyheathdata -- cardio_server | 2oy to conduct LDAP injection attacks, and consequently bypass intended access restrictions, via a crafted URL. 2711212015 CVE-2015-6538

ohamyheathdata — cardio, server | QL MEClon Vinerabiiy i th login page i Epiphany Cardio Server 3.3 allows emote afackers [0 execute arbirary SQL | 571200 P F—
commands via a crafted URL. e

adco
Adcon Telemetry AB40 Telemetry Gateway Base Station has hardcoded credentials, which allows remoe attackers fo obtain

a840tomeny_gateuay_base_saton T T T e 23122015 | 100 |cvE20157930

The i method in dilin Dovesiones AD

dovestones — ad_sell passuord_reset | St pasemerd Reset baore 3.0.4.0 alows remots ks 1o vest ariany pasowords i crfed et i 3 vald | 2311212015 15 |cve2oseer
username.

o ovon._frmuare EWON devices with firmware before 10,150 do not tigger the discading of browser session data n response & log-off | o1 I -

action, which makes it easier for remote attackers to obtain access by leveraging an unattended workstation. =

The h264_slice_header_init function in libavcodec/h264_slice.c in FFmpeg before 2.8.3 does not validate the refationship
fimpeg - fimpeg between the number of threads and the number of slices, which allows remote attackers to cause a denial of service (out-of- | 23/12/2015 75 |cve-2015-8661
bounds array access) or possibly have unspecified other impact via crafted H.264 data.

The ff_dwt_decode function in libavcodec/jpeg2000dwt.c in FFmpeg before 2.8.4 does not validate the number of
ffmpeg - fimpeg decomposition levels before proceeding with Discrete Wavelet Transform decoding, which allows remote attackers to cause | 23/12/2015 75 |cve-2015-8662
adenial of service (out-of-bounds array access) or possibly have unspecified other impact via crafted JPEG 2000 data.

The ff_get_buffer function in libaveodec/utis.c in FFmpeg before 2.8.4 preserves width and height values after a failure,
fimpeg — fimpeg which allows remote attackers to cause a denial of senvice (out-of-bounds array access) or possibly have unspeciied other | 23/12/2015 75 |cve-2015.8663
impact via a crafted mov fie.

The MIDI subsystem in Google Chrome before 47.0.2526.106 does not properly handle the sending of data, which allows
google - chrome remote attackers to execute arbitrary code or cause a denial of service (application crash) via unspecified vectors, related to | 23/12/2015 100 |cvE-20156792
midi_manager.cc, midi_manager_alsa.cc, and midi_manager_mac.cc, a different vulnerabilty than CVE-2015-8664.

Integer overfiow in the WebCursor::Deserialize function in in Google Chrome before:
google - chrome 147.0.2526.106 allows remote attackers to cause a denial of service or possibly have unspecified other impact viaan RGBA | 23/12/2015 75 |CVE-2015-8664
pixel array with crafted dimensions, a different vulnerability than CVE-2015-6792.

The kea-dhcpa and kea-dhcp6 servers 0.9.2 and 1.0.0-beta in ISC Kea, when certain debugging settings are used, allow

isc - kea remote attackers to cause a denial of senice (daemon crash) via a malformed packet.

22/12/2015 71 |cve2015.8373

EMC RSA SecurlD Web Agent before 8.0 allows physically proximate attackers to bypass the privacy-screen protection So1212015 72 |cvesorsesst

rsa - securid_web_agent by leveragina an unattended workstation and running DOM Inspector. 22

Saia Burgess PCD1.MOX«0, PCD1.M2xx0, PCD2.M5xX0, PCD3.Mxx60, PCD3.Mxxx0, PCD7.D4x¢D, PCD7.DAXXV,
saia_burgess_controls

T O, Trmare. PCD7.DAXXWTPF, and PCD7.D4xxxTSF devices before 1.24.50 and PCD3.T665 and PCD3.T666 devices before 1.24.41 |  22/12/2015 100 |cve-2015-7911
P - have hardcoded credentials, which allows remote attackers to obtain administrative access via an FTP session,

(Apache HBase 0.98 before 0.98.12.1, 1.0 before 1.0.1.1, and 1.1 before 1.1.0.1, as used in IBM InfoSphere Biginsights
apache - hbase 3.0,3.0.0.1, and 3.0.0.2 and other products, uses incorrect ACLS for ZooKeeper coordination state, which allows remote 211212015 25 |cvesorsasss

attackers to cause a denial of service (daemon outage), obtain sensitive information, or modify data via unspecified client
traffic

EMC Isilon OneFS 7.1 before 7.1.1.8, 7.2.0 before 7.2.0.4, and 7.2.1 before 7.2.1.1 allows remote authenticated
emc — isilon_onefs administrators to bypass a SmartLock root-login restriction by creating a oot account and establishing a login session, 2111212015 20 |CVE20154585

Honeywell Midas gas detectors before 1.13b3 and Midas Black gas detectors before 2.13b3 allow remote attackers to

honeywell — midas_black fimuare [HONMe! Midas gas detectols before 11303 and 211212015 93 |cve20157908

oyen  Femich_and1p_frmare | JOYTEC LIP-3ECTE 6.0.1, LINX-100, LVIS-3E100, and LIP-MEZOL devices allow remote aiackers o 1ead  password- | 1000 | 100 | cveaorcro0e
hash backup file via unspecified vectors. CVE-2015-7906
The MessageBrokerServiet servet in Moxa OnCel Central Manager before 2.2 does not require authentication, which allows

moxa — oncell_central_ manager remote attackers to obtain administrative access via a command, as demonstrated by the addUserAndGroup action. 2111212015 15 |QUE2015:6480

o oncel conal manager The login funciion n the RequesiController class in Moxa OnCell Central Manager before 2.2 has a hardcoded root - [ P

password. which allows remote attackers to obtain access via a loain session. =

schneider-electc — bnoc0401 Stack-based buffer overflow in the GoAhead Web Server on Schneider Electric Modicon M340 PLC BMXNOX and BMXPX | 11501 100 |cveso1s.ge3s
devices allows remote attackers to execute arbitrary code via a long password in HTTP Basic Authentication data. i

Serialized-object interfaces in VMware vRealize Orchestrator 6., vCenter Orchestrator 5.x, VRealize Operations 6., vCenter
vmware - veenter_orchestrator Operations 5.x, and vCenter Application Discovery Manager (vADM) 7.x allow remote attackers to execute arbitrary 2011212015 15 |CVE-2015-6934
commands via a crafted serialized Java object, related to the Apache Commons Collections library.

Juniper ScreenOS 6.2.0r15 through 6.2.0r18, 6.3.0r12 before 6.3.0r12b, 6.3.0r13 before 6.3.0r13b, 6.3.014 before
6.3.0r14b, 6.3.0r15 before 6.3.0r15b, 6.3.0r16 before 6.3.0r16b, 6.3.0r17 before 6.3.0r17b, 6.3.0r18 before 6.3.0r18b,

juniper - screenos 6.3.0119 before 6.3.0r19b, and 6.3.0120 before 6.3.0r21 allows remote attackers to obtain administrative access by entering |  -2/12/2015 100 | CVE2015-7755
an unspecified password durina a (1) SSH or (2) TELNET session.
Semana 14/12/2015
isco -
The boot manager n Cisco Application Policy Infrastructure Controller (APIC) 1.1(0.920a) allows local users to bypass
:‘:""“E“""J""“yf'""as'"‘C""Efm"""” intended access restrictions and obtain single-user-mode oot access via unspecified vectors, aka Bug ID CSCuUB3985. 18/12/2015 12 QUE2015:6424
cisco— Gisco Prime Network Services Controlle 3.0 allows [ocal Users (o bypass intended access resticions and execute arbiliary
brime_network senices_controller commands via additional parameters to an unsecified command. aka Bud ID CSCus99427. 161272015 2 |oeamesre
The AcuWVSSchedulenv10 service in Acunetix Web Vulnerabilty Scanner (WVS) before 10 build 20151125 allows local
accunetix - web_wilnerability_scanner |, o't gain privileges via a command parameter in the reporttemplate property in a params JSON object to apiaddScan. | 7122015 12 QUE2015:4027
I SQL inection vunerabilty n nclude/top_graph_eader pp in Cact 0.8 61 and eatler allows remote atackers 0 execute | o -~ 5 |ovesom s
arbitrary SOL commands via the rra_id parameter in a properties action to araph.ohp. |CVE-2015-8369
cool_video_gallery_project - lib/core.php n the Cool Video Gallery plugin 1.9 for WordPress allows remote attackers o execute arbitary code viashell | 1o [
cool_video_gallery metacharacters in the "Width of preview image” and possibly other input fieds in the "Video Gallery Settings" page. s |eE20leTsy

The get_contents function in nss_files/files-XXX.¢ in the Name Service Switch (NSS) in GNU C Library (aka glibc or libcé)
gnu - glibc before 2.20 might allow local users to cause a denial of service (heap corruption) o gain privileges via a long line in the NSS|  17/12/2015 72 |cve2015:5277
files database.

Incomplete blacklist vulnerability in util.c in foomatic-rip in cups-fiters 1.0.42 before 1.2.0 and in foomatic-iters in Foomatic

linuxfoundation - cups-fiters 4.0.x allows remote attackers to execute arbitrary commands via * (backtick) characters in a print job. 171212015 15 QUE2015:8327
The SysAdminWebTool senvits in SAP Mobile Platiorm allow remote atiackers {0 bypass authentication and obtain
s2p - mobile_platform sensitive information, gain prvileges, or have unspecified other impact via unknown vectors, aka SAP Security Note 1771212015 CVE-2015-8600

2227855

Xen 4.6.x and earlier does not properly enforce limits on page order inputs for the (1) XENMEM _increase_reservation, (2)
XENMEM_populate_physmap, (3) XENMEM_exchange, and possibly other HYPERVISOR_memory_op suboperations,

xen - xen which allows ARM guest OS administrators to cause a denial of service (CPU consumption, guest reboot, or watchdog 171212015 12 QUE2015:8338
timeout and host reboot) and possibly have unspecified other impact via unknown vectors,
The lbxl toolstack lbrary in Xen 4.Lx through 4.6.x does nol properly release mappings of fles used as kemels and nial

xen - xen ramdisks when managing multiple domains in the same process, which allows attackers to cause a denial of service 1711212015 18 |cve2osesan
(memory and disk by starting domains.

apache —tomes The EbObjcinpSiream cas in Apache TomEE allows Fmote aackers 0 erecute by Commands via a Seticed | 1001 s |ovesomen

Directory traversal vulnerability in the bitrix mpbuilder module before 1.0.12 for Bitrix allows remote administrators to include
bitrix -- mpbuilder and execute arbitrary local fles via a .. (dot dot) in the element name of the "work" array parameter to 16/1212015 90 [CVE2015-8358
pbuilder_sten2.php.

Race condition in resolver.c in named in ISC BIND 9.9.8 before 9.9.8-P2 and 9.10.3 before 9.10.3-P2 allows remote

isc - bind attackers to cause a denial of service (INSIST assertion failure and daemon exit) via unspecified vectors. 16/12/2015 CVE-2015-8461
Joomial 15.x, 2.x, and 3.x before 3.4.6 allow remote altackers to conduct PHP object injection altacks and execute arbiary
~ joomlat 2015
foomla — jooma PHP code via the HTTP User-Agent header, as exploited in the wild in December 2015. 161212015 1o |QvE20158562
]
[ES— Directory aversal wulnerabilty in Joomil 3.4.x before 3.4.6 allows remote atackers to have unspeciied Impact via directory| o -~ [P
raversal seauences in the XML instal fle in an extension package archive. CUE 2015 £61
]
Joomia — joomlat Lmemry traversal vulnerability in Joomlal 3.2.0 through 3.3.x and 3.4.x before 3.4.6 allows remote attackers to have 1611212015 25 |ovesorseses

unspecified impact via unknown vectors.

T
The Session package 1. before 1.3.1 for Joomlal Framevork allows remote atiackers (o execute arbitrary code via 611212015 ,.

joomla - session
unsecified session values. 15

CVE-2015-8566

Multiple unspecified vulnerabilities in the browser engine in Mozilla Firefox before 43.0 and Firefox ESR 38.x before 38.5
mozilla - firefox allow remote attackers to cause a denial of service (memory corruption and application crash) or possibly execute arbitrary | 16/12/2015
code via unknown vectors.

CVE-2015-7201

Multiple unspecified vulnerabilities in the browser engine in Mozilla Firefox before 43.0 allow remote attackers to cause a

mozla - frefox denial of service (memory cormuption and application crash) or possibly execute arbitrary code via unknown vectors.

16/12/2015

5]

CVE-2015-7202

Buffer overflow in the DirectWriteFontinfo::LoadFontFamilyData function in gfxithebes/gixDWriteFontList.cpp in Mozilla
mozila - firefox Firefox before 43.0 might allow remote attackers to cause a denial of service or possibly have unspecified other impact viaa | 16/12/2015
crafted font-family name.

le

CVE-2015-7203

Integer underflow in the RTPReceiverVideo::ParseRtpPacket function in Mozilla Firefox before 43.0 and Firefox ESR 38.x
mozilla - firefox before 38.5 might allow remote attackers to obtain sensitive information, cause a denial of service, or possibly have 16/12/2015
unspecified other impact by trigering a crafted WebRTC RTP packet.

CVE-2015-7205

Use-after-free vulnerability in Mozilla Firefox before 43.0 and Firefox ESR 38.x before 38.5 allows remote attackers to 1611212015

mozilla - firefox execute arbitrary code by triggering attempted use of a data channel that has been closed by a WebRTC function. =

CVE-2015-7210

Integer overflow in the function in Mozilla Firefox before 43.0 and
mozila - firefox Firefox ESR 38.x before 38.5 allows remote attackers to execute arbitrary code by triggering a graphics operation that 16/12/2015
reauires a larae texture allocation.

CVE-2015-7212

uffer overfiow in the XDRBuffer::grow function in js/src/vm/Xdr.cpp in Mozilla Firefox before 43.0 might allow remote

mozilla - firefox attackers to cause a denial of service or possibly have unspecified other impact via crafted JavaScript code.

16/12/2015

le

CVE-2015-7220

Buffer overfiow in the nsD function in cpp in Mozilla Firefox before 43.0 might
mozilla - firefox allow remote attackers to cause a denial of service or possibly have unspecified other impact by tiggering a deque size 16/12/2015
chanae.

CVE-2015-7221

Serialized-object interfaces in certain Cisco Collaboration and Social Media; Endpoint Clients and Client Software; Network
Application, Service, and Acceleration; Network and Content Security Devices; Network Management and Provisioning;
Routing and Switching - Enterprise and Service Provider; Unified Computing; Vioice and Unified Communications Devices;
Video, Streaming, TelePresence, and Transcoding Devices; Wireless; and Cisco Hosted Services products allow remote
attackers to execute arbitrary commands via a crafted serialized Java object, related to the Apache Commons Collections
(ACC) library.

apache - commons_collections 15/12/2015

CVE-2015-6420
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The TFTP implementation on Cisco Small Business SPA30x, SPAS0x, SPASLx phones 7.5.7 improperly validates firmware-
cisco - spa300_firmware image file integriy, which allows local users to load a Trojan horse image by leveraging shell access, aka Bug ID 15/12/2015 72 |cve-2015-6403
CSCut67400.

The password reset functionality in Lepide Active Directory Self Service allows remote authenticated users to change Ts2/2015 4 |cesoses

lepide - active_directory_sefl_SeCe | aryrary domain user passwords via a crafted reauest. e

The xmiStringLenDecodeEntites function in parser.c in bxmi2 before 2.9.3 does not properly prevent entity expansion,
xmisoft - libxml2 which allows context-dependent attackers to cause a denial of service (CPU consumption) via crafted XML data, a different 15/12/2015 71 CVE-2015-5312
vulnerabilitv than CVE-2014-3660.

The O (_backed_native_handler.cc in the extensions
google - chrome subsystem in Google Chrome belnre 270252680 improperly implements handler functions, which allows remote attackers | 14/12/2015 100 |cvE-2015-6788
to cause a denial of service or possibly have unspecified other impact via vectors that leverage "type confusion.”

Race condition in the MutationObserver implementation in Blink, as used in Google Chrome before 47.0.2526.80, allows|
google - chrome remote attackers to cause a denial of service (use-after-free) or possibly have unspecified other impact by leveraging 1411212015 93 |CVE20156789
obiect deletion

Multiple unspecified vulnerabilities in Google Chrome before 47.0.2526.80 allow aitackers to cause a denial of service or

google - chrome Dossibly have other impact via unknown vectors. 141212015 | 100 |OvE20156701
Muliple unspecified vulnerabiliies in Google V8 before 4.7.80.23, as Used in Google Chrome before 47.0.2526.80, allow
google - chrome attackers to cause a denal of senvice or possibly have other impact via unknown vectors, a different issue than CVE-2015- | 14/12/2015 | 100 |o
8478
Cisco
Cisco EPC3928 devices vith EDVA 5.5.10, 5.5.11, and 5.7.1 allow remote attackers to bypass an intended authentication
:2:2:‘2&‘7"“5‘5} 0_8x4_wireless_resi | o irement and execute unspecified administrative functions via a crafted HTTP request, aka Bug ID CSCux24941. 131272015 15 QUE2015:6401
Cisco Prime Collaboration Assurance before 11.0 has a hardcoded cmuser account, which allows remote attackers o
cisco - prime_collaboration_assurance | obtain access by establishing an SSH session and leveraging knowledge of this account's password, aka Bug ID 1271212015 20 |cve2uses
CSCusb270
Cisco Unified Computing System (UCS) 2.2(3)A on Fabric Interconnect 6200 devices allows remote attackers (o cause a
cisco - unified_compuing_system | denial of service (CPU consumption or evice outage) via a SYN flood on the SSH port during the booting process, aka Bug |  12/12/2015 11 |ce2useas
ID CSCuus1
Semana 07/12/2015
i u 10112 mishandl unts, which alk i u
oot onx The System Integrity Protection feature In Apple OS X before mounts, which o execute B P F—
arbitrary code with root oriveces —
e . 11,2, 05 before 9.1, lows localuser:
R The kerelin Appl 05 bfore 8.2, 05 X before 10.11.2,tv0S before 8.1, and watchOS before 2.1 alows localusers o ganproteges. | 10 N P
via 3 crafted mach message that s misparsed. 20157047
R MobileStorageMounter in Apple 105 before 9.2 and t0S before 9.1 mishandles the timing of trust-cache loading, which allows I [ —
attakers to execute arbitrary code leced context via a crafted aoo. e ——
re 10.11.2 mi ¥ i i
e e onn et aiin Aple 05X eor 0112 miandles kel exnson s, o el er g prigss v ene e |1 N P
o—— before tprevent chan v
R (AppleMobileFleintegrty n Apple 05 before 9.2 and Tdoes W | aons [ F—
cute arbitrary code ina a crafted ano CUE2015-70%
aoble ~ mac o5 x The kernelloader n EF1in Apole 05 X before 10.11.2 allows local users to gain orvieges via  crafted oathname. /1272015 72 |ovez0157083
10Kt SCS1n Apple 105 before 9.2, 05 X before 10.11.2, vOS before 9.1, and watchOS before 2.1 allows atackers o execute arbtrary
apple - apple_tv code in a privieged context or cause a denialof service (NULL pointer dereference via an app that provides an unspecied userclient |  11/12/2015, 93 |cve2015-7068
tuoe.
e e o Mobile Replayer In GPUTools Framework In Apple 05 before 9.2 na - 07 |cvezomsaos
an a0o that orovides a crafted oath; vulnerabilty than CVE-2015-7070, VE20157089
Jlows attack
[ Mobile Replayer in GPUTools Framework In Apple 05 before 9.2 toexcaute ns CRT 01 |oveomaon
an ap that orovides a crafted path vulnerabilty than CVE-2015-7060. CUE2015-7070
e File Bookmark le 05 X before 10.1.2 allows atackers to bypass 2 sandbox protection mechanism for a
apple -~ mac_os_x The Fl Apple OS X bef tobye hanism for app wupos | 100 |cve20s7071
sconed bookmarks vi acrafted pathname.
R ¥ n Agpe 05 belore 3.2, S befoe .1, and WAt befre 2.1 ishandies gt vadauon, Wi alows ackers o - 01 |ovesomaon
exccute arbitrary code in  orivilezed context e ——
R The Intel Graphics Driver component n Apple O X before 10.11.2 allows ocal users o gain privieges or cause 3 denialof service - [ P
o derefer vectors. e —
e on e The ntelGraphicsDriver component i Agpl 5 X before 10112 allows focalusrs (0 gan rivieges or ause a denalofservice out- | 1~ N P
of-bound access) via unspecified vectors e ——
R s mierably v n Aol G5 Xbefors 5112 s o 10 o g i vooars g Vo - [ P
5 Imishand! Jlows attack
R dyld in Apple 105 before 5.2 and tvOS before Validation, which toerecute 0o | s s |cvesosaon
orivilezed context via a crafted apo. e ——
The kernelin Apple 105 before 9.2, 05 X before 10.11.2, tv0S before .1, and watchOS before 2.1 allows local users o gain prvileges
apple -~ apple_tv koot p /1272015 12 |ce201s708
or cause a denial of service o b .
R The kernelin Appe 05 before 9.2, 05 X bfore 10.11.2,t0S before 5.1, and watchS before 2.1 allows loclusers o gin privieges | 1100 R —
or cause a denial of service o 2 , 2 different ¥ than O CUE2015:7088
R Tl Gaphcs e comporer gl 05X bfrs 1,11 fhows e 0 g9 g o e el s - I P
e on e The Bluetooth HCI nterface in Apple O X before 10.11.2 allows local users o gain privieges or cause a denial of service (memory . 72 |cvezorsaioe
corruption) via unsoecified vectors 20157108
cceleratorFamily in Apple 05 X before 10.11.2 and tvOS before 9.1 allows attackers o execute e eged
apple - iphone_os 10Acceleratorfamily n Apple OS X before 10.11.2 and OS before 9.1 . v /1272015 93 |cve20157100
context or cause a denial of service (memorv corruptioni vi a crafted ano
The IOHIDFamily APl in Apple [0S before 9.2, 05 X before 10.11.2, vOS before 9.1, and watch0S before 2.1 allows attackers to
apple - apple_tv execute arbitrary code in aprivileged context or cause a denial of service (memory corruption) via a crafted app, adifferent /1272015 93 |cve2o1s7ann
vulnerabilty than CVE-2015-7112
The \OHIDFamHy APLin Apple 105 before 9.2, 05 X before 10.11.2, 05 before 9.1, and 2 Lallows attackers o
apple -~ apple_tv execute leged context or of service ption) via a crafted app, a different /1272015 93 |cve2os7iz
unerait than CVE 2015 7111
o5 b ows atack
[ The LaunchServices component in Apple (05 before 9.2 and 21 to execute na s | 100 |cesomsois

orivileged context or cause a denial of service (memorv corruotion via a malformed st

S project gt Multiple unspecified vulnerabilities in Git before 2.5.4, as used in Apple Xcode before 7.2, have unknown impact and attack vectors. 112015 100 |cveoisos
NOTE: this CVE is associated only with Xcode use cases. E—

Adobe Flash Player before 18.0.0.268 and 19.x and 20.x before 20.0.0.228 on Windows and O X and before 11.2.202.554 on Linux,
|Adobe AIR before 20.0.0.204, Adobe AIR SDK before 20.0.0.204, and Adobe AIR SDK & Compiler before 20.0.0.204 allow attackers to
3 CcvE- 10/12/2015 100 |CVE-2015-8045
a o CcvE-

adobe - air execute y y corruption) o
2015-8047, C € € , CVE-2015-8417, O
2015-8444, CVE-2015-8451, and CVE-2015-8455.

Adobe Flash Player before 18.0.0.268 and 19.x and 20.x before 20.0.0.228 on Windows and O X and before 11.2.202.554 on Linux,
Adobe AR befre 20.00.204, Adobe AR SOK before 20.0.0.204, nd Adobe AR SDK & Compiler before 200.0.204 allow atackrs to

adobe ~air execute v code or | )via , a different vulnerability than CVE- 10/12/2015 100 |cVE-2015-8047
2015-8045, Xe Xe S Cve 2015 8417, 0V xel , CVE-
2015-8444, CVE-2015-8451, and CVE-2015-8455.
Use-after-free vulnerability in Adobe Flash Player before 18.0.0.268 and 19.x and 20.x before 20.0.0.228 on Windows and 05 X and
before 11.2.202.554 on Linux, Adobe AIR before 20.0.0.204, Adobe AIR SDK before 20.0.0.204, and Adobe AIR SDK & Compiler before
20.0.0.204 allows attackers to execute arbitrary code via nspecified vectors, a different vulnerabilty than CVE-2015-8049, CVE-2015-
8050, C ye , ,C X xe Be , CVE-2015-
8063, C , O , X ,C , , C , CVE-2015-
adobe - air a7 ' . G G G G  eaos, | 101272015 100 |cve2015-80a8
8411, 0 . , g ), CVE-2015-8421, C ,C , CVE-2015-
8424, , , ,C , CVE-2015-8429, C Xe CVE-2015-
8432, , 0 L , X ,C ,C , CVE-2015-
8447, , , Xe , and CV
in the in Adobe Flash Player before 18.0.0.268 and 19.x and 20.x before
20.0.0.228 0n Windows and 05 X and before 11.2.202.554 on Linux, Adobe AIR before 20.0.0.204, Adobe AIR SDK before 20.0.0.204,
and Adobe AIR SOK & Compi 20.0.0.204 allows attackers t . acrafted :
@ ,c ,c xe 1 e ,ch—
2015-8059, C R % X v , CVE-
adobe - air 2015-8068, C X . CVE-2015-8071, C Xe X g ,cve- | 1011272015 93 |cvE2015.8049
2015-8405, CVE-2015-8406, CVE-2015-8410, CVE-2015-8411, CVE-2015-8412, CVE-2015-8413, CVE-2015-8414, CVE-2015-8420, CVE-
20158421, C ,C 0 0 xe xe X! , CVE-
20158429, C X R ,C 0 , 0 v , CVE-
20158437, C R ,C X X Xe xe! , and
CVE-2015-8454.
in the MovieCli in Adobe Flash Player before 18.0.0.268 and 19.x and 20.x before
20.0.0.228 on Windows and 05 X and before 11.2.202.554 on Linux, Adobe AIR before 20.0.0.204, Adobe AIR SDK before 20.0.0.204,
and Adobe AIR SDK & Compi e 20.0.0.204 allows attackers t e arbitrary code via a crafted La
[ ,c 1 v v xe! , CVE.
2015-8059, C ,c ,c ,c ,c , CVE:
20158068, C 3 cvz 20158071, c 3 ,cve- | 10/12/2015 93 |cvE2015.8050
20158405, CVE-2015-8406, cvz 20158410, CVE-2015-8411, CVE-2015-8412, cvz 20158413, cvz 2015-8414, cv( 20158420, CVE
20158421, C 0 , 0 0 , C xe xe) , CVE:
20158429, C X Ne , C , 0 xe v , CVE:
20158437, C Ne , C xe , 0 xe v , and
CVE-2015-8454.
Use-after-free vulnerability in Adobe Flash Player before 18.0.0.268 and 19.x and 20.x before 20.0.0.228 on Windows and 05 X and
before 11.2.20254on Linux, Adobe AR before 20.0.20 Adobe ARSOK before 2000204, and Adooe AR SDK & Comple before
20.0.0.204 allows attackers to v 12 e , CVE-2015
8049, CV xe!  C € X X Ne , CVE-2015
8063, CV v X X € , € , CVE-2015
adobe —air ) o o o [ ' G  ovesots, | 10122015 100 |cve-2015-8055
8411, CVE-2015-8412, CV Xe N Xe Ne , € , CVE-2015
8424, C\ v X A X X Xe , CVE-2015
8432, C\ , v N X X A Ne , CVE-2015
8447, C\ , v Xe Xe , and O
Use-after-free vulnerability in Adobe Flash Player before 18.0.0.268 and 19.x and 20.x before 20.0.0.228 on Windows and 05 X and
before 11.2.202.554 on Linux, Adobe AIR before 20.0.0.204, Adobe AIR SDK before 20.0.0.204, and Adobe AIR SDK & Compiler before
20.0.0.204 allows attackers to execute vectors, a different vulnerability than CVE-2015-8048, CVE-2015-
8049, C\ ), Cv , ., , X ,C , CVE-2015-
8063, C\ ye! , , C ., , , , CVE-2015-
8071, Cv L Cv . , g , , C  cvegois. | 10122018 100 | CVE20158056
8411, CV , Cv , 0 g ), CVE-2015-8421, CVE-2015-8422, CVE-2015-8423, CVE-2015-
8424, C\ , CV , ,C , CVE-2015-8429, C , CVE-2015-
8432, C\ , Cv L , , ,C , CVE-2015-8442, CVE-2015-
8447, C\ , Cv . X , and CV

Pagina 3


https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-6403&vector=(AV:L/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-6403
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-8570&vector=(AV:A/AC:M/Au:S/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-8570
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-5312&vector=(AV:N/AC:M/Au:N/C:N/I:N/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-5312
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-6788&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-6788
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-6789&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-6789
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-6791&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-6791
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-8548&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-8548
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-6401&vector=(AV:N/AC:L/Au:N/C:P/I:P/A:P)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-6401
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-6389&vector=(AV:N/AC:L/Au:N/C:P/I:P/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-6389
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-6415&vector=(AV:N/AC:M/Au:N/C:N/I:N/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-6415
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-7044&vector=(AV:N/AC:H/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-7044
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-7047&vector=(AV:L/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-7047
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-7051&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-7051
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-7052&vector=(AV:L/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-7052
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-7055&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-7055
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-7063&vector=(AV:L/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-7063
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-7068&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-7068
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-7069&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-7069
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-7070&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-7070
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-7071&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-7071
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-7072&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-7072
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-7076&vector=(AV:L/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-7076
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-7077&vector=(AV:L/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-7077
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-7078&vector=(AV:L/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-7078
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-7079&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-7079
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-7083&vector=(AV:L/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-7083
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-7084&vector=(AV:L/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-7084
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-7106&vector=(AV:L/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-7106
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-7108&vector=(AV:L/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-7108
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-7109&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-7109
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-7111&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-7111
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-7112&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-7112
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-7113&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-7113
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-7082&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-7082
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-8045&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-8045
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-8047&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-8047
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-8048&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-8048
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-8049&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-8049
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-8050&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-8050
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-8055&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-8055
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-8056&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-8056

Historico de vulnerabilidades de Diciembre del 2015

Use-after-free vulnerability in Adobe Flash Player before 18.0.0.268 and 19.x and 20.x before 20.0.0.228 on Windows and 0 X and
before 11.2.202.554 on Linux, Adobe AIR before 20.0.0.204, Adobe AIR SDK before 20.0.0.204, and Adobe AIR SDK & Compiler before

20.0.0.204 allows attackers to executt v 5,2 han , CVE-2015-
8049, C\ xe! xe X X Xe Ne , CVE-2015-
8063, C\ v , X A , € CVE-2015-
adobe —air s071. o o G G G G oo | 101272015 100 |cvE2015-8057
8411, CVE-2015-8412, O , 0 L Xe Ne € , CVE-2015-
8424, C\ , 0 , 0 . X € Xe CVE-2015-
8432, Cv , 0 xe , , € Be , CVE-2015-
8447, C\ , 0 xe . , and O
Use-after-free vulnerability in Adobe Flash Player before 18.0.0.268 and 19.x and 20.x before 20.0.0.228 on Windows and 0 X and
before 11.2.202.554 on Linux, Adobe AIR before 20.0.0.204, Adobe AIR SDK before 20.0.0.204, and Adobe AIR SDK & Compiler before
20.0.0.204 allows attackers to execute arbitrary. vectors, a [ , CVE-2015-
8049, C\ Nel , OV Xe . X Be , CVE-2015-
8063, C\ Nel , CV ¥ € , X ), CVE-2015-
adobe - air w071 A A ' G . G | Cvesors, | 10122015 CVE-2015-8058
8411, Cy N , Cv , X B ,C , CVE-2015-
8424, C\ v , CV ., , X Xe CVE-2015-
8432, 01 Ne! ye! e X . B , CVE-2015-
8447, C\ v Ne! ), , and
Use-after-free vulnerability in Adobe Flash Player before 18.0.0.268 and 19.x and 20.x before 20.0.0.228 on Windows and 05 X and
before 112.202.55 an Linu, Adobe AR befre 20.00.204 Adobe AR SDK befoe 20,00.204, and Adobe AR SDK & Comper before
20.0.0.204 allows attackers to v s, a different vulnerability than CVE-2015-8048, CVE-2015-
8049, CV xe , 0 , A , Be , CVE-2015-
adobe —air 8063, OV " - < < < -  CVE2015 | y0/122015 CVE-2015-8059
8071, Cv 0 , , , , C , CVE-2015- e
8411, CVE-2015- sm a , 0 L Xe Ne € CVE-2015-
8424, C\ , 0 , 0 . X X Xe , CVE-2015-
8432, Cv , 0 xe , X € Be , CVE-2015-
8447, C\ , 0 1 . , and O
Adobe Flash Player before 18.0.0.268 and 19.x and 20.x before 20.0.0.228 on Windows and OS X and before 11.2.202.554 on Linux,
Adobe AIR before 20.0.0.204, Adobe AIR SDK before 20.0.0.204, and Adobe AIR SDK & Compiler before 20.0.0.204 allow attackers to
adobe —air execute y corrupt o 3 cve- 10/12/2015 0 |cve2015-8060
20158045, CVE 2015.8047,C , CVE-2015-8417, C , o XY , CVE-
2015-8444, CVE-2015-8451, and CVE-2015-8455
Use-after-free vulnerability in Adobe Flash Player before 18.0.0.268 and 19.x and 20.x before 20.0.0.228 on Windows and 05 X and
before 11.2.202.554 on Linux, Adobe AIR before 20.0.0.204, Adobe AIR SDK before 20.0.0.204, and Adobe AIR SDK & Compiler before
20.0.0.204 allows attackers to execute v ctors, a different vulnerability than CVE-2015-8048, CVE-2015-
8049, C ye , , ,C X X , CVE-2015-
adobe - air 8063, - - € < © © F VEIL | sorma/a01s CVE-2015-8061
8071, 0 L . , , , , C , CVE-2015- E—
8411, CVE-2015-8412, O , L ), CVE-2015-8421, C € , CVE-2015-
8424, , , . X , Xe , CVE-2015-
8432, , L , X € ,C , CVE-2015-
8447, , , ), , and CV
Use-after-free vulnerability in Adobe Flash Player before 18.0.0.268 and 19.x and 20.x before 20.0.0.228 on Windows and 0 X and
before 11.2.202.554 on Linux, Adobe AIR before 20.0.0.204, Adobe AIR SDK before 20.0.0.204, and Adobe AIR SDK & Compiler before
20.0.0.204 allows attackers to v 2 a , CVE-2015-
8049, C\ yel , OV ¥e e , X , CVE-2015-
8063, C\ Nel , OV ¥e e , X ), CVE-2015-
adobe - air s071. A o G G G G | Cvesors, | 10122015 100 [CVE-2015-8062
8411, C\ Nt , Cv , X N ,C CVE-2015-
8424, C\ el , CV € , Xe Xe , CVE-2015-
8432, C\ v ye! , Xe . B , CVE-2015-
8447, C\ Nel Xe! ), , and
Use-after-free vulnerability in Adobe Flash Player before 18.0.0.268 and 19.x and 20.x before 20.0.0.228 on Windows and 05 X and
before 11.2.202.554 on Linux, Adobe AIR before 20.0.0.204, Adobe AIR SDK before 20.0.0.204, and Adobe AIR SDK & Compiler before
20.0.0.204 allows attackers to execute v ctors, a different vulnerability than CVE-2015-8048, CVE-2015-
8049, C ye , , € X xe , CVE-2015-
adobe - air 8062, - - < < C © P VEIL | sormaga0ms CVE-2015-8063
8071, 0 L . , , , , C , CVE-2015- E—
8411, CVE-2015-8412, O , L ), CVE-2015-8421, C € , CVE-2015-
8424, , , . X , Xe , CVE-2015-
8432, , 0 L , X € Be , CVE-2015-
8447, , . ), , and CV
Use-after-free vulnerability in Adobe Flash Player before 18.0.0.268 and 19.x and 20.x before 20.0.0.228 on Windows and 05 X and
before 11.2.202.554 on Linux, Adobe AIR before 20.0.0.204, Adobe AIR SDK before 20.0.0.204, and Adobe AIR SDK & Compiler before
20.0.0.204 allows attackers to execute v vectors, a different vulnerability than CVE-2015-8048, CVE-2015-
8049, C\ ye , , ,C X € , CVE-2015-
8062, C\ , 0 , , ,C , , C , CVE-2015-
adobe - air w0710 . . ' G G G | Cvesors. | 10122015 CVE-2015-8064
8411, C\ . , L ), CVE-2015-8421, C ,C , CVE-2015-
8424, C\ , , . , CVE-2015-8429, C Xe CVE-2015-
8432, C\ , 0 L , X ,C ,C , CVE-2015-
8447, C\ , , . , and CV
Use-after-free vulnerability in Adobe Flash Player before 18.0.0.268 and 19.x and 20.x before 20.0.0.228 on Windows and 05 X and
before 11.2.202.554 on Linux, Adobe AIR before 20.0.0.204, Adobe AIR SDK before 20.0.0.204, and Adobe AIR SDK & Compiler before
20.0.0.204 allows attackers to execute v vectors, a different vulnerability than CVE-2015-8048, CVE-2015-
8049, C\ ye , , ,C X € , CVE-2015-
8062, C\ , 0 L , ,C , , C , CVE-2015-
adobe - air w0710 . o ' G G G | Cvesors. | 10122015 CVE-2015-8065
8411, CV . , L ), CVE-2015-8421, C ,C , CVE-2015-
8424, C\ , , . , CVE-2015-8429, C Xe , CVE-2015-
8432, C\ , 0 L , 3 ,C ,C , CVE-2015-
8447, C\ , , . , and CV
Use-after-free vulnerability in Adobe Flash Player before 18.0.0.268 and 19.x and 20.x before 20.0.0.228 on Windows and 05 X and
before 11.2.202.554 on Linux, Adobe AIR before 20.0.0.204, Adobe AIR SDK before 20.0.0.204, and Adobe AIR SDK & Compiler before
20.0.0.204 allows attackers to execute v vectors, a different vulnerability than CVE-2015-8048, CVE-2015-
8049, C\ ye , , ,C X € , CVE-2015-
8062, C\ , 0 L , ,C , , C , CVE-2015-
adobe - air w0710 . G . G G G | Cvesors. | 10122015 CVE-2015-8066
8411, CV . , L ), CVE-2015-8421, C ,C , CVE-2015-
8424, C\ , , . , CVE-2015-8429, C Xe CVE-2015-
8432, C\ , 0 L , X ,C ,C , CVE-2015-
8447, C\ , . . , and CV
Use-after-free vulnerability in Adobe Flash Player before 18.0.0.268 and 19.x and 20.x before 20.0.0.228 on Windows and 05 X and
before 11.2.202.554 on Linux, Adobe AIR before 20.0.0.204, Adobe AIR SDK before 20.0.0.204, and Adobe AIR SDK & Compiler before
20.0.0.204 allows attackers to vectors, a than C\ , CVE-2015-
8049, C\ ), Cv , , C ., , , , CVE-2015-
8062, C\ , Cv L , , , ,c , CVE-2015-
adobe - air w0710 o G . G G vesois. | 10/12/2015 100 |CVE-2015:8067
8411, C\ , Cv , 0 g X ,cv&zms—sazz CVE-2015-8423, CVE-2015-
8424, C\ , CV , ., , , , CVE-2015-
8432, C\ , Cv L , , ,C , CVE-2015-8442, CVE-2015-
8447, C\ , Cv . ) , and CV
Use-after-free vulnerability in Adobe Flash Player before 18.0.0.268 and 19.x and 20.x before 20.0.0.228 on Windows and 05 X and
before 11.2.202.554 on Linux, Adobe AIR before 20.0.0.204, Adobe AIR SDK before 20.0.0.204, and Adobe AIR SDK & Compiler before
20.0.0.204 allows attackers to execut vectors, a than C\ , CVE-2015-
8049, C\ ), Cv , , ., , , , CVE-2015-
y 8062, C\ , Cv L , , ,C , , CVE-2015-
adobe - air w0710 o G . G G G | Cvesors, | 10122015 100 |CVE-2015:8068
8411, C\ , Cv , 0 , X ,cv&zms—sazz CVE-2015-8423, CVE-2015-
8424, C\ , CV , ., , , , CVE-2015-
8432, C\ , Cv L , , ,C , CVE-2015-8442, CVE-2015-
8447, C\ , Cv . ), , and CV
Use-after-free vulnerability in Adobe Flash Player before 18.0.0.268 and 19.x and 20.x before 20.0.0.228 on Windows and 05 X and
before 11.2.202.554 on Linux, Adobe AIR before 20.0.0.204, Adobe AIR SDK before 20.0.0.204, and Adobe AIR SDK & Compiler before
20.0.0.204 allows attackers to executt v 5,2 [ , CVE-2015-
8049, C\ xe! OV X € , € , CVE-2015-
8062, CV , v OV , X € , C ), CVE-2015-
adobe —air s071. o o o G ' G  vesots, | 10122015 100 |cvE-2015-8069
8411, Cv xe) OV N Xe Ne , € , CVE-2015-
8424, C\ , v OV € X X Xe , CVE-2015-
8432, C\ , v OV , X € Ne , CVE-2015-
8447, C\ , v ) OV Xe , and O
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https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-8057&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-8057
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-8058&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-8058
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-8059&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-8059
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-8060&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-8060
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-8061&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-8061
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-8062&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-8062
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-8063&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-8063
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-8064&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-8064
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-8065&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-8065
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-8066&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-8066
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-8067&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-8067
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-8068&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-8068
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-8069&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-8069

Histérico de vulnerabilidades de Dit

iembre del 2015

Use-after-free vulnerability in Adobe Flash Player before 18.0.0.268 and 19.x and 20.x before 20.0.0.228 on Windows and 0 X and
before 11.2.202.554 on Linux, Adobe AIR before 20.0.0.204, Adobe AIR SDK before 20.0.0.204, and Adobe AIR SDK & Compiler before

20.0.0.204 allows attackers to execut v 5,2 han 1 , CVE-2015-
8043, C\ , C , C € € , C , C , CVE-2015-
8062, C\ , C X , C , C ,C , C CVE-2015-
adobe - air s071. o o G G G G oo, | 101272015 100 |cve-2015-8070
8411, CVE-2015-8412, O , 0 X ) € , C , C , CVE-2015-
8424, C\ , 0 , C € , € € € CVE-2015-
8432, C\ , 0 0 , C € € ,C , CVE-2015-
8447, C\ , 0 0 ) € , and C\
Use-after-free vulnerabiliy in Adobe Flash Player before 18.0.0.268 and 19.x and 20.x before 20.0.0.228 on Windows and 05 X and
before 11.2.202.54 on Linux, Adobe AIR before 20.0.0.204, Adobe AIR SOK before 20.0.0.204, and Adobe AIR SDK & Compiler before
20.0.0.204 allows attackers to execut v rs, 3 different vulnerability than CVE-2015-8048, CVE-2015-
8043, C\ 0 X , C € , C , C , CVE-2015-
8062, C\ , 0 X , C , C € , C CVE-2015-
adobe - air s070. . G G G G G baons. | 1011272015 100 |cve-2015-8071
8411, CVE-2015-8412, O , € X ) € , C , C , CVE-2015-
8424, C\ , 0 € € , € € € CVE-2015-
8432, C\ , 0 X , C , € € ,C , CVE-2015-
8447, C\ , 0 0 ) € , and C\
Use-after-free vulnerabiliy in Adobe Flash Player before 18.0.0.268 and 19.x and 20.x before 20.0.0.228 on Windows and 05 X and
before 11.2.202.54 on Linux, Adobe AIR before 20.0.0.204, Adobe AIR SOK before 20.0.0.204, and Adobe AIR SDK & Compiler before
20.0.0.204 allows attackers to execut v rs, 3 different vulnerability than CVE-2015-8048, CVE-2015-
8043, C\ 0 X , C € , C , C , CVE-2015-
8062, C\ , 0 X , C , C € , C CVE-2015-
adobe - air s070. . G G G G G baons. | 1011272015 100 |cve-2015-8401
8411, CVE-2015-8412, O , € X ) € , C , C , CVE-2015-
8424, C\ , 0 € € , € € € CVE-2015-
8432, C\ , 0 X , C , € € ,C , CVE-2015-
8447, C\ , 0 0 ) € , and C\
Use-after-free vulnerabiliy in Adobe Flash Player before 18.0.0.268 and 19.x and 20.x before 20.0.0.228 on Windows and 05 X and
before 11.2.202.54 on Linux, Adobe AIR before 20.0.0.204, Adobe AIR SOK before 20.0.0.204, and Adobe AIR SDK & Compiler before
20.0.0.204 allows attackers to execut v rs, 3 different vulnerability than CVE-2015-8048, CVE-2015-
8043, C\ 0 X , C € , C , C , CVE-2015-
8062, C\ , 0 X , C , C € , C CVE-2015-
adobe - air s070. . ' G G G G baons. | 1011272015 100 |cve-2015-8402
8411, CVE-2015-8412, O , C X ) € ,C , C , CVE-2015-
8424,C X 0 0 , C € € CVE-2015-
8432,0 , X , C , C 0 0 , CVE-2015-
8447,0 xe X Xe , and C\
Use-after-free vulnerabiliy in Adobe Flash Player before 18.0.0.268 and 19.x and 20.x before 20.0.0.228 on Windows and 05 X and
before 11.2.202.54 on Linux, Adobe AIR before 20.0.0.204, Adobe AIR SOK before 20.0.0.204, and Adobe AIR SOK & Compiler before
20.0.0.204 allows attackers to execut v 2 e , CVE-2015-
8049, C\ xe! v v 0 xe X , CVE-2015-
8062, C\ v Nel v xe e , C , CVE-2015-
adobe - air 2070, v o o o G ' G | Cvesors, | 10122015 100 |cve-2015-8403
8411, C\ Nt v e xe N e CVE2015-
8424, C\ el v o , 0 xe xe , CVE-2015-
8432, C\ v Ne! v e e N , CVE-2015-
8447, C\ v Xe! xe! , and O
Use-after-free vulnerability in Adobe Flash Player before 18.0.0.268 and 19.x and 20.x before 20.0.0.228 on Windows and 05 X and
before 11.2.202.54 on Linux, Adobe AIR before 20.0.0.204, Adobe AIR SOK before 20.0.0.204, and Adobe AIR SOK & Compiler before
20.0.0.204 allows attackers to execut v 2 e , CVE-2015-
8049, C\ Xe! v v 0 xe xe , CVE-2015-
8062, C\ v Nel v xe e , 0 CVE2015-
adobe - air 2070,y o o o G ' G | Cvesors, | 10122015 100 [CVE-2015-8404
8411, C\ Net xel e xe N e , CVE-2015-
8424, C\ v v v e xe xe CVE2015-
8432, C\ v Ne! v xe e N , CVE-2015-
8447, C\ v Xe! xe! , and O
Use-after-free vulnerabiliy in Adobe Flash Player before 18.0.0.268 and 19.x and 20.x before 20.0.0.228 on Windows and 05 X and
before 11.2.202.54 on Linux, Adobe AIR before 20.0.0.204, Adobe AIR SDK before 20.0.0.204, and Adobe AIR SDK & Compiler before
20.0.0.204 allows attackers to execute v ctors, a different vulnerabilty than CVE-2015-8048, CVE-2015-
8043, C X , C , C 0 , € € , CVE-2015-
adobe - air 8062, € - -C - - - - (V0S| 1027208 CVE-2015-8405
8070, CVE-2015-8071, O ,C X , C X , C ) CVE-2015-
8411, CVE-2015-8412, O , € X ), CVE-2015-8421, O X , CVE-2015-
8424,C , 0 0 , C , € € , CVE-2015-
8432,0 , X , C , C € 0 , CVE-2015-
8447, C\ e xe e , and C\
Use-after-free vulnerability in Adobe Flash Player before 18.0.0.268 and 19.x and 20.x before 20.0.0.228 on Windows and 05 X and
before 11.2.202.554 on Linux, Adobe AIR before 20.0.0.204, Adobe AIR SDK before 20.0.0.204, and Adobe AIR SOK & Compiler before
20.0.0.204 allows attackers to execut v 12 c , CVE-2015-
8049, C\ ) OV X € 0 , C , C , CVE-2015-
8062, C\ OV OV , C , C 0 , C CVE2015-
adobe - air 2070,y A o & G G G | Cvesors, | 10122015 0 |cve-2015-8a06
8411, C\ X X O ) € ,C , € , CVE-2015-
8424,C\  C\ X 0 , C X ) C CVE2015-
8432, C\ X X , C  C 0 0 , CVE-2015-
8447, C\ OV X! X , and O
Stack-based buffer overflow in Adobe Flash Player before 18.0.0.268 and 19.x and 20.x before 20.0.0.228 on Windows and 05 X and
adobe - air before 11.2.202.54 on Linux, Adobe AIR before 20.0.0.204, Adobe AIR SDK before 20.0.0.204, and Adobe AIR SDK & Compiler before | 10/12/2015 100 |cve-2015-8007
200.0.204 all Kers to execute v vectors, a different vulnerability than CVE-2015-8457.
Adobe Flash Player before 18.0.0.268 and 19.x and 20.x before 20.0.0.228 on Windows and O5 X and before 11.2.202.554 on Linux,
Adobe AIR before 20.0.0.204, Adobe AIR SDK before 20.0.0.204, and Adobe AIR SDK & Compiler before 20.0.0.204 allow attackers to
adobe - air execute v » , a different vulnerabilty than CVE- 10/12/2015 100 |cve-2015-8408
2015-8045, CVE-2015-8047, , CVE-2015-8417, CV X , CVE-
2015-8444, CVE-2015-8451, and CVE-2015-8455
Adobe Flash Player before 18.0.0.268 and 19.x and 20.x before 20.0.0.228 on Windows and O5 X and before 11.2.202.554 on Linux,
adobe - air Adobe AIR before 20.0.0.204, Adobe AIR SDK before 20.0.0.204, and Adobe AIR SDK & Compiler before 20.0.0.204 allow attackersto | 10/12/2015 100 |cvE-2015-8409
bypass intended access P , adifferent y than O d o
Use-after-free vulnerabiliy in Adobe Flash Player before 18.0.0.268 and 19.x and 20.x before 20.0.0.228 on Windows and 05 X and
before 11.2.202.554 on Linux, Adobe AIR before 20.0.0.204, Adobe AIR SDK before 20.0.0.204, and Adobe AIR SOK & Compiler before:
20.0.0.204 allows attackers to execut v 12 c , CVE-2015-
8049, C\ ) OV X € 0 , C , C , CVE-2015-
8062, C\ OV OV , C , C 0 , C , CVE-2015-
adobe - air 2070, v A o & G G G Ceaors. | 11272015 0 |cvez015-8010
8411, C\ X X O ) C ,C , € , CVE-2015-
8424,C\  C\ X 0 , C , C € , CVE-2015-
8432, C\ , C\ X , C , € ,C , , CVE-2015-
8447, C\ , Cu X! X , and O
Use-after-free vulnerabiliy in Adobe Flash Player before 18.0.0.268 and 19.x and 20.x before 20.0.0.228 on Windows and 05 X and
before 11.2.202.54 on Linux, Adobe AIR before 20.0.0.204, Adobe AIR SOK before 20.0.0.204, and Adobe AIR SDK & Compier before
20.0.0.204 allows attackers to execut v 5,2 c , CVE-2015-
8043, C\ , C X € € , C , C , CVE-2015-
8062, C\ , C\ X , C  C € , C , CVE-2015-
adobe - air 5070,y o o o o L G ' veaors, | 10122015 100 |cve2015-8a11
8410, C\ , C X X ) € ,C , C , CVE-2015-
8424, C\ , Cu X 0 € , C € , CVE-2015-
8432, C\ , C\ X , C € ,C ,C , CVE-2015-
8447, C\ , Cu X! X , and O
Use-after-free vulnerabiliy in Adobe Flash Player before 18.0.0.268 and 19.x and 20.x before 20.0.0.228 on Windows and 05 X and
before 11.2.202.54 on Linux, Adobe AIR before 20.0.0.204, Adobe AIR SOK before 20.0.0.204, and Adobe AIR SDK & Compier before
20.0.0.204 allows attackers to execut v 5,2 c , CVE-2015-
8043, C\ , C X € € , C , C , CVE-2015-
8062, C\ , C\ X , C  C € , C , CVE-2015-
adobe - air 5070,y o o o o L G ' vesors, | 10122015 100 |cve2015-8012
8410, CVE-2015-8411, CV X X ) € ,C , C , CVE-2015-
8424, C\ , Cu X 0 € , C € , CVE-2015-
8432, C\ , C\ X , C € ,C ,C , CVE-2015-
8447, C\ , Cu X! X , and O
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https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-8070&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-8070
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-8071&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-8071
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-8401&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-8401
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-8402&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-8402
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-8403&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-8403
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-8404&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-8404
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-8405&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-8405
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-8406&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-8406
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-8407&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-8407
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-8408&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-8408
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-8409&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-8409
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-8410&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-8410
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-8411&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-8411
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-8412&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-8412

Historico de vulnerabilidades de Diciembre del 2015

Use-after-free vulnerability in Adobe Flash Player before 18.0.0.268 and 19.x and 20.x before 20.0.0.228 on Windows and 05 X and
before 11.2.202.554 on Linux, Adobe AIR before 20.0.0.204, Adobe AIR SDK before 20.0.0.204, and Adobe AIR SDK & Compiler before
20.0.0.204 allows attackers to executt v 5,2 han , CVE-2015-
8049, C\ xe! , X € , € , CVE-2015-
8062, CV , v L , X € , C , CVE-2015-
adobe —air s070. v o o & G G G Ceaors. | 101272015 100 |cve-2015-8413
8410, CVE-2015-8411, CVE-2015-8412, L Xe Be € , CVE-2015-
8424, C\ , 0 . X , Xe , CVE-2015-
8432, C\ , 0 xe , X € Be , CVE-2015-
8447, C\ , 0 xe . , and O
Use-after-free vulnerability in Adobe Flash Player before 18.0.0.268 and 19.x and 20.x before 20.0.0.228 on Windows and 05 X and
before 112.202.55 an Linu, Adobe AR befre 20.00.204 Adobe AR SDK befoe 20,00.204, and Adobe AR SDK & Comper before
20.0.0.204 allows attackers to v s, a different vulnerability than CVE-2015-8048, CVE-2015-
8049, C\ xe , 0 , € , € , CVE-2015-
8062, CV , 0 xe , , A , C , CVE-2015-
adobe —air s070. . ' ' G G G eaoss. | 101272015 100 |cve2015-8814
8410, CVE-2015-8411, CVE-2015-8412, CVE-2015-8413, O\ Xe Ne € , CVE-2015-
8424, C\ , 0 , 0 . X X Xe , CVE-2015-
8432, Cv , 0 xe , , € Be , CVE-2015-
8447, C\ , 0 1 . , and O
Buffer overflow in Adobe Flash Player before 18.0.0.268 and 19.x and 20.x before 20.0.0.228 on Windows and O X and before
adobe —air 11.2.202.554 on Linux, Adobe AIR before 20.0.0.204, Adobe AIR SDK before 20.0.0.204, and Adobe AIR SDK & Compiler before 10/12/2015 100 |cve-2015-8a15
20.0.0.204 allows attackers to execute arbitrary vectors.
Adobe Flash Player before 18.0.0.268 and 19.x and 20.x before 20.0.0.228 on Windows and 05 X and before 11.2.202.554 on Linux,
Adobe AIR before 20.0.0.204, Adobe AIR SDK before 20.0.0.204, and Adobe AIR SDK & Compiler before 20.0.0.204 allow attackers to
adobe - air execute arbitrary code or cause a denial of service (memory corruption) via unspecified vectors, a different vulnerabilty than CVE- 10/12/2015 100 |cve-2015-8a16
2015-8045, C ,C Xe , CVE-2015-8417, € , v xe! , CVE-
2015-8444, CVE-2015-8451, and CVE-2015-8455.
Adobe Flash Player before 18.0.0.268 and 19.x and 20.x before 20.0.0.228 on Windows and OS X and before 11.2.202.554 on Linux,
Adobe AIR before 20.0.0.204, Adobe AIR SDK before 20.0.0.204, and Adobe AIR SDK & Compiler before 20.0.0.204 allow attackers to
adobe —air execute y corrupt o cve- 10/12/2015 100 |cve-2015-8417
20158045, CVE 2015.8047,C [ XY , CVE-
2015.8444, CVE-2015-8451, and CVE-2015-8455,
Adobe Flash Player before 18.0.0.268 and 19.x and 20.x before 20.0.0.228 on Windows and 05 X and before 11.2.202.554 on Linux,
Adobe AIR before 20.0.0.204, Adobe AIR SDK before 20.0.0.204, and Adobe AIR SDK & Compiler before 20.0.0.204 allow attackers to
adobe - air execute arbitrary code or cause a denial of service (memory corruption) via unspecified vectors, a different vulnerabilty than CVE- 10/12/2015 100 |cve-2015-8a18
2015-8045, C ,C Xe xe , CVE-2015-8417, C\ xe! , CVE-
2015-8444, CVE-2015-8451, and CVE-2015-8455.
Adobe Flash Player before 18.0.0.268 and 19.x and 20.x before 20.0.0.228 on Windows and OS X and before 11.2.202.554 on Linux,
Adobe AIR before 20.0.0.204, Adobe AIR SDK before 20.0.0.204, and Adobe AIR SDK & Compiler before 20.0.0.204 allow attackers to
adobe - air execute v y corrupt p ) cve- 10/12/2015 100 |cve-2015-8419
2015-8045, C 0 a , CVE-2015-8417, C o , CVE-
2015-8444, CVE-2015-8451, and CVE-2015-8455
Use-after-free vulnerability in Adobe Flash Player before 18.0.0.268 and 19.x and 20.x before 20.0.0.228 on Windows and 0 X and
before 11.2.202.554 on Linux, Adobe AIR before 20.0.0.204, Adobe AIR SDK before 20.0.0.204, and Adobe AIR SDK & Compiler before
20.0.0.204 allows attackers to execut v 2 = , CVE-2015-
8049, C\ xe! v , CV ., , X , CVE-2015-
8062, C\ v Nel , OV Xe . ,C CVE-2015-
adobe - air 2070, v o o o G G G ' vesors, | 10122015 100 |cVE2015-8420
8410, CVE-2015-8411, CV e ye! , N ,C , CVE-2015-
8424, C\ 3 , CV oV , Xe Xe CVE-2015-
8432, C\ v Ne! e Xe . B , CVE-2015-
8447, C\ v Xe! xe! , and
Use-after-free vulnerability in Adobe Flash Player before 18.0.0.268 and 19.x and 20.x before 20.0.0.228 on Windows and 0 X and
before 11.2.202.554 on Linux, Adobe AIR before 20.0.0.204, Adobe AIR SDK before 20.0.0.204, and Adobe AIR SDK & Compiler before
20.0.0.204 allows attackers to executs v 2 = , CVE-2015-
8049, C\ Xe! v , OV e , X , CVE-2015-
8062, C\ v Nel , OV X . ,C ), CVE-2015-
adobe —air 8070, C\ e o OV , e , C cveois. | 10122015 100
8410, CVE-2015-8411, CV e , CV , € ,C , CVE-2015-
8424, C\ v , OV oV , Xe Xe , CVE-2015-
8432, C\ v Ne! e Xe . B , CVE-2015-
8447, C\ v Xe! xe! , and
Use-after-free vulnerability in Adobe Flash Player before 18.0.0.268 and 19.x and 20.x before 20.0.0.228 on Windows and 0 X and
before 11.2.202.554 on Linux, Adobe AIR before 20.0.0.204, Adobe AIR SDK before 20.0.0.204, and Adobe AIR SDK & Compiler before
20.0.0.204 allows attackers to executs v 2 = , CVE-2015-
8049, C\ xel v , OV . , X , CVE-2015-
8062, C\ v Nel , OV X . ,C CVE-2015-
adobe - air 2070,y o o o G G G  vesors, | 10122015 100 |cve-2015-8422
8410, CVE-2015-8411, CV , CVE-2015-8413, € N Xe Ne , CVE-2015-
8424, C\ 3 3 2 X X X CVE-2015-
8432, Cv X! OV X X 0 N , CVE-2015-
8447, C\ , CV X! Xe , and O
Use-after-free vulnerability in Adobe Flash Player before 18.0.0.268 and 19.x and 20.x before 20.0.0.228 on Windows and 05 X and
before 11.2.202.554 on Linux, Adobe AIR before 20.0.0.204, Adobe AIR SDK before 20.0.0.204, and Adobe AIR SDK & Compiler before
20.0.0.204 al kers to execute v vectors, a different vulnerability than CVE-2015-8048, CVE-2015-
8049, C\ ye , , ,C X , C , CVE-2015-
8062, C\ , 0 ,c ,c ,c ,c ,c , CVE-2015-
adobe—air 8070, CVE-2015-8071, O  cvegois. | 10/12/2018 100 V20156023
8410, CVE-2015-8411, CVE-2015-8412, CVE-2015-8413, CVE-2015-8414, CVE-2015-8420, CVE-2015-8421, CVE-2015-8422, CVE-2015-
8424, C\ , , . , CVE-2015-8429, C Xe , CVE-2015-
8432, C\ , 0 L , X ,C ,C , CVE-2015-
8447, C\ , , ), , and CV
Use-after-free vulnerability in Adobe Flash Player before 18.0.0.268 and 19.x and 20.x before 20.0.0.228 on Windows and 05 X and
before 11.2.202.554 on Linux, Adobe AIR before 20.0.0.204, Adobe AIR SDK before 20.0.0.204, and Adobe AIR SDK & Compiler before
20.0.0.204 al kers to execute v vectors, a different vulnerability than CVE-2015-8048, CVE-2015-
8049, C\ ye , , ,C X , C , CVE-2015-
8062, C\ , 0 ,c ,c ,c ,c ,c , CVE-2015-
adobe—air 8070, CVE-2015-8071, O  cvegois. | 10/12/2018 100 V20156024
5410, CVE-2015-8411, CVE-2015-8412, CVE-2015-8413, CVE-2015-8414, CVE-2015-8420, CVE-2015-8421, CVE-2015-8422, CVE-2015-
8423, C\ , , . , CVE-2015-8429, C Xe , CVE-2015-
8432, C\ , 0 L , X ,C ,C , CVE-2015-
8447, C\ , , ), , and CV
Use-after-free vulnerability in Adobe Flash Player before 18.0.0.268 and 19.x and 20.x before 20.0.0.228 on Windows and 05 X and
before 11.2.202.554 on Linux, Adobe AIR before 20.0.0.204, Adobe AIR SDK before 20.0.0.204, and Adobe AIR SDK & Compiler before
20.0.0.204 al kers to execute v vectors, a different vulnerability than CVE-2015-8048, CVE-2015-
8049, C\ ye , , ,C X , C , CVE-2015-
8062, C\ , 0 ,c ,c ,c ,c ,c , CVE-2015-
adobe—air 8070, CVE-2015-8071, O  cvegois. | 10/12/2018 100 V20156025
8410, CVE-2015-8411, CVE-2015-8412, CVE-2015-8413, CVE-2015-8414, CVE-2015-8420, CVE-2015-8421, CVE-2015-8422, CVE-2015-
8423, C\ L0 , . , CVE-2015-8429, C Xe , CVE-2015-
8432, C\ , Cv L , , ,C , CVE-2015-8442, CVE-2015-
8447, C\ , Cv . ) , and CV
Use-after-free vulnerability in Adobe Flash Player before 18.0.0.268 and 19.x and 20.x before 20.0.0.228 on Windows and 05 X and
before 11.2.202.554 on Linux, Adobe AIR before 20.0.0.204, Adobe AIR SDK before 20.0.0.204, and Adobe AIR SDK & Compiler before
20.0.0.204 allows attackers to executt v 5,2 c , CVE-2015-
8049, CV xe! OV X 0 , € , CVE-2015-
8062, CV , v OV X X e , € , CVE-2015-
adobe —air : o o o o L G ' vesors, | 10122015 100 |cve-2015-8426
8410, CVE-2015-8411, CV , CVE-2015-8413, € R Xe Ne , CVE-2015-
8423, C\ xe) OV A X X Xe , CVE-2015-
8432, C\ , v OV X X A Ne , CVE-2015-
8447, C\ , v ) CV Xe , and O
Use-after-free vulnerability in Adobe Flash Player before 18.0.0.268 and 19.x and 20.x before 20.0.0.228 on Windows and 05 X and
before 11.2.202.554 on Linux, Adobe AIR before 20.0.0.204, Adobe AIR SDK before 20.0.0.204, and Adobe AIR SDK & Compiler before
20.0.0.204 allows attackers to execut vectors, a than C\ , CVE-2015-
8049, C\ ), Cv , , ., , , , CVE-2015-
8062, C\ , Cv L , , ,C , , CVE-2015-
8070, CVE-2015-8071, CV L , , , , C  cvegors. | 10122015 100 | CVE2015602)
8410, CVE-2015-8411, CV . , , ,cv&zms—san CVE-2015-8422, CVE-2015-
8423, C\ ye! , , C , , , CVE-2015-
8432, C\ , Cv L , , ,C , CVE-2015-8442, CVE-2015-
8447, C\ , Cv . ), , and CV
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https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-8413&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-8413
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-8414&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-8414
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-8415&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-8415
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-8416&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-8416
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-8417&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-8417
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-8418&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-8418
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-8419&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-8419
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-8420&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-8420
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-8421&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-8421
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-8422&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-8422
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-8423&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-8423
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-8424&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-8424
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-8425&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-8425
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-8426&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-8426
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-8427&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-8427

Historico de vulnerabilidades de Diciembre del 2015

Use-after-free vulnerability in Adobe Flash Player before 18.0.0.268 and 19.x and 20.x before 20.0.0.228 on Windows and 0 X and
before 11.2.202.554 on Linux, Adobe AIR before 20.0.0.204, Adobe AIR SDK before 20.0.0.204, and Adobe AIR SDK & Compiler before
20.0.0.204 allows attackers to executt v vectors, a than C , CVE-2015-
8049, C\ ), Cv , CV Xe ., , X , CVE-2015-
8062, C\ , Cv ye! , , ,C , , CVE-2015-
adobe - air 8070, OV - > " " " - . CvE-2015- 10/12/2015 100 | CVE-2015-8428
8410, CVE-2015-8411, CV e , g Xe Be , CVE-2015-
8423, 01 3 , CV 3 0 X Xe CVE-2015-
8432, C\ , Cv ye! 3 X ,C B , CVE-2015-
8447, C\ v Ne! ) , and
Use-after-free vulnerability in Adobe Flash Player before 18.0.0.268 and 19.x and 20.x before 20.0.0.228 on Windows and 0 X and
before 11.2.202.554 on Linux, Adobe AIR before 20.0.0.204, Adobe AIR SDK before 20.0.0.204, and Adobe AIR SDK & Compiler before
20.0.0.204 allows attackers to execute arbitrary. vectors, a a , CVE-2015-
8049, C\ ) CV v 3 . , Xe , CVE-2015-
8062, C\ , Cv ye! 3 X . , , CVE-2015-
adobe - air 20700 o A : ' G . | vesors, | 10122015 100 |cve-2015-8429
8410, CVE-2015-8411, CV , Cv , g X Be , CVE-2015-
8423, 01 Nel el 3 . , Xe , CVE-2015-
8432, 01 Ne! Ne! 3 X . B , CVE-2015-
8447, C\ v Ne! ) , and
Use-after-free vulnerability in Adobe Flash Player before 18.0.0.268 and 19.x and 20.x before 20.0.0.228 on Windows and 05 X and
before 11.2.202.554 on Linux, Adobe AIR before 20.0.0.204, Adobe AIR SDK before 20.0.0.204, and Adobe AIR SDK & Compiler before
20.0.0.204 allows attackers to executt v s, a different vulnerability than CVE-2015-8048, CVE-2015-
8049, C\ xe , 0 , € , € , CVE-2015-
8062, CV , 0 xe , X A , C CVE-2015-
adobe —air s070. . ' ' G G G eaons. | 1071272015 100 |cve-2015-8830
8410, CVE-2015-8411, CVE-2015-8412, CVE-2015-8413, O\ , Xe Ne , CVE-2015-
8423, C\ xe , 0 , A , € CVE-2015-
8432, C\ , 0 xe , , € Be , CVE-2015-
8447, C\ , 0 xe ), , and O
Use-after-free vulnerability in Adobe Flash Player before 18.0.0.268 and 19.x and 20.x before 20.0.0.228 on Windows and 0 X and
before 11.2.202.554 on Linux, Adobe AIR before 20.0.0.204, Adobe AIR SDK before 20.0.0.204, and Adobe AIR SDK & Compiler before
20.0.0.204 allows attackers to execute arbitrary vectors, a [ , CVE-2015-
8049, C\ Xel v 3 . , X , CVE-2015-
8062, C\ , CV Ne! 3 3 ,C , , CVE-2015-
adobe - air . ™ ™ . " o " . CVE-2015- 10/12/2015 100 | CVE-2015-8431
8410, CVE-2015-8411, CV , Cv , g X B , CVE-2015-
8423, 01 Nel v 3 . , X ), CVE-2015-
8432, C\ v Ney el 3 ,C Be , CVE-2015-
8447, C\ Nel Xe! xe! , and
Use-after-free vulnerability in Adobe Flash Player before 18.0.0.268 and 19.x and 20.x before 20.0.0.228 on Windows and 05 X and
before 11.2.202.554 on Linux, Adobe AIR before 20.0.0.204, Adobe AIR SDK before 20.0.0.204, and Adobe AIR SDK & Compiler before
20.0.0.204 allows attackers to execute v ctors, a different vulnerability than CVE-2015-8048, CVE-2015-
8049, C Xe , , € X € , CVE-2015-
adobe - air 8062, 0 - < © © © P VEIL | sormaga0ms 100 |cve-2015-8432
8070, CVE-2015-8071, O L . , € , C , CVE-2015- i
8410, CVE-2015-8411, CVE-2015-8412, CVE-2015-8413, , ), CVE-2015-8421, C , CVE-2015-
8423, , O , , € , € , CVE-2015-
8431, 0 , L , X € Be , CVE-2015-
8447, , . ), , and CV
Use-after-free vulnerability in Adobe Flash Player before 18.0.0.268 and 19.x and 20.x before 20.0.0.228 on Windows and 05 X and
before 11.2.202.554 on Linux, Adobe AIR before 20.0.0.204, Adobe AIR SDK before 20.0.0.204, and Adobe AIR SDK & Compiler before
20.0.0.204 allows attackers to execute v ctors, a different vulnerability than CVE-2015-8048, CVE-2015-
8049, C Xe , , € X € , CVE-2015-
8062, C , 0 L , X € , C , CVE-2015-
adobe—air 8070, CVE-2015-8071, O L . X € , C  cvegois. | 0/12/2018 100 | CVE20156433
8410, CVE-2015-8411, CVE-2015-8412, CVE-2015-8413, , ), CVE-2015-8421, C , CVE-2015-
8423, L0 , , ,C , € , CVE-2015-
8431, 0 . L , X € ,C , CVE-2015-
8447, , . ), , and CV
Use-after-free vulnerability in Adobe Flash Player before 18.0.0.268 and 19.x and 20.x before 20.0.0.228 on Windows and 05 X and
before 11.2.202.554 on Linux, Adobe AIR before 20.0.0.204, Adobe AIR SDK before 20.0.0.204, and Adobe AIR SDK & Compiler before
20.0.0.204 allows attackers to execute v ctors, a different vulnerability than CVE-2015-8048, CVE-2015-
8049, C ,c , , € X € , CVE-2015-
adobe - air 8062, - < C < © P VEIL | sorma/a0ms 100 |cve-2015-803
8070, CVE-2015-8071, L . , € , C , CVE-2015- = |
8410, CVE-2015-8411, CVE-2015-8412, CVE-2015-8413, , ), CVE-2015-8421, C , CVE-2015-
8423, , O , , ,C , € , CVE-2015-
8431, 0 . , , X € Be , CVE-2015-
8447, , . ), , and CV
Use-after-free vulnerability in Adobe Flash Player before 18.0.0.268 and 19.x and 20.x before 20.0.0.228 on Windows and 05 X and
before 11.2.202.54 on Linux, Adobe AIR before 20.0.0.204, Adobe AIR SOK before 20.0.0.204, and Adobe AIR SOK & Compiler before
20.0.0.204 allows attackers to execut y 12 e , CVE-2015-
8049, Cv Xe! X X ,C , € , CVE-2015-
8062, C\ ,c OV X X € , C , CVE-2015-
adobe - air 2070,y o & G G G Ceaots. | 11272015 100 |cve-2015-8435
8410, CVE-2015-8411, c , CVE-2015-8413, O e X Ne , CVE-2015-
8423, C\ OV OV X € , € , CVE-2015-
8431, C\ , CV X! N X 0 Ne CVE2015-
8447, C\ OV X! X , and O
in in Adobe Flash Player before 18.0.0.268 and 19.x and 20.x before
2000228 on Windows and 05 X and befre 11.2.20254 n Linu, Adobe AR before 200.0.204, Adobe AIR SDK before 2000204
and Adobe AIR SDK & Compiler before 20.0.0.204 al code via crafted 23
different vulnerability than C xel xel Xel , CV [ , CVE-
2015-8058, C X Re Xe xel xey xel , CVE-
adobe - air 2015-8067, C , C Xe Xe Rel Rel xel , Ve | 10/12/2015 93 |CvE2015-8436
2015-8404, , C , C , CVE-2015-8411, C\ xel , v , CVE-
2015-8420, CVE-2015-8421, C ,C , 1 v v , CVE-
2015-8428, C , C Xe Xe gel v xe! , CVE-
2015-8437, Re ,C xe xel xel xel , and
CVE-2015-8454.
Use-after-free vulnerability in the Selection object implementation in Adobe Flash Player before 18.0.0.268 and 19.x and 20.x before
20.0.0.228 0n Windows and 05 X and before 11.2.202.554 on Linux, Adobe AIR before 20.0.0.204, Adobe AIR SDK before 20.0.0.204,
and Adobe AIR SOK & Compiler before 20.0.0.204 allows attackers to execute arbitrary code via a crafted setFocus call, a different
y than O , X Xe , C , C ,C ,
c X Re ,C , v xey , v , CV 3
adobe - air c , C X Xe ReY Re! Xel , Cv L | 071272015 CVE-2015-8437
c , C , C , CVE-2015-8411, C\ xel , v OV ),
CVE-2015-8421, C ,C , gey xel , OV . CV ,
c , C Xe Re xel xel xey , CV
c ,C ,C xe , v xel xel , and CVE-2015-
8450,
Heap-based buffer overflow in Adobe Flash Player before 18.0.0.268 and 19.x and 20.x before 20.0.0.228 on Windows and 05 X and
before 11.2.202.554 on Linux, Adobe AIR before 20.0.0.204, Adobe AIR SDK before 20.0.0.204, and Adobe AIR SDK & Compiler before
adobe =it 20.0.0.204 allows attackers to executt v ML during a toString call, a different Lorz/a0ts CuE2018038
vulnerabilty than CVE-2015-8446.
The SharedObject object implementation in Adobe Flash Player before 18.0.0.268 and 19.x and 20.x before 20.0.0.228 on Windows
dobeair and 05 X and before 11.2:202.554 on Linu, Adobe AIR before 20,0004, Adobe AIR SDK before 20.0.0204, and Adobe AIR SOK & 101272018 03 |ove201s.8a39
Compi re 20,0.0.204 allows attackers to execute arbitrary code by K " duringa R
L2 e
Adobe Flash Player before 18.0.0.268 and 19.x and 20.x before 20.0.0.228 on Windows and 05 X and before 11.2.202.554 on Linux,
Adobe AIR before 20.0.0.204, Adobe AIR SOK before 20.0.0,204, and Adobe AIR SDK & Comiler before 20.00.204 allow ttackersto | 10/12/2015 100 |cve-2015-8a40
bypass intended access P han CV and €
Use-after-free vulnerability in Adobe Flash Player before 18.0.0.268 and 19.x and 20.x before 20.0.0.228 on Windows and 05 X and
before 11.2.202.554 on Linux, Adobe AIR before 20.0.0.204, Adobe AIR SDK before 20.0.0.204, and Adobe AIR SDK & Compiler before
20.0.0.204 allows attackers to execut vectors, a than C\ , CVE-2015-
8049, C\ ), Cv , , C ., , , , CVE-2015-
8062, C\ , Cv L , , ,C ,c , CVE-2015-
8070, CVE-2015-8071, CV L , , g  cvegors. | 10122015 100 |CUE2015800L
8410, CVE-2015-8411, CV . , , , CVE-2015-8421, CVE-2015-8422, CVE-2015-
8423, C\ ye! , , C ., , CVE-2015-8429, , CVE-2015-
8431, C\ , Cv , 0 g , X , CVE-2015-8442, CVE-2015-
8447, C\ , Cv . ), , and CV
in the MovieC! in Adobe Flash Player before 18.0.0.268 and 19.x and 20.x before
20.0.0.228 0on Windows and 05 X and before 11.2.202.554 on Linux, Adobe AIR before 20.0.0.204, Adobe AIR SDK before 20.0.0.204,
and Adobe AIR SDK & Compiler before 20.0.0.204 allows attackers to execute arbitrary code via a crafted fifters property value, a
@ , 0 xe v v OV , CVE-
2015-8058, C ,c ,c xe , 0 xe) v , CVE-
adobe - air 2015-8067, C , Xe Xe Rey X ,CVE- | 10/12/2015 93 [CvE2015-8002
2015-8404, CVE-2015-8405, cvz 20158406, cve-zms-mo, ‘CVE-2015-8411, CVE-2015-8412, CVE-2015-8413, CVE-2015-8414, CVE-
2015-8420, CVE-2015-8421, C , C , C xe v v , CVE-
2015-8428, C , € Xe Xe X , v v , CVE-
2015-8436, C € Ne xe , 0 OV v , and
CVE-2015-8454.
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https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-8428&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-8428
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-8429&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-8429
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-8430&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-8430
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-8431&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-8431
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-8432&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-8432
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-8433&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-8433
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-8434&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-8434
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-8435&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-8435
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-8436&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-8436
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-8437&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-8437
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-8438&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-8438
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-8439&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-8439
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-8440&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-8440
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-8441&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-8441
https://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2015-8442&vector=(AV:N/AC:M/Au:N/C:C/I:C/A:C)
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-8442

Historico de vulnerabilidades de Diciembre del 2015

Adobe Flash Player before 18.0.0.268 and 19.x and 20.x before 20.0.0.228 on Windows and O X and before 11.2.202.554 on Linux,
Adobe AIR before 20.0.0.204, Adobe AIR SDK before 20.0.0.204, and Adobe AIR SDK & Compiler before 20.0.0.204 allow attackers to

adobe - air execute v corruption) via unspeci La n CVE- 10/12/2015 100 |cve-2015-8403
2015-8045, C Xe , 0 , CVE-2015-8417, C\ , v , CVE-
2015-8444, CVE-2015-8451, and CVE-2015-8455.
Adobe Flash Player before 18.0.0.268 and 19.x and 20.x before 20.0.0.228 on Windows and 05 X and before 11.2.202.554 on Linux,
Adobe AIR before 20.0.0.204, Adobe AIR SDK before 20.0.0.204, and Adobe AIR SDK & Compiler before 20.0.0.204 allow attackers to
adobe —air execute v P p 3 cve- 10/12/2015 100 |cve-2015-8a4a
2015-8045, CVE-2015-8047, C Xe X , CVE-2015-8417, C\ , Cv ), CVE-
2015-8443, CVE-2015-8451, and CVE-2015-8455.
Integer overflow in the Shader filter implementation in Adobe Flash Player before 18.0.0.268 and 19.x and 20.x before 20.0.0.228 on
adobe - air Windows and 05 X and before 11.2.202.554 on Linux, Adobe AIR before 20.0.0.204, Adobe AIR SDK before 20.0.0.204, and Adobe AIR | 10/12/2015 93 [CvE2015-8045
SDK & Compiler before 20.0.0.204 allows attackers t te alarge object.
Heap-based buffer overflow in Adobe Flash Player before 18.0.0.268 and 19.x and 20.x before 20.0.0.228 on Windows and 05 X and
before 11.2.202.554 on Linux, Adobe AIR before 20.0.0.204, Adobe AIR SDK before 20.0.0.204, and Adobe AIR SDK & Compiler before
adobe air 20.00.204 allowsattackers to execute arbitrary code via an MP3 fil with COMM tags that are mishandled during memory allocation, | 1%/12/2013 (Ce201=-8048
different vulnerability than CVE-2015-8438.
Use-after-free vulnerability in the Color object implementation in Adobe Flash Player before 18.0.0.268 and 19.x and 20.x before
20.0.0.228 on Windows and 05 X and before 11.2.202.554 on Linux, Adobe AIR before 20.0.0.204, Adobe AIR SDK before 20.0.0.204,
and Adobe AIR SDK & Compiler before 20.0.0.204 allows attackers t e arbitrary code via crafted setTransfc
different vulnerability than C xe xeY xe! v a , CVE-
2015-8058, C ,c ,c ,c ,c ,c ,o , CVE-
adobe - air 2015-8067, C ,cve- | 10/12/2015 93 |CvE2015-8047
2015-8404, CVE-2015-8405, CVE-2015-8406, CVE-2015-8410, CVE-2015-841, CVE-2015-8412, CVE-2015-8413, CVE-2015-8414, CVE-
2015-8420, CVE-2015-8421, C , C , 0 xe , v v , CVE-
2015-8428, C , C Xe Xe Xe , v xe) , CVE-
2015-8436, C ,C Re Xe xe xeY xel , and
CVE-2015-8454.
in dobe Flash Player before 18.0.0.268 and 19.x and
20.x before 20.0.0.228 on Windows and OS X and before 11.2.202.554 on Linux, Adobe AIR before 20.0.0.204, Adobe AIR SDK before
20.0.0.204, and Adobe AIR SDK & Compiler before 20.0.0.204 allows attackers to execute arbitrary code via a crafted mapBitmap
prope 2 o , o Xel ), Cv 3 , CVE-
2015-8057, C ,C Xe Re X , o Net , CVE-
adobe —air 2015-8066, C 0 , 0 Xe X X! el , CVe- | 10/12/2015 93 [CVE2015-8448
2015-8403, 0 ,C , C , CVE-2015-8411, C\ Nt , CVE-
2015-8414, , CVE-2015-8421, € ,C 0 X OV , CVE-
2015-8427, , 3 Xe Re X Nl  CVE-
2015-8435, , CVE-2015-8437, C Re ,C X XY ) CVE-
2015-8452, and CVE-2015-8454,
Use-after-free vulnerability in the MovieClip object implementation in Adobe Flash Player before 18.0.0.268 and 19.x and 20.x before
20.0.0.228 on Windows and 05 X and before 11.2.202.554 on Linux, Adobe AIR before 20.0.0.204, Adobe AIR SDK before 20.0.0.204,
and Adobe AIR SOK & Compiler before 20.0.0.204 allows attackers to execute arbitrary code via a crafted lineTo method call, a
different vulnerability than C xey xe! xel , 0 , , CVE-
2015-8058, C , C Re Xe , v xey xe , CVE-
adobe - air 2015-8067, C , C Xe Xe ReY Rel X ,cve- | 10/12/2015 CVE-2015-849
2015-8404, CVE-2015-8405, CVE-2015-8406, CVE-2015-8410, CVE-2015-8411, CVE-2015-8412, CVE-2015-8413, CVE-2015-8414, CVE-
2015-8420, CVE-2015-8421, C ,C , 0 gy v xe , CVE-
2015-8428, C , C Xe Re v v , 0 , CVE-
2015-8436, C ,C Re Xe g , v xe , and
CVE-2015-8454.
Use-after-free vulnerability in Adobe Flash Player before 18.0.0.268 and 19.x and 20.x before 20.0.0.228 on Windows and 0 X and
before 11.2.202.554 on Linux, Adobe AIR before 20.0.0.204, Adobe AIR SDK before 20.0.0.204, and Adobe AIR SDK & Compiler before
20.0.0.204 allows attackers to executs v i in a Textfield object,
than C , 0 [ a X xe X , CVE-2015-
8059, C\ el e , , , C , C , CVE-2015-
adobe —air 8068, C\ Xe! ), CVE-2015-8071, € N ,C ,C L cvegos. | 10/12/2018 e
8405, CVE-2015-8406, CVE-2015-8410, CVE-2015-8411, CVE-2015-8412, CVE-2015-8413, CVE-2015-8414, CVE-2015-8420, CVE-2015-
8421, C\ 3 3 e , xe 0 , CVE-2015-
8429, C\ ye! e ,C , , , C , CVE-2015-
8437, CVE-2015-8441, CVE-2015-8442, CVE-2015-8447, C , Xe , and CV
Adobe Flash Player before 18.0.0.268 and 19.x and 20.x before 20.0.0.228 on Windows and OS X and before 11.2.202.554 on Linux,
Adobe AIR before 20.0.0.204, Adobe AIR SDK before 20.0.0.204, and Adobe AIR SDK & Compiler before 20.0.0.204 allow attackers to
adobe - air execute y corrupt P 3 v 10/12/2015 100 |cve-2015-8451
2015-8045, CVE 2015.8047,C Xe a , CVE-2015-8417, C o ) CVE-
2015-8443, CVE-2015-8444, and CVE-2015-8455.
Use-after-free vulnerability in Adobe Flash Player before 18.0.0.268 and 19.x and 20.x before 20.0.0.228 on Windows and 05 X and
before 11.2.202.554 on Linux, Adobe AIR before 20.0.0.204, Adobe AIR SDK before 20.0.0.204, and Adobe AIR SDK & Compiler before
20.0.0.204 allows attackers to execute v ctors, a different vulnerability than CVE-2015-8048, CVE-2015-
8049, C ,c , , € X € , CVE-2015-
adobe - air 8062, - < C < © P VEIL | yorma/201s 100 |cvE-2015-8452
8070, CVE-2015-8071, L . , € , C , CVE-2015- i
8410, CVE-2015-8411, CVE-2015-8412, CVE-2015-8413, , ), CVE-2015-8421, C , CVE-2015-
8423, C\ , O , , , CVE-2015-8428, C , C , CVE-2015-
8431, C\ . , L X ,C , CVE-2015-
8442, C\ . , , ) and o
Use-after-free vulnerability in Adobe Flash Player before 18.0.0.268 and 19.x and 20.x before 20.0.0.228 on Windows and 05 X and
before 11.2.202.554 on Linux, Adobe AIR before 20.0.0.204, Adobe AIR SDK before 20.0.0.204, and Adobe AIR SDK & Compiler before
20.0.0.204 allows attackers to execute arbitrary code via nspecified vectors, a different vulnerabilty than CVE-2015-8048, CVE-2015-
8049, C\ ye , , ,C X , C , CVE-2015-
8062, C\ , 0 ,c ,c ,c ,c ,c , CVE-2015-
adobe—air 8070, CVE-2015-8071, O  cvegois. | 10/12/2018 100 |CVE20158054
8410, CVE-2015-8411, CVE-2015-8412, CVE-2015-8413, CVE-2015-8414, CVE-2015-8420, CVE-2015-8421, CVE-2015-8422, CVE-2015-
8423, C\ L , , , CVE-2015-8428, C , C , CVE-2015-
8431, C\ . , L , X ,C , CVE-2015-
8442, C\ . , , ), and CV
Adobe Flash Player before 18.0.0.268 and 19.x and 20.x before 20.0.0.228 on Windows and OS X and before 11.2.202.554 on Linux,
Adobe AIR before 20.0.0.204, Adobe AIR SDK before 20.0.0.204, and Adobe AIR SDK & Compiler before 20.0.0.204 allow attackers to
adobe - air execute v y corrupt p ) v 10/12/2015 100 |cve2015.8a55
20158045, C 0 Xe a , CVE-2015-8417, C v , CVE-
2015-8443, CVE-2015-8444, and CVE-2015-8451.
Adobe Flash Player before 18.0.0.268 and 19.x and 20.x before 20.0.0.228 on Windows and OS X and before 11.2.202.554 on Linux,
adobe - air Adobe AIR before 20.0.0.204, Adobe AIR SDK before 20.0.0.204, and Adobe AIR SDK & Compiler before 20.0.0.204 allow attackersto | 10/12/2015 93 [CVE2015-8456
execute v v leveraging an unspecified " c
Stack-based buffer overflow in Adobe Flash Player before 18.0.0.268 and 19.x and 20.x before 20.0.0.228 on Windows and 05 X and
adobe - air before 11.2.202.554 on Linux, Adobe AIR before 20.0.0.204, Adobe AIR SDK before 20.0.0.204, and Adobe AIR SDK & Compiler before | 10/12/2015 100 |cve-2015-8457
20.0.0.204 allows attackers to v .2
Microsoft Excel 2007 SP3, Excel 2010 SP2, Excel for Mac 2011, Excel 2016 for Mac, Office Compatibilty Pack SP3, and Excel Viewer
microsoft - excel attackers to executs v , aka Memory Corruption 09/12/2015 93 |CVE2015-6040
Vulnerabilit."
Microsoft 8 through 11 3l denial
microsoft — internet_explorer cortupton) iaa crafted web i, aka"nternetExplorer Memry Corrupton Vulnrabilty, " dferent vulnerailty than CVE 2015 | 09/12/2015 93 |cve2015-6083
6151
The Vista $P2, 2008 5P2, Office 2007 SP3, Office 2010 SP2, Word Viewer,
microsoft - live_meeting Skype for Business 2016, Lync 2010, Lync 2013 SP1, and Live Meeting 2007 Console al te attackers to execute v 09/12/2015 CVE-2015-6106
via a crafted embedded font. aka "Graphics Memorv Corruption Vulnerabilty."
The Windows font library in Microsoft Windows Vista SP2, Windows Server 2008 SP2 and R2 SP1, Windows 7 SP1, Windows 8,
Windows 8.1, Windows Server 2012 Gold and R2, Windows RT Gold and 8.1, Windows 10 Gold and 1511, Office 2007 SP3, Office 2010
microsoft - ve_mecting P2, Word Viewer, Skype for Business 2016, Lync 2010, Lync 2013 SP1, and Live Meeting 2007 Console allows remote attackers to 09/12/2015 93 |QUE01s6107
execute v font, aka "Graphics Memory Corruption Vulnerabilty."
The indows Vista SP2; Wind: 2008 5P2 and R2 SP1; Windows 7 SP1; Windows 8;
Windows&.1; Windows Sever 2012 Gold and 2 Windows R Gold and .1 Offce 2007 593% Ofice 2010 572 Word Viewer; NET
microsoft - net_framework Framework 3,052, 3.5,3.5.1,4,4.5,4.5.1,4.5.2, and 4.6; Skype for Business 2016; Lync 2010; Lync 2013 SP1; Live Meeting 2007 09/12/2015 93 [CVE20156108
Console; and te attackers t e arbitrary code via a crafted embedded font, aka "Graphics Memory
Corruption Vulnerabilty.”
icrosoft — office Microsoft Office 2007 5P3 and Office 2010 5P2 allow I bitrary code via a crafted Office d k w2208 93 |ove2oiseus
“Microsoft Office Memorv Corruption Vulnerabilty." I b
erosot — excel MicrosoftExcel 2007 53, Excel 2010 2, Excel for Mac 2011, Offce Compatiilty Pack P, and ExcelViewer allow remote attackers | oo/ 03 |ove20ise12
o execute v  aka Memory Corruption Vulnerability." i
Microsoft Word 2007 5P3, Office 2010 SP2, Word 2010 5P2, Word 2013 SP1, Word 2013 RT SPL, and Office Compatibility Pack SP3
microsoft - office attackers to execute Office document, aka "Microsoft Office Memory Corruption 09/12/2015 93 |CVE20156124
Vulnerabilit."
in the DNS server in 2008 5P2 and R2 5P1 and Server 2012 Gold and R2 allows.
icrosoft - windows_server 2008 remote attackers to execute arbitrary code via crafted requests, aka "Windows DNS Use After Free Vulnerability.” o/12/2015 22 |Ean
Race condition in the (PGM) in Microsoft Windows Vista SP2, Windows Server
icrosoft — windows 10 2008592 and R2 SP1, Windows 75P1, Windows 8, Windows 8.1, Windows Server 2012 Gold and R2, Windows RT Gold and 8.1, and — 22 |oves0ise12s
Windows 10 Gold and 1511 gain privileges or of service via a crafted application, e
aka "Windows PGM UAF Elevation of Privilege Vulnerabiliy."
icrosoft —windows 7 Microsoft Windows Visa $P2, Windows Server 2008 572 and R2 SP1, and Windows 7 SPL mishanlelbray loading, which allows focal | oo/, o 22 |cvezoisens
users to gain privileges via a crafted application, aka "Windows Library Loading Remote Code Execution Vulnerabilty." E—
icrosoft - windows 7 Integer underflow in Uniscribe in Microsoft Windows 7 SP1 and Wind 2008 R2 5P1 all toexecute w2208 93 |ove20ise130
arbitrarv code via a crafted font. aka "Windows Inteeer Underflow Vulnerability." I e
icrosoft —windows 7 Windows Media Center in Microsoft Windows Vista $P2, Windows 7 SP1, Windows 8, and Windows 8.1 allows remote attackers to —— .

execute arbitrary code via a crafted .mlfile, aka "Media Center Library Parsing RCE Vulnerabilty."
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Historico de vulnerabilidades de Diciembre del 2015

Microsoft Windows Vista SP2, Windows Server 2008 SP2 and R2 SP1, Windows 7 SPL, Windows 8, Windows 8.1, Windows Server 2012
microsoft — windows_10 Gold and R2, Windows RT Gold and 8.1, and Windows 10 Gold and 1511 mishandle library loading, which allows local users to gain 09/12/2015 72 |cve-2015.6132
privileges via a crafted application, aka “Windows Library Loading Remote Code Execution Vulnerabiliy.

Microsoft Windows 8, Windows 8.1, Windows Server 2012 Gold and R2, Windows RT Gold and 8.1, and Windows 10 Gold and 1511
microsoft - windows_10 mishandle library loading, which allows local users to gain privileges via a crated application, aka "Windows Library Loading Remote 09/12/2015 72 |CVE20156133
Code Execution Vulnerabilty."

Microsoft Internet Explorer 9 all t cause a denial of a

microsoft - nternet_explorer
e crafed web e, aka "nternet Explorer Mamory Corruption Valnerabily” a diferent vinerablty than CVE-2015-6141.

09/12/2015 93 |CVE2015-6134

The Microsoft (1) VBScript 5.7 and 5.8 and (2) JScript 5.7 and 5.8 engines, as used in Internet Explorer 8 through 11 and other
microsoft - jscript duct acrafted web site, aka “Scripting Engine Memory Corruption 09/12/2015 93 |cve-20156136
Vulnerabilit."

Microsoft Internet Explorer 11 and Microsoft Edge mishandle content types, which allows remote attackers to execute arbitrary web.

microsoft - edge
“ scriptin a privileged context via a crafted web site, aka "Microsoft Browser Elevation of Privilege Vulnerabilty."

09/12/2015 93 |CvE-2015-6139

Microsoft Internet Explorer 11 and Microsoft Edge allow K code or denial of service
microsoft - edge (memory corruption) via a crafted web site, aka "Microsoft Browser Memory Corruption Vulnerabiliy," a different vulnerability than | 09/12/2015 93 |cve-2015.6140
c and @

Microsoft Internet Explorer 9 all cause a denial of a

crafted webste, aka "nternet Explorer Memry Corruption Vlerabilty,” a diferent ulnerabity than CVE-2015-6134 09/12/2015 e )

microsoft - internet_explorer

Microsoft Internet Explorer 11 and Microsoft Edge allow tackers to execute denial of service
microsoft - edge (memory corruption) via a crafted web site, aka "Microsoft Browser Memory Corruption Vulnerability," a different vulnerability than |~ 09/12/2015, 93 |CVE-2015-6142
[ ) € 3 , , , and C

Microsoft Internet Explorer 11 all cause a denial of
microsoft - internet_explorer acrafted web site, aka "Internet zxplurermemory Corrupton Vulnerabiy," ifferent vnerabilty than CVE-2015-6140, CVE-2015. | 09/12/2015 93 |CVE-2015-6143
6142, CV 3

e ) and C

Microsoft Internet Explorer 7 and 8 allows remote attackers to execute arbitrary code or cause a denial of service (memory
microsoft - internet_explorer corruption) via a crafted web site, aka "Internet Explorer Memory Corruption Vulnerability," a different vulnerability than CVE-2015- | 09/12/2015 93 |cve-2015-6145
6146,

Microsoft Internet Explorer 7 and 8 allows remote attackers to execute arbitrary code or cause a denial of service (memory
microsoft - internet_explorer corruption) via a crafted web site, aka "Internet Explorer Memory Corruption Vulnerability," a different vulnerability than CVE-2015- | 09/12/2015 93 |CVE2015-6146
145

Microsoft Internet Explorer 8 and 9 allows remote attackers to execute arbitrary code or cause a denial of service (memory
microsoft - internet_explorer corruption) via a crafted web site, aka "Internet Explorer Memory Corruption Vulnerability," a different vulnerability than CVE-2015- | 09/12/2015 93 |cve-2015-6147
149,

Microsoft Internet Explorer 9 through 11 and Microsoft Edge allow K denial of
microsoft - internet_explorer service (memory corruption) via a crafted web site, aka "Microsoft Browser Memory Corruption Vulnerability," a different 09/12/2015 93 |cve-20156148
vulnerability than CVE-2015-6156

Microsoft Internet Explorer 8 and 9 allows remote attackers to execute arbitrary code or cause a denial of service (memory
microsoft - internet_explorer corruption) via a crafted web site, aka "Internet Explorer Memory Corruption Vulnerability," a different vulnerability than CVE-2015- |~ 09/12/2015 93 |cve-2015-6149
6147

Microsoft 7 through 11 all
microsoft — internet_explorer corruption) via  craftet web site aka "nternet Explorer Memory Corruption Vulnerabilty a diferent vlnerabiy than CVE 2015- | 09/12/2015 93 |cve-2015:6150
6152,

Microsoft Internet Explorer 8 through 11 and Microsoft Edge allow remote attackers to execute arbitrary code or cause a denial of
microsoft - edge service (memory corruption) via a crafted web site, aka "Microsoft Browser Memory Corruption Vulnerabilty," a different 09/12/2015 93 |CVE2015-6151
vulnerability than CVE-2015-6083.

Microsoft 10al cause a denial of Pt
microsoft - internet,_explorer acrafted web site, aka "Internet Explorer Memory Corruption Vulnerabilty," fferent vlnerabilty than CVE-2015-6162. 09/12/2015 23 |CUEINS6Is2

Microsoft Internet Explorer 11 and Microsoft Edge allow remote attackers to execute arbitrary code or cause a denial of service
microsoft - edge (memory corruption) via a crafted web site, aka "Microsoft Browser Memory Corruption Vulnerability," a different vulnerability than |~ 09/12/2015, 93 |CVE-2015-6153
¢ xe € , €\ X

Microsoft Internet Explorer 7 through 11 and Microsoft Edge allow remote attackers to execute arbitrary code or cause a denial of
microsoft - edge service (memory corruption) via a crafted web site, aka "Microsoft Browser Memory Corruption Vulnerabilty," a different 09/12/2015 93 |CvE2015-6150
vulnerability than CVE-2015-6150,

Microsoft 10and 11 and execute service!

mlerosoft ~ edge (memory corruption)via crafted web e, aka “MicrosoftBrowser Mermory Corruption Vulnerabilty 09/12/2015 CUE201-6155
Microsoft 9 through 11 al Cause a denial of
microsoft - nternet_explorer cortupton) iaacrafted web i, aka"nternetExplorer Memry Coruption Vulnrabilty," diferent vulnerabilty than CVE 2015 | 09/12/2015 23 |cve2os61s6
6148,
Microsoft Internet Explorer 11 and Microsoft Edge allow remote attack or denial of service
microsoft - edge (memory corruption)via a crafted web site, aka "Microsoft Browser Memory Corruption Vulnerability," a different vulnerabilty than | 09/12/2015 23 |ove2osenss
3 3 3 3 , and
Microsoft Internet Explorer 11 and Microsoft Edge allow remote attack or denial of service
microsoft - edge (memory corruption) via a crafted web site, aka "Microsoft Browser Memory Corruption Vulnerability," a different vulnerabilty than | 09/12/2015 93 |cve20s6150
) 3 3 3 , and O
Microsoft 11l cause a denial of
microsoft - nternet_explorer  crafted web site,aka"nternet Exlorer Memory Corruption Vulnerabilty,"a iferent vlnerabiy than CVE.2015-6140, CVE-2015. | 09/12/2015 93 |cve20156160
6142, OV , 3 , and ©
i - internet_expl Mierosoft o2l cause.a denialof ” 09/12/2015 93 |cve2015.6162
mierosoft - internet_explorer  crafted web site,aka"nternet Explorer Memory Corruption Vulnerabilty,"a iferent vnerabiy than CVE 2015-6152 e
Microsoft Silverlght 5 before 5.1.41105.00 alk v cause a denial of service (out-of-
microsoft - silverlight 09/12/2015 £-2015-61
© bounds read or write access) openand quests, aka "Micr £ Vulnerabilty.” /el 93 |QuE0IIs
Microsoft Edge allows remote attackers to execute arbitrary code or cause a denial of service (memory corruption) via a crafted web
microsoft - edge & v memory corruption) 09/12/2015 93 |cve2ois6168

site, aka "Microsoft Edge Memory Corruption Vulnerabilty," a different vulnerability than CVE-2015-6153,

The kernel in Microsoft Windows Vista P2, Windows Server 2008 SP2 and R2 SP1, Windows 7 SP1, Windows 8, Windows 8.1,
e windows 10 Windows Server 2012 Gold and R2, Windows RT Gold and 8.1,and Windows 10 Gold and 1511 allows local users to gain privieges viaal oo/ I F—
microsoft-windows. crafted application, aka "Windows Kernel Memory Elevation of Privilege Vulnerability," a different vulnerability than CVE-2015-6173 - E—

and CVE-2015-6174.

Microsoft Word 2007 5P3, Office 2010 SP2, Word 2010 5P2, Word 2013 SP1, Word 2016, Word 2013 RT SP1, and Office Compatibility
microsoft - office Pack 5P3 allow remote attackers to execute arbitrary code via a crafted email message processed by Outlook, aka "Microsoft Office 09/12/2015 93 |cve2015:6172
RCE Vulnerability."

The kernel in Microsoft Windows Vista SP2, Windows Server 2008 SP2 and R2 SP1, Windows 7 SP1, Windows 8, Windows 8.1,
erosoft — windows 10 Windows Server 2012 Gold and R2, Windows RT Gold and 8.1, and Windows 10 Gold and 151 allows localusers to gain privleges viaal 0,1 0 22 |cvezoiseins
- crafted application, aka "Windows Kernel Memory Elevation of Privilege Vulnerabilty," a different vulnerability than CVE-2015-6171 I

and CVE 20156174,

The kernel in Microsoft Windows Vista SP2, Windows Server 2008 SP2 and R2 SP1, Windows 7 SP1, Windows 8, Windows 8.1,
erosoft — windows 10 Windows Server 2012 Gold and R2, Windows RT Gold and 8.1, and Windows 10 Gold and 151 allows localusers to gain privleges viaal 0,1 0 22 |cvezorseiza
- crafted application, aka "Windows Kernel Memory Elevation of Privilege Vulnerabilty," a different vulnerability than CVE-2015-6171 I

and CVE-2015-6173

erosoft — windows 10 The kernel in Microsoft Windows 10 Gold allows local users to ain privieges via 2 cafted applcation, aka "Windows Kemel Memory | o/ 22 |ovesoiseizs
- Elevation of Privilege Vulnerability." 12 |CVE-2015:6175

Microsoft Excel 2007 SP3, Office Compatibility Pack 5P3, and Excel Viewer allow remote attackers to execute arbitrary code via a

microsoft - excel
crafted Office document, aka "Microsoft Office Memorv Corruption Vulnerabilty."

09/12/2015 93 |cve-20156177

mediaserver in Android before 5.1.1 LMY48Z and 6.0 before 2015-12-01 allows remote attackers to execute arbitrary code or cause a

google - android denial of service (memory corruption) viaa crafted media fil, aka internal bugs 24630158 and 23882800, a ifferent vulnerabilty than | ~ 08/12/2015 CVE2015-6616
CVE-2015-8505. CVE-2015-8506, and CVE-2015-8507.

S Kia2s used in Android befor .11 LMY4SZand 6.0 before 2015-12-01,allows remote atackers 0 execute arbivary code or causea | o010 01 |oveomeans
denial of service (memorv corruption) via a crafted media file. aka internal bu 23648740, e ——

[ T e 07 |ovezomsens
libstagefrght in Android before 5.1.1 LMY48Z and 60 before 2015-12-01 allows atackers to gain privileges via a crafted application, as

oogle - androld 08/12/2015 2015662

008! by tureOrsystem access, aka nternal bugs 24123723 and 24445127, e/ 93 |QUE016620

N SystemUlin Androld 5.x before 5.1.1 LMY48Z and 6.0 before 2015-12-01 allows attackers to gan privieg —— v |cveaommsen

ool — androl access, aka nternal bug 23909438 22 |oEzolrenl

S Wi in Android 6.0 before 2015-12-01 allows attackers to gain privileges via a crafted application, as demonstrated by obtaining [ 01 |cvezorseen
sienature e —

ivers in Android before 5.1.1 LMY48Z and 6.0 before 2015-12-01 al st execute arbitn

RS The display drivrs in Android before 5.1 LMY48Z and 6.0 before 2015-12.01allow remote attackersfo recute arbirarycodeor | o0 01 |oveomenn

cause a denialfsenice emry corupin] v cafted medife o ntrnal ——
in Androi o Gorial

I The display drivers in Android before 5.1.1 LMY45Z allow code or of service J— s |cvesomsam
(memorv corruption) via  cafted mediafile. aka internal bue 24163261 93 |QUE015E63
mediaserver in Android before 5.1.1 LMYASZ allows remote attackers to execute arbitrary code or cause 2 denial of service (memory

google - android corruption) via  crafted media file, aka nternal bug 17769851, 2 than © ¥ ,and CVE-|  08/12/2015 93 |cveoisesos
2015 8507.
mediaserver in Android before 5.1.1 LMVA8Z and 6.0 before 2015-12-01 allows remote attackers to execute arbitrary code or cause 3

google - android denial of service (memory corruption) viaa crafted media fil, aka internal bug 24441553, a different vulnerablty than CVE-2015- 08/12/2015 93 |cve201s.8506
6616. CVE-2015-8505. and CVE-2015-8507.
mediaserver in Android 6.0 before 2015-12-01 allows remote attackers to execute arbitrary code or cause a denial of service (memory

google - android corruption) via  crated media file, aka nternal bug 24157524, 2 than © ¥ and CVE-|  08/12/2015 93
20158506,

o et The do_write_pids function in fs.c n XCFS before 0.12 does not properly check permissions, which alows local users to gain JE— 2 | cvesots 1o

orivileges by writing a pid to the tasks file.

The iControl API i FS BIG-IP LTM, AFM, Analytics, APM, ASM, Link Controller, and PEM 11.3.0 before 11.5.3 HF2 and 11.6.0 before
11.6.0 HF6, BIG-IP AAM 11.4.0 before 11.5.3 HF2 and 11.6.0 before 11.6.0 HF6, BIG-IP Edge Gateway, WebAccelerator, and WOM
15 - big-ip_access_policy_manager 11.3.0, BIG-P GTM 11.3.0 before 11.6.0 HF6, BIG-IP PSM 11.3.0 through 11.4.1, Enterprise Manager 3.1.0 through 3.1.1, BIG-IQ Cloud | 07/12/2015, 90 |CcvE-2015-3628
and Security 4.0.0 through 4.5.0, BIG-IQ Device 4.2.0 through 4.5.0, and BIG-IQ ADC 4.5.0 allows remote authenticated users with the
"Resource Administrator” role to gain privileges via an iCall (1) script or (2) handler in a SOAP request to iControl/iControlPortal.cgi.

Huawei USG5500, USG2100, USG2200, and USGS100 unified security gateways with software before V300R001C105PC600, when

huawel- "DHCP Snooping" is enabled and either "0ption82 insert" or "option82 rebuild" is enabled on an interface, allow remote attackersto | 07/12/2015 CVE-2015-8084
unified_security_gateway_firmware
cause a denial of service (reboot) ia crafted DHCP packets.
Symfony 2.3.x before 2335, 2.6.x before 2.6.12, and 2.7.x before 2.7.7 might allow remote attackers to have unspecified impact via a
Kinvolving the (1) symfony @
sensiolabs - symfony Symfony/C class n the Symfony omponent, or (3)legacy 07/12/2015 15 |cve20158125
csRF from lc srfProvider class in the Symfony
Form component.
The rction in gifier in the JSON stringifier in Google V8, as used in Google Chrome
google - chrome before 47.0.2526.  which all cause a denial of 05/12/2015 75 |cve2o1s676a
possi pecified other impact via crafted
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in _update_job.cc n Google Chrome before 47.0.2526.73 allows
~chr e
goole - chrome remote attackers to execut y code or of service ging AppCache update jobs. 05/12/2015 100
i in the AppCache in Google C 0.2526.73 allows remot with
google - chrome renderer access denial of service or possibl unspecified other impact by ging 05/12/2015 75 | CVE-2015-6766
behavior associated with duplicate cache selection
in _dispatcher_host.cc in the AppCache implementation in Google
google - chrome 47.02526.73 allows remote attack service or possibly have unspecified other impact by 05/12/2015 75 |cve2os6767
pointer maint ted with
ooe _chrome The DOM in Google C 7.02526.73 allows tobypass Policy via [ 75 |cveoomers
load in v.cpp in Google C
google - chrome 05/12/2015 75 |cve20s6769
147.0.2526.73 allows remote attackers to bypass the Same Origin Policy by leveraging a delay in window proxy clearing.
ooe _chrome The DOM o Google 1470525 3 tobypass Policy via [ 75 |oveomenn
/a2 n Goosle Ve, as us n Google Chrome befor £7.0.2526.73, impraperly mplements erain map an fir aperations for
google -- chrome. arrays, which allows service access) or p ly 05/12/2015 75 CVE-2015-6771
impact via crafted JavaSeriot cod
The DOM Iplmenation Bk, 5134 1 GogeChroms befors 710252673, doss o resent s URL v whie 3
google - chrome , which allows 10 bypass the Same Origin Policy via crafted lavacript code that 05/12/2015 75 |ove2o1serm2
imbroperly interacts with a pluin.
The convolution implementation in Skia, s used in Google Chrome before 47.0.2526.73, does not properly constrain row lengths,
google - chrome which attackers t I of service access) or possib pecified other impact | 05/12/2015 75 |ove2ose773
via crafted eraphics dats
in in _extension_bindings.cc n the Extensions
google - chrome implementation in Google Chrome before 47.0.2526.73 allows remote attackers to cause a denial of service or possibly have 05/12/2015 75 |ove2osr7a
unspecifed other pointer used
fpdfsdi/src/jsapi/fxjs_v8.cpp n PDFium, as used in Google Chrome before 47.0.2526.73, does not use signatures, which allows
google - chrome pdfsdi/src/jsapi/js_ve.cop © © . 05/12/2015 75 |cve-20156775
remote attackers service or possibly o p leverage "typ .
in the C in
in the DOM in Google 47.02526.73 allows remote
goole - chrome attackers to cause a denial of service or possibly o p related to DOM 05/12/2015 13 |EISET
events for certain detached:-subtree insertions.
The CIbg2_SymbolDic cssnncodec/ g3/ 1Big2_ymbalDict o in POFium, 3 sed n GoogleChrome before 47.0.2526.73, allows
google - chrome remote attackers to cause a denial of service (¢ s memory access) or possibly impact via a POF 05/12/2015 75 |cve2ose77s
document data with 18162
Integer overflow in the FontData::Bound function in data/font_data.cc in Google sfntly, a5 used in Google Chrome before
google - chrome 47.0.2526.73, o I of service or unspecified pact via a crafted offset 05/12/2015 75 |cve2o1s6781
leneth value within font data in an SFNT container.
¥ i i
oosle - chrame in Google C 470252673 cause a denialofservice or possily ave | (/o 100 |cvesorser
other impact via unknown vectors —
ooe chrome Multiple unspecified vinerabiltes i Google VE before 4.7.20.23, s used n Google Chrome before 47.0.2526.73, llow attackersto | oo 75 |oveoosens
cause a denisl of service or ossiblv have other impact via unknown vectors. —
in the Audio0 function in _output_device.ccin
google - chrome Google Chrome before 47.0.2526.73 allows attackers to cause a denialof service (heap memory corruption) or possibly have 05/12/2015 CVE-2015.8479
unspecified other impact by triggering access to an unauthorized audio output device
The in rame_pookzln Googe Chame befors 70352673
o ory for which might allow Iof service (outof- | o 00 |ovesomsso
google - chrome bound ) or possibly pecified other impact by with the vp3_h_loop_flter_c 100 | cvEz01s880
function in Frmoee
o unified_sip_phone.3900_firmuware | I5C0 Unified SIP 3505 phones alow remote a(mckevs K0 cause 3 denial of service (resource consumption and functonaly Ioss) viaa | 1o oo 28 |cesoment
large amount of network D CSCuh51331. —
e netvorker EMC NetWorker before 8.0.4.5, 8 lxhdnresl3S,82xbefcrex22Z,and9Dhelnrebm\d4ﬂ7aHuwsremutE ataderstocaes | oo 8 |oveomess
denial of via malformed RPC messaces Rl et
Semana 30/11/2015
The index_urfetch function in index.c in Cyrus IMAP 2.3.x before 2.3.19, 2.4.x before 2.4.18, 2.5.x before 2.5.4 allows remote
cyrus - imap attackers to obtain sensitive information or possibly have unspecified other impact via vectors related to the urlfetch range, which 03/12/2015 75 |cve20158076
trigcers an out-of-bounds heao read.
Integer overflow in the index_urifetch function in imap/index.c in Cyrus IMAP 2.3.19, 2.4.18, and 2.5.6 allows remote attackers to have
cyrus - imap unspecified impact via vectors related to urlfetch range checks and the start_octet variable. NOTE: this vulnerabilty exsts because of | 03/12/2015 75 |cve201s8077
an incomblete fx for CVE-2015-8076
Integer overflow in the index_urlfetch function in imap/index.c in Cyrus IMAP 2.3.19, 2.4.18, and 2.5.6 allows remote attackers to have
cyrus - imap unspecified impact via vectors related to urlfetch range checks and the section_offset variable. NOTE: this vulnerability exists because | 03/12/2015 75 |cve20158078
of an incomplete fix for CVE-2015-8076
The Debian build procedure for the smokeping package in wheezy before 2.6.8-2+deb7ul and jessie before 2.6.9-1+debBul does not
debian - debian_linux properly configure the way Apache hitpd passes arguments to smokeping_cgi, which allows remote attackers to execute arbitrary 03/12/2015 75 |cve201s0850
code va crafted CGl areuments
in ple the dpl Debian dpke 1.16.x before 1.16.17
debian - dpkg and 1.17.xbefore 117, the archive magi number in an "old-style” 03/12/2015 75 |cve20150860
Debian binarv packase. which t based buffer overflow.
hich allows local users to b
oo xe Cisco 105 XE 15.4(3]5 on ASR 1000 devices improperly users ooz 2 |oeoses
- and obtan certain rootprvieges by using the CUto entercrafte flenames, aa Bug D CSCV93130 e
McAfee G Manager (ESMLM), and Enterprise Security
meafee - Mansger/Receiver (ESMREC) 5.3 before 5. MRS, 5.4 before 5.4 2MRD, and 5.5  before 5.3 MRS, when cofiured 0 use - R
meafee_enterprise_security_manager | Active Directory or sources, allow bypass by logging in with the username S
"NGCPINGCPINGCP:" and anv assword.
The publish-event event-manager feature in Cisco [0S 15.5(215 and 15.5(3)5 on Cloud Services Router 1000V devices allows local users
cisco - ios to execute v by I enter aka 01/12/2015 CVE-2015-6385
Bug ID CSCux1494:
e PR before 836 mishandles the /() " 1>n-/ pattern and related patterns with certain internal recursive back references,
B mpatible regular expression. lbrar ttackers ervice fault) or possibl otherimpactviaa crafted | 01/12/2015 15 |CvE2015-2327
perl.compatible.regular_expression IRV regular expression, as demonstrated by a Javascvlp( RegExp object encountered by Kongueror.
o PCRE before 8.36 mishandles the /((?(RJal (21))+/ pattern and related patterns with certain recursion, which allows remote attackers
o o cause a denial of service (segmentation fault) or possibly have unspecified other impact via a crafted regular expression, as 01/12/2015 75 |cve20152328
perl_compatible_regular_expression_ibrary
bva ncountered by Konaveror.
e The pere_exec function in pere_exec.c in PCRE before 8.38 mishandles a// pattern with a 1 string, which allows remote attackers to
en compatibl.regular_xpression ary| 215€ 3 Genialof sevice (eap-based bufer cverfow) or possibly have unspeclfied other impact via acraftd regulr expression s |~ 01/12/2015 75 |cve2oms380
by by Konaueror.
The compile_regex function in pere_compile.c in PCRE before 8.38 and pcre2_compile.c in PCRE2 before 10.2¢ mishandles the
pere - JERICRIERIKR) | ((RHRERA R and /(22:(21(:21 ('R 'RINKR) (RIDKR)H((R)IHAKR|s('R')/ patterns,
; S ary| 7 Flated patterns wih crtin group references, which allows remote attackersto cause adenial o service (eap-based bufer 01/12/2015 25 |cve2o1s381
perl-compatible.regular_expression_ITarY | o erfiow) or possibly have unspecified other impact via a crafted regular by
encountered by Konqueror.
e PCRE before 8.3 repeated hich al te attackers to cause a denial of service (buffer
Ben.comptile.elr _opression Iray|19) PSS e v gt v e e by 01/12/2015 75 |cve2o1s383
PCRE before 8.38 mishandles the /(2)(7'd (?'d \g(d}]}/ pattern and related patterns with certain recursive back references, which
pere allows remote attackers to cause a denial of service (buffer overflow) or possibly have unspecified other impact via a crafted regular
perl_compatible_regular_expression_| s bya o queror, a related issue to C and CVE- ov/12/2015 CUE2015:8360
20158395
e PCRE before 8.38 mishandles the /(7| \'Pm’)|(?"Pm’)/ pattern and related patterns with certain forward references, which allows
B matible. regular exoression lirary | €Ot 2tackers to cause 3 denil of srvice (buffer overflow)or possibly have unspecifed other impact ia  crafted regular 01/12/2015 75 |cve2os838s
perl.compatible.regular_expression 1BV expression, as bya encountered q
o PCRE before 8.38 mishandles the interaction of lookbehind assertions and mutually recursive subpatterns, which allows remote
o attackers to cause a denial of service (bufer overflow) or possibly have unspecified other impact via a crafted regular expression, as | 01/12/2015 75 |cve2o1s8386
perl_compatible_regular_expression_ibrary
bva ncountered by Konaveror.
e PCRE before .38 mishandies (71 and  which alk te attackers to cause a denial of
en compatibl.regulr_xpression lbary| ETViCe (teger overflow) ar posibly have unspecifed other impactviaacrafte regulr expression a demonrated by  Javaseript |~ 01/12/2015 75 |cve20158387
by Konaueror.
. PCRE before 8.38 mishandles the /(?=di(?<=(?1))|(2=())/ pattern and related patterns with an unmatched closing parenthesis, which
Pe allows remote attackers to cause a denial of service (buffer overflow) o possibly have unspecified other impact via a crafted regular | 01/12/2015 75 |cve-2015-8388
perl_compatible_regular_expression_ibrary
expression, as by aJavaScript encountered by Kond
e PCRE before 8.38 mishandles the /(7|a|}{100}/ pattern and related patterns, which allows remote attackers to cause a denial of
> service (infinite recursion) or possibly have unspecified other impact via a crafted regular expression, as demonstrated by a JavaScript | 01/12/2015 75 |cve2o1s8380
perl_compatible_regular_expression_ibrary
RegExp object encountered by Kongueror.
e PCRE before 8. the [: and \ substr haracter classes, which allows remote attackers t denial of service
> ) or possibly pecified other impact via a crafted regular expression, as demonstrated by a 01/12/2015 75 |cve2o1s8300
perl_compatible_regular_expression_ibrary
JavaScript RegExp object encountered by Kongueror.
e The pcre_compile function in pcre_compile.c in PCRE before 8.38 [: nesting, which allows remote attackers to
> cause a denial of service (C possibly impact viaa crafted regular expression, as 01/12/2015 20 |cve2o1s301
perl_compatible_regular_expression_ibrary
by a Javaseript a
e PCRE before 8.38 mishandles certain instances of the (7| substring, which allows remote attackers to cause a denial of service
B wompatible_regular_exoression_lirary | (miNtended recursion and bufer overflow) o possibly have unspecified other regular expression, as 01/12/2015 75 |cve2o1s830
perl-compatible.regulr_expression.fbrary by aJavascript \queror, a related issue to CVE-2015-8384 and CVE-2015-8395.
o PCRE before .38 mishandles the hich al attackers to cause a denial of service
pere (integer overflow) or possibly have unspecified other impact via a cafted regular expression, s demonstrated by a Javascript RegExp |  01/12/2015 75 |cve-2015-8304
perl_compatible_regular_expression_ibrary
object encountered by Kongueror.
. PCRE before .38 mishandles certain references, which allows remote attackers to cause a denial of service or possibly have
pere unspecified other impact via a crafted regular by a Javascript encountered by Kongueror, | 01/12/2015 CVE-2015-8395

perl_compatible_regular_expression_ibrary|

arelated issue to CVE-2015-8384 and CVE-2015-8392.
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